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Summary

CVE CVE-2009-3083

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-08 18:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description The msn_slp_sip_recv function in libpurple/protocols/msn/slp.c in the MSN protocol plugin in libpurple in Pidgin before 2.6.2 allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via an SLP invite message that lacks certain required fields, as demonstrated by a malformed message from a KMess client.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pidgin Libpurple All All All All

Application Pidgin Libpurple All All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.0.2 All linux All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.0 32_bit All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.1 32_bit All All
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Application Pidgin Pidgin 2.4.1 32_bit All All

Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.2 32_bit All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.4.3 32_bit All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.0 32_bit All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.2 32_bit All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.3 32_bit All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.5.4 32_bit All All

Application Pidgin Pidgin 2.5.5 All All All

Application Pidgin Pidgin 2.5.5 32_bit All All

Application Pidgin Pidgin 2.5.6 All All All

Application Pidgin Pidgin 2.5.7 All All All

Application Pidgin Pidgin 2.5.8 All All All

Application Pidgin Pidgin 2.5.9 All All All

Application Pidgin Pidgin 2.6.0 All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.0.2 All linux All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.0 32_bit All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.1 32_bit All All
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Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.2 32_bit All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.4.3 32_bit All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.0 32_bit All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.2 32_bit All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.3 32_bit All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.5.4 32_bit All All

Application Pidgin Pidgin 2.5.5 All All All

Application Pidgin Pidgin 2.5.5 32_bit All All

Application Pidgin Pidgin 2.5.6 All All All

Application Pidgin Pidgin 2.5.7 All All All

Application Pidgin Pidgin 2.5.8 All All All

Application Pidgin Pidgin 2.5.9 All All All

Application Pidgin Pidgin 2.6.0 All All All

Application Pidgin Pidgin All All All All

References

Reference Source Link

Pidgin Multiple Denial of Service Weaknesses - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

404 Page not found CONFIRM www.pidgin.im

404 Not Found CONFIRM developer.pidgin.im

Repository / Oval Repository OVAL oval.cisecurity.org

404 Not Found CONFIRM developer.pidgin.im

#10159 (Pidgin crashes after loading MSN list.) – Pidgin – Trac CONFIRM developer.pidgin.im

Repository / Oval Repository OVAL oval.cisecurity.org

504 Gateway Time-out BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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