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Summary

CVE CVE-2009-3085

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-08 18:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description The XMPP protocol plugin in libpurple in Pidgin before 2.6.2 does not properly handle an error IQ stanza during an attempted fetch of a custom smiley, which allows remote attackers to cause a denial of service (application crash) via XHTML-IM content with cid: images.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pidgin Libpurple All All All All

Application Pidgin Libpurple All All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.0.2 All linux All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.0 32_bit All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.1 32_bit All All
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Application Pidgin Pidgin 2.4.1 32_bit All All

Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.2 32_bit All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.4.3 32_bit All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.0 32_bit All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.2 32_bit All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.3 32_bit All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.5.4 32_bit All All

Application Pidgin Pidgin 2.5.5 All All All

Application Pidgin Pidgin 2.5.5 32_bit All All

Application Pidgin Pidgin 2.5.6 All All All

Application Pidgin Pidgin 2.5.7 All All All

Application Pidgin Pidgin 2.5.8 All All All

Application Pidgin Pidgin 2.5.9 All All All

Application Pidgin Pidgin 2.6.0 All All All

Application Pidgin Pidgin 2.0.0 All All All

Application Pidgin Pidgin 2.0.1 All All All

Application Pidgin Pidgin 2.0.2 All All All

Application Pidgin Pidgin 2.0.2 All linux All

Application Pidgin Pidgin 2.1.0 All All All

Application Pidgin Pidgin 2.1.1 All All All

Application Pidgin Pidgin 2.2.0 All All All

Application Pidgin Pidgin 2.2.1 All All All

Application Pidgin Pidgin 2.2.2 All All All

Application Pidgin Pidgin 2.3.0 All All All

Application Pidgin Pidgin 2.3.1 All All All

Application Pidgin Pidgin 2.4.0 All All All

Application Pidgin Pidgin 2.4.0 32_bit All All

Application Pidgin Pidgin 2.4.1 All All All

Application Pidgin Pidgin 2.4.1 32_bit All All
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Application Pidgin Pidgin 2.4.2 All All All

Application Pidgin Pidgin 2.4.2 32_bit All All

Application Pidgin Pidgin 2.4.3 All All All

Application Pidgin Pidgin 2.4.3 32_bit All All

Application Pidgin Pidgin 2.5.0 All All All

Application Pidgin Pidgin 2.5.0 32_bit All All

Application Pidgin Pidgin 2.5.1 All All All

Application Pidgin Pidgin 2.5.2 All All All

Application Pidgin Pidgin 2.5.2 32_bit All All

Application Pidgin Pidgin 2.5.3 All All All

Application Pidgin Pidgin 2.5.3 32_bit All All

Application Pidgin Pidgin 2.5.4 All All All

Application Pidgin Pidgin 2.5.4 32_bit All All

Application Pidgin Pidgin 2.5.5 All All All

Application Pidgin Pidgin 2.5.5 32_bit All All

Application Pidgin Pidgin 2.5.6 All All All

Application Pidgin Pidgin 2.5.7 All All All

Application Pidgin Pidgin 2.5.8 All All All

Application Pidgin Pidgin 2.5.9 All All All

Application Pidgin Pidgin 2.6.0 All All All

Application Pidgin Pidgin All All All All

References

Reference Source Link

Pidgin Multiple Denial of Service Weaknesses - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Repository / Oval Repository OVAL oval.cisecurity.org

404 Not Found CONFIRM developer.pidgin.im

404 Page not found CONFIRM www.pidgin.im

504 Gateway Time-out BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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