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CVE-2009-3094

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Http Server from Apache contain the following
vulnerability:

The ap_proxy_ftp_handler function in modules/proxy/proxy_ftp.c in the
mod_proxy_ftp module in the Apache HTTP Server 2.0.63 and 2.2.13
allows remote FTP servers to cause a denial of service (NULL pointer
dereference and child process crash) via a malformed reply to an
EPSV command.

CVSS2 Score: 2.6 - LOW

Access
Vector

Access
Complexity

Authentication

NETWORK HIGH NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE PARTIAL
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SSRT090244 rev.1 - HP Secure Web
Server for OpenVMS (based on
Apache' - MARC
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text/html

 HP SSRT090244

Debian -- Security Information -- DSA-
1934-1 apache2
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text/html
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text/html
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SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20091124 rPSA-2009-0155-1 httpd mod_ssl
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text/html
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2.2.14-1.fc12

www.redhat.com

text/html
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'[security bulletin] HPSBMU02753
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Availability Center (BAC) Running Apa'
- MARC

marc.info

text/html

 HP SSRT100782

Advisories:rPSA-2009-0155 - rPath
Wiki

web.archive.org

text/html

Inactive Link Not Archived
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text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073149 [7/13] - in
/websites/staging/httpd/trunk/content: ./ security/ security/json/
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Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2010-0609

Pony Mail! lists.apache.org
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security/vulnerabilities-httpd.xml security/vulnerabilities_22.html

https://lists.apache.org/thread.html/f7f95ac1cd9895db2714fa3ebaa0b94d0c6df360f742a40951384a53@%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/archive/1/508075/100/0/threaded
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4@%253Ccvs.httpd.apache.org%253E
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00944.html
http://marc.info/?l=bugtraq&m=133355494609819&w=2
https://web.archive.org/web/2009/http://wiki.rpath.com/Advisories:rPSA-2009-0155
https://lists.apache.org/thread.html/rad2acee3ab838b52c04a0698b1728a9a43467bf365bd481c993c535d@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/reb7c64aeea604bf948467d9d1cab8ff23fa7d002be1964bcc275aae7@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9ea3538f229874c80a10af473856a81fbf5f694cd7f471cc679ba70b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r75cbe9ea3e2114e4271bbeca7aff96117b50c1b6eb7c4772b0337c1f@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/8d63cb8e9100f28a99429b4328e4e7cebce861d5772ac9863ba2ae6f@%253Ccvs.httpd.apache.org%253E
http://www.vupen.com/english/advisories/2010/0609
https://lists.apache.org/thread.html/rdca61ae990660bacb682295f2a09d34612b7bb5f457577fe17f4d064@%253Ccvs.httpd.apache.org%253E


security/vulnerabilities-httpd.xml security/vulnerabilities_22.html
security/vulnerabilities_24.html

Apache 2.0.63 null pointer dereference
« Intevydis blog

www.intevydis.com

text/html

 MISC www.intevydis.com/blog/?p=59

SUSE update for apache2 and libapr1 -
Secunia Advisories - Vulnerability
Information - Secunia.com

Vendor Advisory

web.archive.org

text/html

 SECUNIA 37152

Pony Mail! lists.apache.org

text/html
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Apache Two Denial of Service
Vulnerabilities - Secunia Advisories -
Vulnerability Information - Secunia.com

Vendor Advisory

web.archive.org

text/html

 SECUNIA 36549

IBM PM09161: SHIP APAR FIXES
FOR H28W700 FIX PACK 7.0.0.9. -
United States

www-01.ibm.com

text/html

 AIXAPAR PM09161

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073139 [6/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073139 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

Bug 521619 – CVE-2009-3094 httpd:
NULL pointer defer in mod_proxy_ftp
caused by crafted EPSV and PASV
reply

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=521619
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text/html

 OVAL oval:org.mitre.oval:def:10981

[security-announce] SUSE Security
Announcement: Apache and libapr
(SUSE-

lists.opensuse.org

text/html
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text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 2.0.63 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.0.63 All All All

Application Apache Http Server 2.2.13 All All All

Operating
System

Debian Debian Linux 4.0 All All All

Operating
System

Debian Debian Linux 5.0 All All All

Operating
System

Fedoraproject Fedora 10 All All All

https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
http://www-01.ibm.com/support/docview.wss?uid=swg1PK96858
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rad01d817195e6cc871cb1d73b207ca326379a20a6e7f30febaf56d24@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/54a42d4b01968df1117cea77fc53d6beb931c0e05936ad02af93e9ac@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6@%253Ccvs.httpd.apache.org%253E
mailto:%20comment@cve.report
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora


← Previous ID Next ID→

Operating
System

Fedoraproject Fedora 12 All All All
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