CVE-2009-3095
Published on: 09/08/2009 12:00:00 AM UTC
Last Modified on: 11/07/2023 02:04:00 AM UTC

CVE-2009-3095

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCAPAN Certain versions of Hitp Server from Apache contain the following
vulnerability:

The mod_proxy_ftp module in the Apache HTTP Server allows remote
attackers to bypass intended access restrictions and send arbitrary
commands to an FTP server via vectors related to the embedding of
these commands in the Authorization HTTP header, as demonstrated
by a certain module in VulnDisco Pack Professional 8.11.

CVE-2009-3095 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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Bug 522209 — CVE-2009-3095 httpd:
mod_proxy_ftp FTP command injection
via Authorization HTTP header
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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http://cve.report/software/suse/linux_enterprise_server

cpe:2.3:0:suse:linux_enterprise_server:9:*:*:*:*:*:*:*:

« Previous ID Next ID—
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