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CVE-2009-3095

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Http Server from Apache contain the following
vulnerability:

The mod_proxy_ftp module in the Apache HTTP Server allows remote
attackers to bypass intended access restrictions and send arbitrary
commands to an FTP server via vectors related to the embedding of
these commands in the Authorization HTTP header, as demonstrated
by a certain module in VulnDisco Pack Professional 8.11.

CVSS2 Score: 5 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE PARTIAL NONE

CVE References

Description Tags Link

'[security bulletin] HPSBOV02506
SSRT090244 rev.1 - HP Secure Web
Server for OpenVMS (based on
Apache' - MARC

Third Party Advisory

marc.info

text/html

 HP SSRT090244

Debian -- Security Information -- DSA-
1934-1 apache2

Third Party Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1934

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073149 [7/13] - in
/websites/staging/httpd/trunk/content: ./ security/ security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073139 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

CVE-2009-3095 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2009-3095.pdf
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=bugtraq&m=126998684522511&w=2
http://www.debian.org/security/2009/dsa-1934
https://lists.apache.org/thread.html/rad2acee3ab838b52c04a0698b1728a9a43467bf365bd481c993c535d@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9@%253Ccvs.httpd.apache.org%253E


Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20200401 svn commit: r1058587 [3/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20190815 svn commit: r1048742 [3/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! Mailing List

Vendor Advisory

lists.apache.org

text/html

 MLIST [httpd-cvs] 20190815 svn commit: r1048743 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

SecurityFocus Third Party Advisory

VDB Entry

www.securityfocus.com

text/html

 BUGTRAQ 20091124 rPSA-2009-0155-1 httpd mod_ssl

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210603 svn commit: r1075360 [1/3] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2021-
31618.json security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

[SECURITY] Fedora 12 Update: httpd-
2.2.14-1.fc12

Third Party Advisory

www.redhat.com

text/html

 FEDORA FEDORA-2009-12606

'[security bulletin] HPSBMU02753
SSRT100782 rev.1 - HP Business
Availability Center (BAC) Running Apa'
- MARC

Third Party Advisory

marc.info

text/html

 HP SSRT100782

Advisories:rPSA-2009-0155 - rPath
Wiki

Broken Link

web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM wiki.rpath.com/Advisories:rPSA-2009-0155

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073143 [2/3] - in
/websites/staging/httpd/trunk/content: ./ security/

Repository / Oval Repository Third Party Advisory

oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:9363

Pony Mail! Mailing List

Vendor Advisory

lists.apache.org

text/html

 MLIST [httpd-cvs] 20190815 svn commit: r1048742 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073139 [6/13] - in
/websites/staging/httpd/trunk/content: ./ security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073149 [1/13] - in
/websites/staging/httpd/trunk/content: ./ security/ security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073140 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/cvejsontohtml.py
security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

https://lists.apache.org/thread.html/rfbaf647d52c1cb843e726a0933f156366a806cead84fbd430951591b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/f7f95ac1cd9895db2714fa3ebaa0b94d0c6df360f742a40951384a53@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79@%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/archive/1/508075/100/0/threaded
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4@%253Ccvs.httpd.apache.org%253E
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00944.html
http://marc.info/?l=bugtraq&m=133355494609819&w=2
https://web.archive.org/web/2009/http://wiki.rpath.com/Advisories:rPSA-2009-0155
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9363
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https://lists.apache.org/thread.html/r2295080a257bad27ea68ca0af12fc715577f9e84801eae116a33107e@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b@%253Ccvs.httpd.apache.org%253E


Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073140 [3/4] - in
/websites/staging/httpd/trunk/content: ./ security/cvejsontohtml.py
security/vulnerabilities_13.html security/vulnerabilities_20.html
security/vulnerabilities_22.html security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1888194 [6/13] -
/httpd/site/trunk/content/security/json/

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210606 svn commit: r1075470 [3/4] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2020-
13938.json security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! Mailing List

Vendor Advisory

lists.apache.org

text/html

 MLIST [httpd-cvs] 20190815 svn commit: r1048743 [3/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Repository / Oval Repository Third Party Advisory

oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:8662

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073146 [2/3] - in
/websites/staging/httpd/trunk/content: ./ security/cvejsontohtml.py
security/vulnerabilities-httpd.xml security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! Mailing List

Vendor Advisory

lists.apache.org

text/html

 MLIST [httpd-cvs] 20200401 svn commit: r1058586 [3/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210606 svn commit: r1075467 [2/2] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2021-
31618.json security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210606 svn commit: r1075467 [1/2] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2021-
31618.json security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

SUSE update for apache2 and libapr1 -
Secunia Advisories - Vulnerability
Information - Secunia.com

Third Party Advisory

web.archive.org

text/html

 SECUNIA 37152

'[security bulletin] HPSBOV02683
SSRT090208 rev.1 - HP Secure Web
Server (SWS) for OpenVMS running
Ap' - MARC

Third Party Advisory

marc.info

text/html

 HP SSRT090208

APPLE-SA-2010-03-29-1 Security
Update 2010-002 / Mac OS X v10.6.3

Mailing List

Third Party Advisory

lists.apple.com

text/html

 APPLE APPLE-SA-2010-03-29-1

Bug 522209 – CVE-2009-3095 httpd:
mod_proxy_ftp FTP command injection
via Authorization HTTP header

Issue Tracking

Third Party Advisory

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=522209

Pony Mail! Mailing List  MLIST [httpd-cvs] 20200401 svn commit: r1058587 [2/4] - in

https://lists.apache.org/thread.html/r9ea3538f229874c80a10af473856a81fbf5f694cd7f471cc679ba70b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/reb7c64aeea604bf948467d9d1cab8ff23fa7d002be1964bcc275aae7@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r75cbe9ea3e2114e4271bbeca7aff96117b50c1b6eb7c4772b0337c1f@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/8d63cb8e9100f28a99429b4328e4e7cebce861d5772ac9863ba2ae6f@%253Ccvs.httpd.apache.org%253E
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8662
https://lists.apache.org/thread.html/rdca61ae990660bacb682295f2a09d34612b7bb5f457577fe17f4d064@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r57608dc51b79102f3952ae06f54d5277b649c86d6533dcd6a7d201f7@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r476d175be0aaf4a17680ef98c5153b4d336eaef76fb2224cc94c463a@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rb9c9f42dafa25d2f669dac2a536a03f2575bc5ec1be6f480618aee10@%253Ccvs.httpd.apache.org%253E
https://web.archive.org/web/2009/http://secunia.com/advisories/37152
http://marc.info/?l=bugtraq&m=130497311408250&w=2
http://lists.apple.com/archives/security-announce/2010//Mar/msg00001.html
https://bugzilla.redhat.com/show_bug.cgi?id=522209


Vendor Advisory

lists.apache.org

text/html

/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

[security-announce] SUSE Security
Announcement: Apache and libapr
(SUSE-

Mailing List

Third Party Advisory

lists.opensuse.org

text/html

 SUSE SUSE-SA:2009:050

Pony Mail! Mailing List

Vendor Advisory

lists.apache.org

text/html

 MLIST [httpd-cvs] 20200401 svn commit: r1058586 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/vulnerabilities-
httpd.xml security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

'[security bulletin] HPSBUX02531
SSRT100108 rev.1 - HP-UX Running
Apache-based Web Server, Remote
Den' - MARC

Third Party Advisory

marc.info

text/html

 HP HPSBUX02531

[SECURITY] Fedora 10 Update: httpd-
2.2.14-1.fc10

Third Party Advisory

www.redhat.com

text/html

 FEDORA FEDORA-2009-12604

404 Not Found Broken Link

intevydis.com

text/html

Inactive Link Not Archived

 MISC intevydis.com/vd-list.shtml

About the security content of Security
Update 2010-002 / Mac OS X v10.6.3

Third Party Advisory

support.apple.com

text/html

 CONFIRM support.apple.com/kb/HT4077

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210603 svn commit: r1075360 [2/3] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2021-
31618.json security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210606 svn commit: r1075470 [2/4] - in
/websites/staging/httpd/trunk/content: ./ security/json/CVE-2020-
13938.json security/vulnerabilities_13.html
security/vulnerabilities_20.html security/vulnerabilities_22.html
security/vulnerabilities_24.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server All All All All

Operating
System

Apple Mac Os X All All All All

https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb@%253Ccvs.httpd.apache.org%253E
http://lists.opensuse.org/opensuse-security-announce/2009-10/msg00006.html
https://lists.apache.org/thread.html/r0276683d8e1e07153fc8642618830ac0ade85b9ae0dc7b07f63bb8fc@%253Ccvs.httpd.apache.org%253E
http://marc.info/?l=bugtraq&m=127557640302499&w=2
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg00645.html
http://intevydis.com/vd-list.shtml
http://support.apple.com/kb/HT4077
https://lists.apache.org/thread.html/rad01d817195e6cc871cb1d73b207ca326379a20a6e7f30febaf56d24@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6@%253Ccvs.httpd.apache.org%253E
mailto:%20comment@cve.report
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x


Operating
System

Apple Mac Os X All All All All

Operating
System

Debian Debian Linux 4.0 All All All

Operating
System

Debian Debian Linux 4.0 All All All

Operating
System

Fedoraproject Fedora 10 All All All

Operating
System

Fedoraproject Fedora 12 All All All

Operating
System

Fedoraproject Fedora 10 All All All

Operating
System

Fedoraproject Fedora 12 All All All

Operating
System

Opensuse Opensuse 10.3 All All All

Operating
System

Opensuse Opensuse 11.0 All All All

Operating
System

Opensuse Opensuse 11.1 All All All

Operating
System

Opensuse Opensuse 10.3 All All All

Operating
System

Opensuse Opensuse 11.0 All All All

Operating
System

Opensuse Opensuse 11.1 All All All

Operating
System

Suse Linux Enterprise Desktop 10 sp2 All All

Operating
System

Suse Linux Enterprise Desktop 10 sp3 All All

Operating
System

Suse Linux Enterprise Desktop 10 sp2 All All

Operating
System

Suse Linux Enterprise Desktop 10 sp3 All All

Operating
System

Suse Linux Enterprise Server 10 sp2 All All

Operating
System

Suse Linux Enterprise Server 10 sp3 All All

Operating
System

Suse Linux Enterprise Server 11 - All All

Operating
System

Suse Linux Enterprise Server 9 All All All

Operating
System

Suse Linux Enterprise Server 10 sp2 All All

Operating
System

Suse Linux Enterprise Server 10 sp3 All All

http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/debian
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http://cve.report/vendor/opensuse
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http://cve.report/vendor/suse
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http://cve.report/vendor/suse
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http://cve.report/vendor/suse
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http://cve.report/vendor/suse
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http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server


Operating
System

Suse Linux Enterprise Server 11 - All All

Operating
System

Suse Linux Enterprise Server 9 All All All

cpe:2.3:a:apache:http_server:*:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:*:*:*:*:*:*:*:*:

cpe:2.3:o:apple:mac_os_x:*:*:*:*:*:*:*:*:

cpe:2.3:o:apple:mac_os_x:*:*:*:*:*:*:*:*:

cpe:2.3:o:debian:debian_linux:4.0:*:*:*:*:*:*:*:

cpe:2.3:o:debian:debian_linux:4.0:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:10:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:12:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:10:*:*:*:*:*:*:*:

cpe:2.3:o:fedoraproject:fedora:12:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:10.3:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:11.0:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:11.1:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:10.3:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:11.0:*:*:*:*:*:*:*:

cpe:2.3:o:opensuse:opensuse:11.1:*:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_desktop:10:sp2:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_desktop:10:sp3:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_desktop:10:sp2:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_desktop:10:sp3:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_server:10:sp2:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_server:10:sp3:*:*:-:*:*:*:

cpe:2.3:o:suse:linux_enterprise_server:11:-:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_server:9:*:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_server:10:sp2:*:*:*:*:*:*:

cpe:2.3:o:suse:linux_enterprise_server:10:sp3:*:*:-:*:*:*:

http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
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