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CVE-2009-3101

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Opensolaris from Sun contain the following
vulnerability:

xscreensaver (aka Gnome-XScreenSaver) in Sun Solaris 10, and
OpenSolaris snv_109 through snv_122, does not properly handle
Trusted Extensions, which allows local users to cause a denial of
service (CPU consumption and console hang) by locking the screen,
related to a regression in certain Solaris and OpenSolaris patches.

CVSS2 Score: 4.9 - MEDIUM

Access
Vector

Access
Complexity

Authentication

LOCAL LOW NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE COMPLETE

CVE References

Description Tags Link

No Description Provided Vendor Advisory

sunsolve.sun.com

Inactive Link Not Archived

 SUNALERT 266469

Java.net Maintenance outage Exploit

bugs.opensolaris.org

text/html

Inactive Link Not Archived

 CONFIRM bugs.opensolaris.org/view_bug.do?bug_id=6839026

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2009-3101 has been assigned by  cve@mitre.org to track the vulnerability
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Sun Opensolaris snv_100 All x86 All

Operating
System

Sun Opensolaris snv_101 All x86 All

Operating
System

Sun Opensolaris snv_102 All x86 All

Operating
System

Sun Opensolaris snv_103 All x86 All

Operating
System

Sun Opensolaris snv_104 All x86 All

Operating
System

Sun Opensolaris snv_105 All x86 All

Operating
System

Sun Opensolaris snv_106 All x86 All

Operating
System

Sun Opensolaris snv_107 All x86 All

Operating
System

Sun Opensolaris snv_108 All x86 All

Operating
System

Sun Opensolaris snv_109 All sparc All

Operating
System

Sun Opensolaris snv_109 All x86 All

Operating
System

Sun Opensolaris snv_110 All sparc All

Operating
System

Sun Opensolaris snv_110 All x86 All

Operating
System

Sun Opensolaris snv_111 All sparc All

Operating
System

Sun Opensolaris snv_111 All x86 All

Operating
System

Sun Opensolaris snv_112 All sparc All

Operating
System

Sun Opensolaris snv_112 All x86 All

Operating
System

Sun Opensolaris snv_113 All sparc All

Operating
System

Sun Opensolaris snv_113 All x86 All

Operating
System

Sun Opensolaris snv_114 All sparc All
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System

Operating
System

Sun Opensolaris snv_114 All x86 All

Operating
System

Sun Opensolaris snv_115 All sparc All

Operating
System

Sun Opensolaris snv_115 All x86 All

Operating
System

Sun Opensolaris snv_116 All sparc All

Operating
System

Sun Opensolaris snv_116 All x86 All

Operating
System

Sun Opensolaris snv_117 All sparc All

Operating
System

Sun Opensolaris snv_117 All x86 All

Operating
System

Sun Opensolaris snv_118 All sparc All

Operating
System

Sun Opensolaris snv_118 All x86 All

Operating
System

Sun Opensolaris snv_119 All sparc All

Operating
System

Sun Opensolaris snv_119 All x86 All

Operating
System

Sun Opensolaris snv_120 All sparc All

Operating
System

Sun Opensolaris snv_120 All x86 All

Operating
System

Sun Opensolaris snv_121 All sparc All

Operating
System

Sun Opensolaris snv_121 All x86 All

Operating
System

Sun Opensolaris snv_122 All sparc All

Operating
System

Sun Opensolaris snv_122 All x86 All

Operating
System

Sun Opensolaris snv_100 All x86 All

Operating
System

Sun Opensolaris snv_101 All x86 All

Operating
System

Sun Opensolaris snv_102 All x86 All

Operating
System

Sun Opensolaris snv_103 All x86 All

Operating
System

Sun Opensolaris snv_104 All x86 All

Operating
System

Sun Opensolaris snv_105 All x86 All
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System

Operating
System

Sun Opensolaris snv_106 All x86 All

Operating
System

Sun Opensolaris snv_107 All x86 All

Operating
System

Sun Opensolaris snv_108 All x86 All

Operating
System

Sun Opensolaris snv_109 All sparc All

Operating
System

Sun Opensolaris snv_109 All x86 All

Operating
System

Sun Opensolaris snv_110 All sparc All

Operating
System

Sun Opensolaris snv_110 All x86 All

Operating
System

Sun Opensolaris snv_111 All sparc All

Operating
System

Sun Opensolaris snv_111 All x86 All

Operating
System

Sun Opensolaris snv_112 All sparc All

Operating
System

Sun Opensolaris snv_112 All x86 All

Operating
System

Sun Opensolaris snv_113 All sparc All

Operating
System

Sun Opensolaris snv_113 All x86 All

Operating
System

Sun Opensolaris snv_114 All sparc All

Operating
System

Sun Opensolaris snv_114 All x86 All

Operating
System

Sun Opensolaris snv_115 All sparc All

Operating
System

Sun Opensolaris snv_115 All x86 All

Operating
System

Sun Opensolaris snv_116 All sparc All

Operating
System

Sun Opensolaris snv_116 All x86 All

Operating
System

Sun Opensolaris snv_117 All sparc All

Operating
System

Sun Opensolaris snv_117 All x86 All

Operating
System

Sun Opensolaris snv_118 All sparc All

Operating
System

Sun Opensolaris snv_118 All x86 All
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System

Operating
System

Sun Opensolaris snv_119 All sparc All

Operating
System

Sun Opensolaris snv_119 All x86 All

Operating
System

Sun Opensolaris snv_120 All sparc All

Operating
System

Sun Opensolaris snv_120 All x86 All

Operating
System

Sun Opensolaris snv_121 All sparc All

Operating
System

Sun Opensolaris snv_121 All x86 All

Operating
System

Sun Opensolaris snv_122 All sparc All

Operating
System

Sun Opensolaris snv_122 All x86 All

Operating
System

Sun Solaris 10 All sparc All

Operating
System

Sun Solaris 10 All x86 All

Operating
System

Sun Solaris 9 All sparc All

Operating
System

Sun Solaris 9 All x86 All

Operating
System

Sun Solaris 10 All sparc All

Operating
System

Sun Solaris 10 All x86 All

Operating
System

Sun Solaris 9 All sparc All

Operating
System

Sun Solaris 9 All x86 All

cpe:2.3:o:sun:opensolaris:snv_100:*:x86:*:*:*:*:*:
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cpe:2.3:o:sun:opensolaris:snv_108:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_109:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_109:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_110:*:sparc:*:*:*:*:*:
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cpe:2.3:o:sun:opensolaris:snv_111:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_112:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_112:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_113:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_113:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_114:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_114:*:x86:*:*:*:*:*:
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cpe:2.3:o:sun:opensolaris:snv_121:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_122:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_122:*:x86:*:*:*:*:*:



cpe:2.3:o:sun:opensolaris:snv_122:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_100:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_101:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_102:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_103:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_104:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_105:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_106:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_107:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_108:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_109:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_109:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_110:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_110:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_111:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_111:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_112:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_112:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_113:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_113:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_114:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_114:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_115:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_115:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_116:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_116:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_117:*:sparc:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_117:*:x86:*:*:*:*:*:

cpe:2.3:o:sun:opensolaris:snv_118:*:sparc:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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