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Summary

CVE CVE-2009-3107

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-08 23:30:00 UTC

Updated 2013-02-07 04:21:00 UTC

Description Symantec Altiris Deployment Solution 6.9.x before 6.9 SP3 Build 430 does not properly restrict access to the listening port for the DBManager service, which allows remote attackers to bypass authentication and modify tasks or the Altiris Database via a connection to this service.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Altiris Deployment Solution 6.9 All All All

Application Symantec Altiris Deployment Solution 6.9 sp1 All All

Application Symantec Altiris Deployment Solution 6.9 sp2 All All

Application Symantec Altiris Deployment Solution 6.9 All All All

Application Symantec Altiris Deployment Solution 6.9 sp1 All All

Application Symantec Altiris Deployment Solution 6.9 sp2 All All

References

Reference

Symantec Altiris Deployment Solution 'DBManager' Authentication Bypass Vulnerability

Symantec Altiris Deployment Solution Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

SecurityTracker.com Archives - Symantec Altiris Deployment Solution Multiple Flaws Let Remote Users Modify the Configuration, Execute Arbitrary Commands, and Deny Service

Security Advisories Relating to Symantec Products - Symantec Altiris Deployment Solution Multiple Vulnerabilities - August 26, 2009 | Symantec

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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