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Summary

CVE CVE-2009-3114

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-09 22:30:00 UTC

Updated 2018-10-10 19:43:00 UTC

Description The RSS reader widget in IBM Lotus Notes 8.0 and 8.5 saves items from an RSS feed as local HTML documents, which allows remote attackers to execute arbitrary script in Internet Explorer's Local Machine Zone via a crafted feed, aka SPR RGAU7RDJ9K.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Lotus Notes 8.5 All All All

Application Ibm Lotus Notes 8.5 All All All

References

Reference Source Link

IBM Response to 'IBM Lotus Notes 8.5 RSS Widget Privilege Escalation' - United States CONFIRM www-01.ibm.com

CVE-2009-3114 | IBM Lotus Notes bis 8.5 RSS Widget erweiterte Rechte (BID-36305 / XFDB-53101) MISC www.scip.ch

Security Advisory SA36813 - IBM Lotus Notes RSS Widget Internet Zone Security Bypass - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM Lotus Notes RSS Reader Widget HTML Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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