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token.cgi in Bugzilla 3.4rc1 through 3.4.1 places a password in a URL at the beginning of a login session that occurs immec

| 1|

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 3.4 All All All
Mozilla Bugzilla 3.4 rci All All
Mozilla Bugzilla 3.4.1 All All All
Mozilla Bugzilla 3.4 All All All
Mozilla Bugzilla 3.4 rci All All
Mozilla Bugzilla 3.4.1 All All All

References
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3.4.1, 3.2.4, and 3.0.8 Security Advisory :: Bugzilla :: bugzilla.org
508189 — (CVE-2009-3166) [SECURITY] Logging in after resetting your password exposes your new password in the URL

CVE Program record

Reference 4
SecurityTracker.com Archives - Bugzilla May Display the User's Password in the Browser URL ¢
Mozilla Bugzilla URL Password Information Disclosure Vulnerability 3

Bugzilla Information Disclosure Weakness and SQL Injection Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com ¢
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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