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Summary

CVE CVE-2009-3237

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-17 10:30:00 UTC

Updated 2019-06-18 16:44:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Horde Application Framework 3.2 before 3.2.5 and 3.3 before 3.3.5; Groupware 1.1 before 1.1.6 and 1.2 before 1.2.4; and Groupware Webmail Edition 1.1 before 1.1.6 and 1.2 before 1.2.4; allow remote attackers to inject arbitrary web script or HTML via the (1) crafted number preferences that are not properly handled in the preference system (services/prefs.php), as demonstrated by the sidebar_width parameter; or (2) crafted unknown MIME "text parts" that are not properly handled in the MIME viewer library (config/mime_drivers.php).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Horde Groupware 1.1 All All All

Application Horde Groupware 1.1 rc1 All All

Application Horde Groupware 1.1 rc2 All All

Application Horde Groupware 1.1 rc3 All All

Application Horde Groupware 1.1 rc4 All All

Application Horde Groupware 1.1.1 All All All

Application Horde Groupware 1.1.2 All All All

Application Horde Groupware 1.1.3 All All All

Application Horde Groupware 1.1.4 All All All

Application Horde Groupware 1.1.6 All All All

Application Horde Groupware 1.2 All All All

Application Horde Groupware 1.2 rc1 All All

Application Horde Groupware 1.2.1 All All All

Application Horde Groupware 1.2.2 All All All

Application Horde Groupware 1.2.3 All All All

Application Horde Groupware 1.2.3 rc1 All All

Application Horde Groupware 1.1 All All All
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Application Horde Groupware 1.1 All All All

Application Horde Groupware 1.1 rc1 All All

Application Horde Groupware 1.1 rc2 All All

Application Horde Groupware 1.1 rc3 All All

Application Horde Groupware 1.1 rc4 All All

Application Horde Groupware 1.1.1 All All All

Application Horde Groupware 1.1.2 All All All

Application Horde Groupware 1.1.3 All All All

Application Horde Groupware 1.1.4 All All All

Application Horde Groupware 1.1.6 All All All

Application Horde Groupware 1.2 All All All

Application Horde Groupware 1.2 rc1 All All

Application Horde Groupware 1.2.1 All All All

Application Horde Groupware 1.2.2 All All All

Application Horde Groupware 1.2.3 All All All

Application Horde Groupware 1.2.3 rc1 All All

Application Horde Horde Application Framework 3.2 All All All

Application Horde Horde Application Framework 3.2.1 All All All

Application Horde Horde Application Framework 3.2.2 All All All

Application Horde Horde Application Framework 3.2.3 All All All

Application Horde Horde Application Framework 3.2.4 All All All

Application Horde Horde Application Framework 3.3 All All All

Application Horde Horde Application Framework 3.3.1 All All All

Application Horde Horde Application Framework 3.3.2 All All All

Application Horde Horde Application Framework 3.3.3 All All All

Application Horde Horde Application Framework 3.3.4 All All All

Application Horde Horde Application Framework 3.2 All All All

Application Horde Horde Application Framework 3.2.1 All All All

Application Horde Horde Application Framework 3.2.2 All All All

Application Horde Horde Application Framework 3.2.3 All All All

Application Horde Horde Application Framework 3.2.4 All All All

Application Horde Horde Application Framework 3.3 All All All

Application Horde Horde Application Framework 3.3.1 All All All

Application Horde Horde Application Framework 3.3.2 All All All

Application Horde Horde Application Framework 3.3.3 All All All

Application Horde Horde Application Framework 3.3.4 All All All
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Application Horde Horde Groupware 1.1.1 All All All

Application Horde Horde Groupware 1.1.2 All All All

Application Horde Horde Groupware 1.1.3 All All All

Application Horde Horde Groupware 1.1.4 All All All

Application Horde Horde Groupware 1.1.5 All All All

Application Horde Horde Groupware 1.2 All All All

Application Horde Horde Groupware 1.2.1 All All All

Application Horde Horde Groupware 1.2.2 All All All

Application Horde Horde Groupware 1.2.3 All All All

Application Horde Horde Groupware 1.1.1 All All All

Application Horde Horde Groupware 1.1.2 All All All

Application Horde Horde Groupware 1.1.3 All All All

Application Horde Horde Groupware 1.1.4 All All All

Application Horde Horde Groupware 1.1.5 All All All

Application Horde Horde Groupware 1.2 All All All

Application Horde Horde Groupware 1.2.1 All All All

Application Horde Horde Groupware 1.2.2 All All All

Application Horde Horde Groupware 1.2.3 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Tickets :: [#8399] Number preferences are not validated properly CONFIRM bugs.horde.org

58108 OSVDB www.osvdb.org

'[announce] [SECURITY] Horde 3.2.5 (final)' - MARC MLIST marc.info

58109 OSVDB www.osvdb.org

'[announce] [SECURITY] Horde 3.3.5 (final)' - MARC MLIST marc.info

Horde Application Framework Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

'[announce] Horde Groupware 1.2.4 (final)' - MARC MLIST marc.info

'[announce] Horde Groupware Webmail Edition 1.2.4 (final)' - MARC MLIST marc.info

Tickets :: [#8311] text/* filtering in Mime drivers CONFIRM bugs.horde.org

'[announce] Horde Groupware 1.1.6 (final)' - MARC MLIST marc.info

'[announce] Horde Groupware Webmail Edition 1.1.6 (final)' - MARC MLIST marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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