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Summary

CVE CVE-2009-3243

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-18 10:30:00 UTC

Updated 2017-09-19 01:29:00 UTC

Description Unspecified vulnerability in the TLS dissector in Wireshark 1.2.0 and 1.2.1, when running on Windows, allows remote attackers to cause a denial of service (application crash) via unknown vectors related to TLS 1.2 conversations.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Wireshark Wireshark 1.2.0 All All All

Application Wireshark Wireshark 1.2.1 All All All

Application Wireshark Wireshark 1.2.0 All All All

Application Wireshark Wireshark 1.2.1 All All All

References

Reference Source Link

Wireshark: Wireshark 1.2.2 Release Notes CONFIRM www.wireshark.org

Security Alerts - Secunia SECUNIA secunia.com

Wireshark Multiple Denial of Service Vulnerabilities - Secunia.com SECUNIA secunia.com

Wireshark: wnpa-sec-2009-06 CONFIRM www.wireshark.org

4008 – Wireshark 1.2.1 crashes on Windows when when capturing or attempt to open a file containing TLS 1.2 conversation MISC bugs.wireshark.org

Repository / Oval Repository OVAL oval.cisecurity.org

Wireshark 1.2.1 Multiple Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-24 Tomas Hoger Not vulnerable. This issue did not affect the versions of wireshark as shipped with Red Hat Enterprise Linux 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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