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CVE CVE-2009-3247
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2009-09-18 20:30:00 UTC
Updated 2017-09-19 01:29:00 UTC
Description Cross-site scripting (XSS) vulnerability in the Activities module in vtiger CRM 5.0.4 allows remote attackers to inject arbitrar

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Viiger Vtiger Crm 5.0.4 All
Application Vtiger Vtiger Crm 5.0.4 All

Edition

All

All

Language
All

All

References

Reference

vtiger CRM Multiple Input Validation Vulnerabilities
www.ush.it/team/ush/hack-vtigercrm_504/vtigercrm_504.txt

57240

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Vtiger CRM 5.0.4 (RCE/CSRF/LFI/XSS) Multiple Vulnerabilities

ush.it - a beautiful place

vtiger CRM Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

1]

Source

BID

MISC

OSvDB

VUPEN

EXPLOIT-DB

MISC

SECUNIA

CVE.ORG

NVD

Link
www.securityfocus.com
www.ush.it
www.osvdb.org
www.vupen.com
www.exploit-db.com
www.ush.it
secunia.com
WwWWw.Cve.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2009-3247/mitre
https://cve.report/CVE-2009-3247/nist
https://cve.report/CVE-2009-3247/cve_org
https://cve.report/api/cve/CVE-2009-3247.json
https://cve.report/CVE-2009-3247.pdf
http://cve.report/vendor/vtiger
http://cve.report/software/vtiger/vtiger_crm
http://cve.report/vendor/vtiger
http://cve.report/software/vtiger/vtiger_crm
http://www.securityfocus.com/bid/36062
http://www.ush.it/team/ush/hack-vtigercrm_504/vtigercrm_504.txt
http://www.osvdb.org/57240
http://www.vupen.com/english/advisories/2009/2319
http://www.exploit-db.com/exploits/9450
http://www.ush.it/2009/08/18/vtiger-crm-504-multiple-vulnerabilities/
http://secunia.com/advisories/36309
https://www.cve.org/CVERecord?id=CVE-2009-3247
https://nvd.nist.gov/vuln/detail/CVE-2009-3247

There are currently no legacy QID mappings associated with this CVE.
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