
CVE-2009-3279
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2009-3279

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-21 19:30:00 UTC

Updated 2018-10-10 19:43:00 UTC

Description The QNAP TS-239 Pro and TS-639 Pro with firmware 2.1.7 0613, 3.1.0 0627, and 3.1.1 0815 create a LUKS partition by using the AES-256 cipher in plain CBC mode, which allows local users to obtain sensitive information via a watermark attack.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qnap Ts-239 Pro Turbo Nas 2.1.7_0613 All All All

Hardware Qnap Ts-239 Pro Turbo Nas 3.1.0_0627 All All All

Hardware Qnap Ts-239 Pro Turbo Nas 3.1.1_0815 All All All

Hardware Qnap Ts-239 Pro Turbo Nas 2.1.7_0613 All All All

Hardware Qnap Ts-239 Pro Turbo Nas 3.1.0_0627 All All All

Hardware Qnap Ts-239 Pro Turbo Nas 3.1.1_0815 All All All

Hardware Qnap Ts-639 Pro Turbo Nas 2.1.7_0613 All All All

Hardware Qnap Ts-639 Pro Turbo Nas 3.1.0_0627 All All All

Hardware Qnap Ts-639 Pro Turbo Nas 3.1.1_0815 All All All

Hardware Qnap Ts-639 Pro Turbo Nas 2.1.7_0613 All All All

Hardware Qnap Ts-639 Pro Turbo Nas 3.1.0_0627 All All All

Hardware Qnap Ts-639 Pro Turbo Nas 3.1.1_0815 All All All
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www.baseline-security.de/downloads/BSC-Qnap_Crypto_Backdoor-CVE-2009-3200.txt MISC www.baseline-security.de

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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