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CVE-2009-3293

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNCUAUNCPIPIAP Certain versions of Php from Php contain the following vulnerability:

Unspecified vulnerability in the imagecolortransparent function in PHP
before 5.2.11 has unknown impact and attack vectors related to an
incorrect "sanity check for the color index."

CVE-2009-3293 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
About Security Update 2009-006 / Mac OS X v10.6.2 & CONFIRM
support.apple.com/kb/HT3937

"[security bulletin] HPSBUX02543 SSRT100152 rev.1 - HP-UX Running
Apache with PHP, Remote Denial of S' - MARC text/html

() HP HPSBUX02543

HP-UX update for Apache with PHP - Advisories - Community web.archive.org Y SECUNIA 40262
text/html

PHP Multiple Vulnerabilities - Secunia Advisories - Vulnerability Vendor Advisory YU SECUNIA 36791
Information - Secunia.com web.archive.org
text/html

APPLE-SA-2009-11-09-1 Security Update 2009-006 / Mac OS X v10.6.2 lists.apple.com [] APPLE APPLE-SA-2009-11-
text/html 09-1



https://cve.report/
https://cve.report/CVE-2009-3293/mitre
https://cve.report/CVE-2009-3293/nist
https://cve.report/CVE-2009-3293/cve_org
https://cve.report/CVE-2009-3293.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2009/http://support.apple.com/kb/HT3937
http://marc.info/?l=bugtraq&m=127680701405735&w=2
https://web.archive.org/web/2009/http://secunia.com/advisories/40262
https://web.archive.org/web/2009/http://secunia.com/advisories/36791
http://lists.apple.com/archives/security-announce/2009/Nov/msg00000.html

'[security bulletin] HPSBOV02683 SSRT090208 rev.1 - HP Secure Web () HP SSRT090208

| marc.info |
Server (SWS) for OpenVMS running Ap' - MARC
PHP: PHP 5.2.11 Release Announcement 3 CONFIRM
[ www.php.net | www.php.net/releases/5_2_11.php
PHP: PHP 5 ChangelLog [ Patch | E8 CONFIRM
www.php.net/ChangelLog-
[ www.php.net | 5.php#5.2.11
SecurityTracker.com Archives - PHP Bugs Have Unspecified Impact (7) SECTRACK 1022914
Repository / Oval Repository ¢ OVAL
oval:org.mitre.oval:def:7047
@ OSVDB 58187

Inactive Link"| Not Archived

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH () VUPEN ADV-2009-3184

text/html

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:017  FIESE AT 9 SUSE SUSE-SR:2009:017
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 1.0 All All All
Application Php Php 2.0 All All All
Application Php Php 2.0b10 All All All
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All

Application Php Php 3.0.17 All All All
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cpe:2.3:a:php:php:1.0:*:

cpe:2.3:a:php:php:2

cpe:2.3:a:php:php:3

KKk oKk kK,

0. roxer o x,
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dkukakukakakak.

cpe:2.3:a:php:php:3.0.17: % =
cpe:2.3:a:php:php:3.0.18:%:":** ™
cpe:2.3:a:php:php:3.0.2:** "
cpe:2.3:a:php:php:3.0.3:* % "
cpe:2.3:a:php:php:3.0.4:* % "
cpe:2.3:a:php:php:3.0.5:% % "
cpe:2.3:a:php:php:3.0.6:** "
cpe:2.3:a:php:php:3.0.7:
cpe:2.3:a:php:php:3.0.8: "™
cpe:2.3:a:php:php:3.0.9: "™

cpe:2.3:a:php:php:4:* ™

cpe:2.3:a:php:php:4.0:* " "

KKk akk k.

cpe:2.3:a:php:php:4.0:betat:*:*:*:*:*:

kKK KKk,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:

Kk ak KKk,

cpe:2.3:a:php:php:4.0:beta3:*:*:*:*:*:

kK kR k.

cpe:2.3:a:php:php:4.0:betad *:*:*:*:*:

cpe:2.3:a:php:php:4.0.0:*

cpe:2.3:a:php:php:4.0.1:*

Kk ok akakak.

cpe:2.3:a:php:php:4.0.1:patch1:*:*:*:



cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3:" %" "

cpe:2.3:a:php:php:4.0.5: % ="

cpe:2.3:a:php:php:4.0.6:** "

cpe:2.3:a:php:php:4.0.7:* % "

Skukakak kK.

cpe:2.3:a:php:php:4.0.7:rct 7 %%

Skkakuk k.

cpe:2.3:a:php:php:4.0.7:rc2:*: "%

Skk ok akkak.

cpe:2.3:a:php:php:4.0.7:rc3: "%

Skk Kk uk k.

cpe:2.3:a:php:php:4.0.7:rc4** "

cpe:2.3:a:php:php:4.1.0: "

cpe:2.3:a:php:php:4. 1.1

cpe:2.3:a:php:php:4.1.2:

dkukakakuk.

cpe:2.3:a:php:php:4.2::dev:*:**:*:*:

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1

cpe:2.3:a:php:php:4.2.2:*

cpe:2.3:a:php:php:4.2.3:* "

cpe:2.3:a:php:php:4.3.0:"

cpe:2.3:a:php:php:4.3.1 "

Lk kR kR ok ak.

cpe:2.3:a:php:php:4.3.1 1 e

cpe:2.3:a:php:php:4.3.2:*

cpe:2.3:a:php:php:4.3.3:* "

cpe:2.3:a:php:php:4.3.4: %"=

cpe:2.3:a:php:php:4.3.5: %" "™

rna 2 Vanhnnhn:d Q R-*-*xkkkk
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cpe:2.3:a:php:php:4.3.7: %" "

cpe:2.3:a:php:php:4.3.8: %" %"

cpe:2.3:a:php:php:4.3.9: """

cpe:2.3:a:php:php:4.4.0: %"

cpe:2.3:a:php:php:4.4.1: % =

cpe:2.3:a:php:php:4.4.2:** "

cpe:2.3:a:php:php:4.4.3:* % "

cpe:2.3:a:php:php:4.4.4:** ="

cpe:2.3:a:php:php:4.4.5:* % "

cpe:2.3:a:php:php:4.4.6:** "

cpe:2.3:a:php:php:4.4. 7% x>

cpe:2.3:a:php:php:4.4.8:** "

cpe:2.3:a:php:php:4.4.9: "™

cpe:2.3:a:php:php:5:* ™

KKk KKk,

cpe:2.3:a:php:php:5.0:rct "

KKk kKK,

cpe:2.3:a:php:php:5.0:rc2:*: "

Skk ok ak ok ak,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skakakkkuk,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

Skuk ok akukak,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

cpe:2.3:a:php:php:5.0.1 %" ™

cpe:2.3:a:php:php:5.0.2: %" "™

cpe:2.3:a:php:php:5.0.3: %" "



cpe:2.3:a:php:php:5.0.4:" %" "

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0: " "

cpe:2.3:a:php:php:5.1.1: %"

cpe:2.3:a:php:php:5.1.2: """

cpe:2.3:a:php:php:5.1.3: """

cpe:2.3:a:php:php:5.1.4: % "

cpe:2.3:a:php:php:5.1.5:* % "

cpe:2.3:a:php:php:5.1.6:**: "

cpe:2.3:a:php:php:5.2.0:* % "

cpe:2.3:a:php:php:5.2.2:%* " *::

cpe:2.3:a:php:php:5.2.4:* % "%

cpe:2.3:a:php:php:5.2.6:* "™

cpe:2.3:a:php:php:5.2.7: % "™

cpe:2.3:a:php:php:5.2.8: "™

cpe:2.3:a:php:php:5.2.9: ™

cpe:2.3:a:php:php:1.0:* "



cpe:2.3:a:php:php:3.0.2: %" "
cpe:2.3:a:php:php:3.0.3: " %"
cpe:2.3:a:php:php:3.0.4: %" "
cpe:2.3:a:php:php:3.0.5: " %"
cpe:2.3:a:php:php:3.0.6:**: "
cpe:2.3:a:php:php:3.0. 7% "
cpe:2.3:a:php:php:3.0.8: "
cpe:2.3:a:php:php:3.0.9:* "
cpe:2.3:a:php:php:4:*:
cpe:2.3:a:php:php:4.0: 7 *x "
cpe:2.3:a:php:php:4.0:betat:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:php:php:4.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:php:php:4.0.0:*:

cpe:2.3:a:php:php:4.0.1:* e

Kk kR akuk.

cpe:2.3:a:php:php:4.0.1:patch 1 "

cpe:2.3:a:php:php:4.0.2:* %
cpe:2.3:a:php:php:4.0.3:*
cpe:2.3:a:php:php:4.0.3:patch1:*:*:**:*:*:
cpe:2.3:a:php:php:4.0.4:" %"=

cpe:2.3:a:php:php:4.0.4:patch 1 *:****:*:

cpe:2.3:a:php:php:4.0.5: %" "



cpe:2.3:a:php:php:4.0.6:" %" %"

cpe:2.3:a:php:php:4.0.7: %"= "

skukakakakak

cpe:2.3:a:php:php:4.0.7:rc4 " %"

cpe:2.3:a:php:php:4.1.0:* % "

cpe:2.3:a:php:php:4.1.1:* % "

cpe:2.3:a:php:php:4.1.2:% % "

Skukkakuk.

cpe:2.3:a:php:php:4.2:*:dev:*:*:*:*:*:

cpe:2.3:a:php:php:4.2.0:** "

cpe:2.3:a:php:php:4.2.1:***

cpe:2.3:a:php:php:4.2.2:* % "

cpe:2.3:a:php:php:4.2.3:

cpe:2.3:a:php:php:4.3.0:

cpe:2.3:a:php:php:4.3.1:

Lk Lk k kR Lk uk.

cpe:2.3:a:php:php:4.3.10: " "

dkak kR ok akak.

cpe:2.3:a:php:php:4.3.11:

cpe:2.3:a:php:php:4.3.2:*

cpe:2.3:a:php:php:4.3.3:* "

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:

cpe:2.3:a:php:php:4.3.6:*:* "

cpe:2.3:a:php:php:4.3.7:*

cpe:2.3:a:php:php:4.3.8:* """

cpe:2.3:a:php:php:4.3.9:* 1

cpe:2.3:a:php:php:4.4.0: %"=

cpe:2.3:a:php:php:4.4.1 % =



cpe:2.3:a:php:php:4.4.2: %"

cpe:2.3:a:php:php:4.4.3: %"

cpe:2.3:a:php:php:4.4.4: %"=

cpe:2.3:a:php:php:4.4.5: %"= "

cpe:2.3:a:php:php:4.4.6: %" "

cpe:2.3:a:php:php:4.4.7: % ="

cpe:2.3:a:php:php:4.4.8:***":*

cpe:2.3:a:php:php:4.4.9: % "

cpe:2.3:a:php:php:5: "

Kk Lk kKK,

cpe:2.3:a:php:php:5.0:rct "

kKK kKK,

cpe:2.3:a:php:php:5.0:rc2:*:*:*:*:*::

cpe:2.3:a:php:php:5.0.0:* %

Skk Lk uk k.

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:*:* "

cpe:2.3:a:php:php:5.0.3:* "

cpe:2.3:a:php:php:5.0.4:*:

cpe:2.3:a:php:php:5.0.5:*

cpe:2.3:a:php:php:5.1.0:*

cpe:2.3:a:php:php:5.1. 1 "

cpe:2.3:a:php:php:5.1.2: %" "™

cpe:2.3:a:php:php:5.1.3: %" "™



cpe:2.3:a:php:php:5.1.4: %"

cpe:2.3:a:php:php:5.1.5: %" "™

cpe:2.3:a:php:php:5.1.6: %" "

cpe:2.3:a:php:php:5.2.0:" %" %"

cpe:2.3:a:php:php:5.2.2: " %"

cpe:2.3:a:php:php:5.2.4: %" ="

cpe:2.3:a:php:php:5.2.6:**: %"

cpe:2.3:a:php:php:5.2. 7% "

cpe:2.3:a:php:php:5.2.8:* "

cpe:2.3:a:php:php:5.2.9:* "

dkakak Lk okakuk k.

cpe:2.3:a:php:php:*:
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