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CVE-2009-3294

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACUAUNCINAP Certain versions of Windows 7 from Microsoft contain the following
’ vulnerability:

The popen API function in TSRM/tsrm_win32.c in PHP before 5.2.11
and 5.3.x before 5.3.1, when running on certain Windows operating
systems, allows context-dependent attackers to cause a denial of
service (crash) via a crafted (1) "e" or (2) "er" string in the second
argument (aka mode), possibly related to the _fdopen function in the
Microsoft C runtime library. NOTE: this might not cross privilege boundaries except in rare
cases in which the mode argument is accessible to an attacker outside of an application that
uses the popen function.

CVE-2009-3294 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: (SEMEDIN] |

Access Access Authentication
Vector Complexity

NETWORK LOoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

PHP: PHP 5.3.1 Release Announcement m CONFIRM
www.php.net/releases/5_3_1.php

() OSVDB 58188

Not Archived

oss-security - CVE request: php 5.3.1 update ¢ > MLIST [oss-security] 20091120 CVE
request: php 5.3.1 update

PHP- PHP 5 2 11 Raleace Annniincement MA CONFIRM


https://cve.report/
https://cve.report/CVE-2009-3294/mitre
https://cve.report/CVE-2009-3294/nist
https://cve.report/CVE-2009-3294/cve_org
https://cve.report/CVE-2009-3294.pdf
http://cve.report/software/microsoft/windows_7
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.php.net/releases/5_3_1.php
http://www.osvdb.org/58188
http://www.openwall.com/lists/oss-security/2009/11/20/2

L O L R LV U TR T O PR LT,

PHP: Revision 287779

PHP Bugs: #44683: popen with modes such as "e" or "er"
cause php.exe to crash

php.announce: 5.3.1 Release announcement

oss-security - Re: CVE Request -- PHP 5 - 5.2.11

PHP: PHP 5 Changelog

PHP: PHP 5 ChangelLog

oss-security - Re: CVE request: php 5.3.1 update

Vendor Advisory

text/html

Vendor Advisory

text/html

bugs.php.net

text/html

news.php.net

text/xml

www.openwall.com

text/html

Vendor Advisory

text/html

www.openwall.com

w_-“yw o
www.php.net/releases/5_2_11.php

) CONFIRM svn.php.net/viewvc?
view=revision&revision=287779

CONFIRM bugs.php.net/bug.php?id=44683

) MLIST [php-announce] 20091119 5.3.1
Release announcement

¢ > MLIST [oss-security] 20090920 Re: CVE
Request -- PHP 5 - 5.2.11

CONFIRM www.php.net/ChangelLog-
5.php#5.2.11

CONFIRM www.php.net/ChangelLog-5.php

¢ > MLIST [oss-security] 20091120 Re: CVE
request: php 5.3.1 update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application
Application
Application
Application
Application
Application
Application

Application

FPhp
Php
Php
Php
Php
Php
Php
Php

Php

FPhp
Php
Php
Php
Php
Php
Php
Php

Php

cpe:2.3:a:php:php:1.0:* "

cpe:2.3:a:php:php:2.0

cpe:2.3:a:php:php:3.0

Akakuk Kk ok k,

Ak kKK kK k.

cpe:2.3:a:php:php:3.0. 1"

cpe:2.3:a:php:php:3.0.1

cpe:2.3:a:php:php:3.0.13

cpe:2.3:a:php:php:3.0.14

cpe:2.3:a:php:php:3.0.15

cpe:2.3:a:php:php:3.0.16

cpe:2.3:a:php:php:3.0.17

cpe:2.3:a:php:php:3.0.18

dkkakukakakak.

dkkakkakakak.

dkkakkakakak.

dkkakkakakuk.

dkkakkakakuk.

dk Lk ak Lk akakuk.

dk Rk kR akak.

e A el A A Akk ok kkk Lk

0.2.2

523

524

525
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cpe:2.3:a:php:php:3.0.3:* %%
cpe:2.3:a:php:php:3.0.4:*:*
cpe:2.3:a:php:php:3.0.5:"
cpe:2.3:a:php:php:3.0.6:* "™
cpe:2.3:a:php:php:3.0.7:*
cpe:2.3:a:php:php:3.0.8: "™
cpe:2.3:a:php:php:3.0.9: "™

cpe:2.3:a:php:php:4:

cpe:2.3:a:php:php:4.0:*:*

cpe:2.3:a:php:php:4.0.0:" %"

cpe:2.3:a:php:php:4.0.1: %"

cpe:2.3:a:php:php:4.0.2: %" "
cpe:2.3:a:php:php:4.0.3:** "
cpe:2.3:a:php:php:4.0.3:patch1:*:*:*:*:*:*:
cpe:2.3:a:php:php:4.0.4:* % "
cpe:2.3:a:php:php:4.0.4:patch1:*:*:**:*:*:
cpe:2.3:a:php:php:4.0.5:% % "

cpe:2.3:a:php:php:4.0.6:** "

cpe:2.3:a:php:php:4.0.7:



Skk ok kakuk.

cpe:2.3:a:php:php:4.0.7:rcd: """

cpe:2.3:a:php:php:4.1.0:"

cpe:2.3:a:php:php:4.1.1 7 e

cpe:2.3:a:php:php:4.1.2:%

Skakakakak.

cpe:2.3:a:php:php:4.2:*:dev:*:*:*:*:*:

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1

cpe:2.3:a:php:php:4.2.2: %" "

cpe:2.3:a:php:php:4.2.3: %" "™

cpe:2.3:a:php:php:4.3.0: %"

cpe:2.3:a:php:php:4.3.1: %"

cpe:2.3:a:php:php:4.3.2: %" %"

cpe:2.3:a:php:php:4.3.3: %" %"

cpe:2.3:a:php:php:4.3.4: % ="

cpe:2.3:a:php:php:4.3.5: %" %"

cpe:2.3:a:php:php:4.3.6:" %" "

cpe:2.3:a:php:php:4.3.7:* % "

cpe:2.3:a:php:php:4.3.8: % "

cpe:2.3:a:php:php:4.3.9:** "

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1: %

cpe:2.3:a:php:php:4.4.2:%** "

cpe:2.3:a:php:php:4.4.3:** "



cpe:2.3:a:php:php:4.4.4: =

cpe:2.3:a:php:php:4.4.5: "

cpe:2.3:a:php:php:4.4.6:* % "

cpe:2.3:a:php:php:4.4.7:* =

cpe:2.3:a:php:php:4.4.8:*:*

cpe:2.3:a:php:php:4.4.9:*

cpe:2.3:a:php:php:5:*: "

cpe:2.3:a:php:php:5.0.1: " "

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3: " ™"

cpe:2.3:a:php:php:5.0.4:* %" "

cpe:2.3:a:php:php:5.0.5: % "

cpe:2.3:a:php:php:5.1.0:* % "

cpe:2.3:a:php:php:5.1.1: % "

cpe:2.3:a:php:php:5.1.2:% % "

cpe:2.3:a:php:php:5.1.3:* "

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5: ™



cpe:2.3:a:php:php:5.1.6:" "™

cpe:2.3:a:php:php:5.2.0: ™

cpe:2.3:a:php:php:5.2.1 "

cpe:2.3:a:php:php:5.2.2:*

cpe:2.3:a:php:php:5.2.3:* """

cpe:2.3:a:php:php:5.2.4:*

cpe:2.3:a:php:php:5.2.5:* "

cpe:2.3:a:php:php:5.2.6:*:* "

cpe:2.3:a:php:php:5.2. 7%

cpe:2.3:a:php:php:5.2.8:* """

cpe:2.3:a:php:php:5.2.9: %" "™

cpe:2.3:a:php:php:1.0:* " "

cpe:2.3:a:php:php:2.0:* " "

cpe:2.3:a:php:php:3.0:*" "

cpe:2.3:a:php:php:3.0.1: %"

dkukakkakakak.

cpe:2.3:a:php:php:3.0.15: " "™

dkkakkakakak.

cpe:2.3:a:php:php:3.0.16:%:": ™

dkkakkakakak.

cpe:2.3:a:php:php:3.0.17:%:% ™
cpe:2.3:a:php:php:3.0.18:*:%:* ™
cpe:2.3:a:php:php:3.0.2:* % "

cpe:2.3:a:php:php:3.0.3:** "

cpe:2.3:a:php:php:3.0.4:***



cpe:2.3:a:php:php:3.0.5:% %
cpe:2.3:a:php:php:3.0.6:* %%
cpe:2.3:a:php:php:3.0.7:"
cpe:2.3:a:php:php:3.0.8: "™
cpe:2.3:a:php:php:3.0.9:*
cpe:2.3:a:php:php:4:*:
cpe:2.3:a:php:php:4.0:*:

Sk kKR k.

cpe:2.3:a:php:php:4.0:betat :*:**:*:*:*:

cpe:2.3:a:php:php:4.0.0: %" "

cpe:2.3:a:php:php:4.0.1 %"

cpe:2.3:a:php:php:4.0.2: %" %"

cpe:2.3:a:php:php:4.0.3: %" "

cpe:2.3:a:php:php:4.0.4:* %" ="
cpe:2.3:a:php:php:4.0.4:patch1:*:*:**:*:*:
cpe:2.3:a:php:php:4.0.5:* % "
cpe:2.3:a:php:php:4.0.6:**: "
cpe:2.3:a:php:php:4.0.7:* % "

Skukakuk k.

cpe:2.3:a:php:php:4.0.7:rct "

Skk ok ak k.

cpe:2.3:a:php:php:4.0.7:rc3:*:*****:



cpe:2.3:a:php:php:4.1.0:

cpe:2.3:a:php:php:4.1.1

cpe:2.3:a:php:php:4.1.2:% e

cpe:2.3:a:php:php:4.2.0:* "

cpe:2.3:a:php:php:4.2.1 "

cpe:2.3:a:php:php:4.2.2:*

cpe:2.3:a:php:php:4.2.3:* """

cpe:2.3:a:php:php:4.3.0:* %

cpe:2.3:a:php:php:4.3.1:7 %"

cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3: %" %"

cpe:2.3:a:php:php:4.3.4:" %"

cpe:2.3:a:php:php:4.3.5: %" %"

cpe:2.3:a:php:php:4.3.6: """

cpe:2.3:a:php:php:4.3.7: % ="

cpe:2.3:a:php:php:4.3.8: " %"

cpe:2.3:a:php:php:4.3.9: " %"

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1:* % "

cpe:2.3:a:php:php:4.4.2:* %"

cpe:2.3:a:php:php:4.4.3:* % "

cpe:2.3:a:php:php:4.4.4:** x>

cpe:2.3:a:php:php:4.4.5:% %"

cpe:2.3:a:php:php:4.4.6: " "



cpe:2.3:a:php:php:4.4.7: %

cpe:2.3:a:php:php:4.4.8:* "

cpe:2.3:a:php:php:4.4.9:*

dk Kk ok Rk k.

cpe:2.3:a:php:php:5:*: "

SRk kL KRk,

cpe:2.3:a:php:php:5.0:rct

kKK oKk k.

cpe:2.3:a:php:php:5.0:rc3:*: "

cpe:2.3:a:php:php:5.0.0:*: "

dkak ok akkuk,

cpe:2.3:a:php:php:5.0.0:betat :*:*:**:*:*:

Skak ok akakuk,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:**:*:*:

Skk ok ak ok uk,

cpe:2.3:a:php:php:5.0.0:betal:*:*:*:*:*:*:

Skak ok ak ok ak,

cpe:2.3:a:php:php:5.0.0:betad:*:*:*:*:*:*:

cpe:2.3:a:php:php:5.0.1 %"

cpe:2.3:a:php:php:5.0.2: %" "

cpe:2.3:a:php:php:5.0.3:" %" %"

cpe:2.3:a:php:php:5.0.4: %" "

cpe:2.3:a:php:php:5.0.5: " %"

cpe:2.3:a:php:php:5.1.0: "

cpe:2.3:a:php:php:5.1.1: % "

cpe:2.3:a:php:php:5.1.2:* % "

cpe:2.3:a:php:php:5.1.3:* % "

cpe:2.3:a:php:php:5.1.4: % "

cpe:2.3:a:php:php:5.1.5:% % "

cpe:2.3:a:php:php:5.1.6:** "

cpe:2.3:a:php:php:5.2.0:* % "

AnnD Qiasnhnsnhn R D A dokakakakk k.
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cpe:2.3:a:php:php:5.2.2: % "™

cpe:2.3:a:php:php:5.2.3: "™

cpe:2.3:a:php:php:5.2.4:*

cpe:2.3:a:php:php:5.2.5:* "

cpe:2.3:a:php:php:5.2.6:** """

cpe:2.3:a:php:php:5.2. 7"

cpe:2.3:a:php:php:5.2.8:* """

cpe:2.3:a:php:php:5.2.9:* " "

dkak kR kR kR,

cpe:2.3:a:php:php:*:
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