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CVE CVE-2009-3295
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-29 20:41:00 UTC
Updated 2020-01-21 15:45:00 UTC
Description The prep_reprocess_req function in kdc/do_tgs_req.c in the cross-realm referral implementation in the Key Distribution Cer
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 5 1.7 All All All
Application Mit Kerberos 5 1.7 All All All
Reference

SecurityFocus

MIT Kerberos KDC Cross-Realm Referral NULL Pointer Dereference Denial Of Service Vulnerability
web.mit.edu/kerberos/advisories/MITKRB5-SA-2009-003.txt

Kerberos KDC Cross-Realm Referral Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail- OVH

Kerberos KDC Null Pointer Dereference in Cross-Realm Referral Processing Lets Remote Authenticated Users Deny Service - Security Tracke
CVE Program record
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-01-11  Tomas Hoger Not vulnerable. This issue did not affect the versions of krb5 as shipped with Red Hat Enterpris
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http://www.securityfocus.com/archive/1/508622/100/0/threaded
http://www.securityfocus.com/bid/37486
http://web.mit.edu/kerberos/advisories/MITKRB5-SA-2009-003.txt
http://secunia.com/advisories/37977
http://www.vupen.com/english/advisories/2009/3652
http://securitytracker.com/id?1023392
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There are currently no legacy QID mappings associated with this CVE.
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