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CVE CVE-2009-3298
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-03 16:30:12 UTC
Updated 2026-04-23 00:35:47 UTC
Description Mahara before 1.0.13, and 1.1.x before 1.1.7, allows remote authenticated institution administrators to reset a site administ

/ |

Risk And Classification

Primary CVSS: v2.0 6.5 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:P/A:P

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mahara Mahara 1.0.0 All All All


https://cve.report/
https://cve.report/CVE-2009-3298/mitre
https://cve.report/CVE-2009-3298/nist
https://cve.report/CVE-2009-3298/cve_org
https://cve.report/api/cve/CVE-2009-3298.json
https://cve.report/CVE-2009-3298.pdf
http://cve.report/vendor/mahara
http://cve.report/software/mahara/mahara

Application Mahara Mahara 1.0.1 All All All
Application Mahara Mahara 1.0.10 All All All
Application Mahara Mahara 1.0.11 All All All
Application Mahara Mahara 1.0.2 All All All
Application Mahara Mahara 1.0.3 All All All
Application Mahara Mahara 1.0.4 All All All
Application Mahara Mahara 1.0.5 All All All
Application Mahara Mahara 1.0.6 All All All
Application Mahara Mahara 1.0.7 All All All
Application Mahara Mahara 1.0.8 All All All
Application Mahara Mahara 1.1.0 All All All
Application Mahara Mahara 1.1.0 alphai All All
Application Mahara Mahara 1.1.0 alpha2 All All
Application Mahara Mahara 1.1.0 alpha3 All All
Application Mahara Mahara 1.1.0 betal All All
Application Mahara Mahara 1.1.0 beta2 All All
Application Mahara Mahara 1.1.0 beta3 All All
Application Mahara Mahara 1.1.0 beta4 All All
Application Mahara Mahara 1.1.0 rci All All
Application Mahara Mahara 1.1.0 rc2 All All
Application Mahara Mahara 1.11 All All All
Application Mahara Mahara 1.1.2 All All All
Application Mahara Mahara 1.1.3 All All All
Application Mahara Mahara 1.1.4 All All All
Application Mahara Mahara 115 All All All
Application Mahara Mahara 1.1.6 All All All
Application Mahara Mahara All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Debian update for mahara - Secunia.com af854a3a-2127-422b-91ae-364da26

Mahara Privilege Escalation and Cross-Site Scripting - Secunia.com af854a3a-2127-422b-91ae-364da26
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Mahara Admin Password Reset Security Bypass Vulnerability

Informations et actualité sur I'éducation et la formation

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Security Announcements - Privilege escalation in Mahara 1.1.6 and 1.0.12 - Mahara ePortfolio System
www.osvdb.org/59584

Informations et actualité sur I'éducation et la formation
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NVD vulnerability detail
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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