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Summary

CVE CVE-2009-3369

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-24 16:30:00 UTC

Updated 2009-10-31 06:22:00 UTC

Description CgiUserConfigEdit in BackupPC 3.1.0, when SSH keys and Rsync are in use in a multi-user environment, does not restrict users from the ClientNameAlias function, which allows remote authenticated users to read and write sensitive files by modifying ClientNameAlias to match another system, then initiating a backup or restore.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Craig Barratt Backuppc 3.1.0 All All All

Application Craig Barratt Backuppc 3.1.0 All All All

References

Reference Source

Fedora update for BackupPC - Secunia.com SECUNIA

Bug 518412 – CVE-2009-3369 BackupPC: Permission bypass via ClientNameAlias by using rsync data backup method CONFIRM

57236 OSVDB

[SECURITY] Fedora 10 Update: BackupPC-3.1.0-6.fc10 FEDORA

BackupPC "ClientNameAlias" SSH Rsync Backup Security Bypass - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

#542218 - backuppc: Security hole when using rsync and multiple users - Debian Bug report logs MISC

[SECURITY] Fedora 11 Update: BackupPC-3.1.0-7.fc11 FEDORA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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