VE-2 -3372
Published on: 10/29/2009 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:24 PM UTC

CVE-2009-3372

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Mozilla Firefox before 3.0.15 and 3.5.x before 3.5.4, and SeaMonkey
before 2.0, allows remote attackers to execute arbitrary code via a
crafted regular expression in a Proxy Auto-configuration (PAC) file.

CVE-2009-3372 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication

Vector Complexity

[ NN

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link
(2 SUNALERT 272909

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:6347

MFSA 2009-55: Crash in proxy auto-configuration [ Patch | B3 CONFIRM

regexp parsing www.mozilla.org/security/announce/2009/mfsa2009-
56.htm
tsxtitml|

Webmail : Solution de messagerie professionnelle - [ www.vupen.com | (%) VUPEN ADV-2009-3334

OVHcloud- OVH text/html

500644 — (CVE-2009-3372) PAC: crash when using ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?

PAC-based manual proxv confia and the attached text/html id=500644



https://cve.report/
https://cve.report/CVE-2009-3372/mitre
https://cve.report/CVE-2009-3372/nist
https://cve.report/CVE-2009-3372/cve_org
https://cve.report/CVE-2009-3372.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://sunsolve.sun.com/search/document.do?assetkey=1-26-272909-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6347
http://www.mozilla.org/security/announce/2009/mfsa2009-55.html
http://www.vupen.com/english/advisories/2009/3334
https://bugzilla.mozilla.org/show_bug.cgi?id=500644

testcase

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:10977
Support / Security / Advisories / / MDVSA-2009:294 | & MANDRIVA MDVSA-2009:294
Mandriva

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.0 beta5 All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.10 All All All
Application Mozilla Firefox 3.0.11 All All All
Application Mozilla Firefox 3.0.12 All All All
Application Mozilla Firefox 3.0.13 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.04 All All All
Application Mozilla Firefox 3.0.5 All All All
Application Mozilla Firefox 3.0.6 All All All
Application Mozilla Firefox 3.0.7 All All All
Application Mozilla Firefox 3.0.8 All All All
Application Mozilla Firefox 3.0.9 All All All
Application Mozilla Firefox 3.5.1 All All All
Application Mozilla Firefox 3.5.2 All All All
Application Mozilla Firefox 3.5.3 All All All
Application Mozilla Firefox 3.0 beta5 All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.10 All All All
Application Mozilla Firefox 3.0.11 All All All
Application Mozilla Firefox 3.0.12 All All All
Application Mozilla Firefox 3.0.13 All All All

Annliratinn Manzilla Firafay 2N92 All All All
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cpe:2.3:a:mozilla:firefox:3.0.1:%:* "

dkak Lk okkuk Lk

cpe:2.3:a:mozilla:firefox:3.0.10:*:*:*:*:*:*:

dkak kR Lk uk Lk

cpe:2.3:a:mozilla:firefox:3.0. 11 " *:*:

ARk kK kukk

cpe:2.3:a:mozilla:firefox:3.0.12:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0.2:*:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.3:*:* " *:

cpe:2.3:a:mozilla:firefox:3.0.4:*:*****:*:

cpe:2.3:a:mozilla:firefox:3.0.5:*:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.6:™:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.7: ™

cpe:2.3:a:mozilla:firefox:3.0.8:****:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9: 7 :*:

cpe:2.3:a:mozilla:firefox:3.5.1: ™

cpe:2.3:a:mozilla:firefox:3.5.2: 7 *:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

Sk ok ak kR k.

cpe:2.3:a:mozilla:firefox:3.0:beta5:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:3.0. 1 "™

dkak kR ok ak Lk

cpe:2.3:a:mozilla:firefox:3.0.10:*:*:*:*:*:*:
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cpe:2.3:a:mozilla:firefox:3.0.2:*:* "

cpe:2.3:a:mozilla:firefox:3.0.3:%:* "

cpe:2.3:a:mozilla:firefox:3.0.4:%:* "

cpe:2.3:a:mozilla:firefox:3.0.5:%:* "

cpe:2.3:a:mozilla:firefox:3.0.6:":* "

cpe:2.3:a:mozilla:firefox:3.0.7:%:* 7 "

cpe:2.3:a:mozilla:firefox:3.0.8:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.0.9:*:* 7 *:*:

cpe:2.3:a:mozilla:firefox:3.5.1: % "

cpe:2.3:a:mozilla:firefox:3.5.2:%:* " *:

cpe:2.3:a:mozilla:firefox:3.5.3:*:*****:*:

ARk kR Rk k.

cpe:2.3:a:mozilla:seamonkey:1.0: " "

Akakakakukuk.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1

cpe:2.3:a:mozilla:seamonkey:1.0.2:* "

cpe:2.3:a:mozilla:seamonkey:1.0.3:* "™

cpe:2.3:a:mozilla:seamonkey:1.0.4:* "

cpe:2.3:a:mozilla:seamonkey:1.0.5: "

cpe:2.3:a:mozilla:seamonkey:1.0.6:*: " *:

cpe:2.3:a:mozilla:seamonkey:1.0.7: "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*:**:**:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*: "

cpe:2.3:a:mozilla:seamonkey: 1.1 "

KKk akak k.

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1 "



cpe:2.3:a:mozilla:seamonkey:1.1.10:" " """

cpe:2.3:a:mozilla:seamonkey:1.1.11:" " "

cpe:2.3:a:mozilla:seamonkey:1.1.12: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.13:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.14:" "

cpe:2.3:a:mozilla:seamonkey:1.1.15: " ™

cpe:2.3:a:mozilla:zseamonkey:1.1.16:*:** "

cpe:2.3:a:mozilla:zseamonkey:1.1.17:%:* %"

cpe:2.3:a:mozilla:seamonkey:1.1.2:*:* "

cpe:2.3:a:mozilla:seamonkey:1.1.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.4:** "

cpe:2.3:a:mozilla:seamonkey:1.1.5:%* " %

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.1. 7 "

cpe:2.3:a:mozilla:seamonkey:1.1.8:* "

cpe:2.3:a:mozilla:seamonkey:1.1.9: "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:":* " ™

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:* " ™

cpe:2.3:a:mozilla:seamonkey:1.0:

KKk kR k.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:1.0:beta:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:1.0.1:* ™
cpe:2.3:a:mozilla:seamonkey:1.0.2:*: "
cpe:2.3:a:mozilla:seamonkey:1.0.3:*: "
cpe:2.3:a:mozilla:seamonkey:1.0.4:* "
cpe:2.3:a:mozilla:seamonkey:1.0.5:* " *:

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:* " :**:

cpe:2.3:a:mozilla:seamonkey:1.0.7: %" "



cpe:2.3:a:mozilla:seamonkey:1.0.8:*:* """

cpe:2.3:a:mozilla:seamonkey:1.0.9: """

cpe:2.3:a:mozilla:seamonkey:1.
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cpe:2.3:a:mozilla:seamonkey:1.

akakak ok akakk.

-1 2.*.*.*.*.*.*.*.

-1 3.*.*.*.*.*.*.*.

1 4.*.*.*.*.*.*.*.

1 5.*.*.*.*.*.*.*.

1 6.*.*.*.*.*.*.*.

1 7.*.*.*.*.*.*.*.

1 8.*.*.*.*.*.*.*.

1 9.*.*.*.*.*.*.*.

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* " **:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*:* """

No vendor comments have been submitted for this CVE

« Previous ID

Next ID—


https://cve.report/CVE-2009-3371
https://cve.report/CVE-2009-3373
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