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Template.pm in Bugzilla 3.3.2 through 3.4.3 and 3.5 through 3.5.1 allows remote attackers to discover the alias of a private
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Bugzilla 3.3.2 All All All
Mozilla Bugzilla 3.3.3 All All All
Mozilla Bugzilla 3.34 All All All
Mozilla Bugzilla 3.4 All All All
Mozilla Bugzilla 3.4 rci All All
Mozilla Bugzilla 3.4.1 All All All
Mozilla Bugzilla 3.4.2 All All All
Mozilla Bugzilla 3.4.3 All All All
Mozilla Bugzilla 3.5 All All All
Mozilla Bugzilla 3.5.1 All All All
Mozilla Bugzilla 3.3.2 All All All
Mozilla Bugzilla 3.3.3 All All All
Mozilla Bugzilla 3.3.4 All All All
Mozilla Bugzilla 3.4 All All All
Mozilla Bugzilla 3.4 rci All All
Mozilla Bugzilla 3.4.1 All All All
Mozilla Bugzilla 34.2 All All All
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Application Mozilla Bugzilla 3.4.3 All All All

Application Mozilla Bugzilla 3.5 All All All

Application Mozilla Bugzilla 3.5.1 All All All

References

Reference Source
Bugzilla Alias Information Leak Weakness - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
3.4.3 and 3.5.1 Security Advisory :: Bugzilla :: bugzilla.org CONFIRM
Bugzilla Bug Alias Information Disclosure Vulnerability BID

529416 — (CVE-2009-3386) [SECURITY] Dependency lists display bug aliases even for bugs the user cannot access CONFIRM

60271 OSsvDB
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
IBM X-Force Exchange XF
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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