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PUBLIC
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liboggplay in Mozilla Firefox 3.5.x before 3.5.6 and SeaMonkey before 2.0.1 might allow context-dependent attackers to cat

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
Mozilla Firefox 3.55 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
Mozilla Firefox 3.5.5 All All All
Mozilla Seamonkey 1.0 All All All
Mozilla Seamonkey 1.0 alpha All All
Mozilla Seamonkey 1.0 beta All All
Mozilla Seamonkey 1.0.1 All All All
Mozilla Seamonkey 1.0.2 All All All
Mozilla Seamonkey 1.0.3 All All All
Mozilla Seamonkey 1.04 All All All
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Security Announcement

[SECURITY] Fedora 12 Update: gnome-python2-extras-2.25.3-14.fc12

SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com

USN-874-1: Firefox 3.5 and Xulrunner 1.9.1 vulnerabilities | Ubuntu

Mozilla Firefox and SeaMonkey 'liboggplay' Media Library Remote Memory Corruption Vulnerabilities
523816 — valgrind - Invalid Write of size 1 in oggplay_data_handle_cmml_data

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

504843 — crash (segfault) @ oc_sb_create_plane_mapping when playing corrupted ogg theora file
Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 11 Update: firefox-3.5.6-1.fc11

[SECURITY] Fedora 12 Update: seamonkey-2.0.1-1.fc12

IBM X-Force Exchange

MFSA 2009-66: Memory safety fixes in liboggplay media library

RETIRED: Mozilla Firefox and SeaMonkey MFSA 2009-65 through -71 Multiple Vulnerabilities

Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com

Security Tracker.com Archives - Mozilla Seamonkey Bugs in liboggplay Let Remote Users Execute Arbitrary Code

SecurityTracker.com Archives - Mozilla Firefox Bugs in liboggplay Let Remote Users Execute Arbitrary Code

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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