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Integer overflow in libtheora in Xiph.Org Theora before 1.1, as used in Mozilla Firefox 3.5 before 3.5.6 and SeaMonkey befc
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
Mozilla Firefox 3.55 All All All
Mozilla Firefox 3.5.1 All All All
Mozilla Firefox 3.5.2 All All All
Mozilla Firefox 3.5.3 All All All
Mozilla Firefox 354 All All All
Mozilla Firefox 3.5.5 All All All
Mozilla Seamonkey 1.0 All All All
Mozilla Seamonkey 1.0 alpha All All
Mozilla Seamonkey 1.0 beta All All
Mozilla Seamonkey 1.0.1 All All All
Mozilla Seamonkey 1.0.2 All All All
Mozilla Seamonkey 1.0.3 All All All
Mozilla Seamonkey 1.04 All All All
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Reference

Repository / Oval Repository

Security Announcement

MFSA 2009-67: Integer overflow, crash in libtheora video library

Mozilla Firefox and SeaMonkey Theora Video Library Remote Integer Overflow Vulnerability
[SECURITY] Fedora 12 Update: gnome-python2-extras-2.25.3-14.fc12

SUSE Update for Multiple Packages - Advisories - Community

SUSE update for MozillaFirefox - Secunia Advisories - Vulnerability Information - Secunia.com

USN-874-1: Firefox 3.5 and Xulrunner 1.9.1 vulnerabilities | Ubuntu

Support / Security / Advisories / / MDVSA-2010:043 | Mandriva

515882 — Unchecked dependencies on frame_height * frame_width not overflowing a 32 bit int
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:008

Mozilla Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 11 Update: firefox-3.5.6-1.fc11

[security-announce] SUSE Security Summary Report: SUSE-SR:2010:013

Theora.org :: news - Theora, video for everyone

[SECURITY] Fedora 12 Update: seamonkey-2.0.1-1.fc12

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

Source
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SUSE
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UBUNTU
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MISC

FEDORA

Link
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lists.oper
secunia.c
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RETIRED: Mozilla Firefox and SeaMonkey MFSA 2009-65 through -71 Multiple Vulnerabilities BID WwWW.sec

504613 — crash (segfault) @ oggplay_data_handle_theora_frame (memcpy) when playing corrupted ogg theora file CONFIRM  bugzilla.n

Fedora update for xulrunner - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.c
CVE Program record CVE.ORG  www.cve
NVD vulnerability detail NVD nvd.nist.¢

4] |

|

Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-12-21 Tomas Hoger Not vulnerable. This issue did not affect the versions of libtheora as shipped with Red Hat Ente

|

4]

There are currently no legacy QID mappings associated with this CVE.
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