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CVE-2009-3447

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINACMIAUNIC:P/IPIAP Certain versions of I-load from Radactive contain the foIIowing
’ vulnerability:

Unrestricted file upload vulnerability in RADactive I-Load before
2008.2.5.0 allows remote attackers to execute arbitrary code by
uploading a file with an executable extension, and then sending a
request for a predictable filename during a short time window.

CVE-2009-3447 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

404 - Page not found! - SEC Consult ¥ MISC www.sec-consult.com/files/20090917-
0_RADactive_I-

Load_Multiple_Vulnerabilities.txt

() OSVDB 58197

RADactive I-Load Multiple Vulnerabilities - Secunia >{ SECUNIA 23807

Advisories - Vulnerability Information - Secunia.com

SecurityFocus (3 BUGTRAQ 20090917 SEC Consult SA-
20090917-0 :: RADactive I-Load Multiple

Vulnerabilities
RADactive I-Load - Securitv bulletin (V1C-0901) - Securitv 7y CONFIRM


https://cve.report/
https://cve.report/CVE-2009-3447/mitre
https://cve.report/CVE-2009-3447/nist
https://cve.report/CVE-2009-3447/cve_org
https://cve.report/CVE-2009-3447.pdf
http://cve.report/software/radactive/i-load
http://cve.report/vendor/radactive
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2009-3447/0aee2b0e
http://www.osvdb.org/58197
https://web.archive.org/web/2009/http://secunia.com/advisories/23807
http://www.securityfocus.com/archive/1/506555/100/0/threaded

L —— T

bulletins - RADnet forum radnet.radactive.com/forum/Default.aspx?

g=posts&t=339

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Radactive |-load 1.6.3 All All All
Application Radactive I-load 1.6.3.1 All All All
Application Radactive I-load 1.6.3.2 All All All
Application Radactive |-load 1.6.3.3 All All All
Application Radactive I-load 1.7.0.0 All All All
Application Radactive |-load 1.7.01 All All All
Application Radactive |-load 1.7.0.10 All All All
Application Radactive |-load 1.7.0.11 All All All
Application Radactive |-load 1.7.012 All All All
Application Radactive |-load 1.7.0.2 All All All
Application Radactive |-load 1.7.0.3 All All All
Application Radactive |-load 1.7.0.4 All All All
Application Radactive |-load 1.7.0.5 All All All
Application Radactive |-load 1.7.0.6 All All All
Application Radactive I-load 1.7.0.7 All All All
Application Radactive |-load 1.7.0.8 All All All
Application Radactive |-load 1.7.0.9 All All All
Application Radactive |-load 1.7.5.0 All All All
Application Radactive I-load 1.7.5.1 All All All
Application Radactive I-load 1.75.2 All All All
Application Radactive I-load 1.7.6.0 All All All
Application Radactive I-load 1.7.6.1 All All All
Application Radactive |-load 1.7.7.0 All All All
Application Radactive I-load 1.7.71 All All All
Application Radactive |-load 1.7.7.11 All All All

Application Radactive |-load 1.7.7.2 All All All
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cpe:2.3:a:radactive:i-load:1.6.3.1: % "%

cpe:2.3:arradactive:i-load:1.6.3.2:%:" "™

cpe:2.3:arradactive:i-load:1.6.3.3:%:" "™

cpe:2.3:a:radactive:i-load:1.7.0.0:* % %
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cpe:2.3:a:iradactive:i-load:1.7.0.1: "%

cpe:2.3:a:iradactive:i-load:1.7.0.2:%:" "

cpe:2.3:a:radactive:i-load:1.7.0.3:%: "

cpe:2.3:a:iradactive:i-load:1.7.0.4:%:" "

cpe:2.3:a:radactive:i-load:1.7.0.5:%:" "

cpe:2.3:a:radactive:i-load:1.7.0.6:%:" "

cpe:2.3:a:radactive:i-load:1.7.0. 7%

cpe:2.3:a:radactive:i-load:1.7.0.8:*:" "

cpe:2.3:a:radactive:i-load:1.7.0.9:%:

cpe:2.3:a:radactive:i-load:1.7.5.0:*:*:

cpe:2.3:a:radactive:i-load:1.7.5.1 %

cpe:2.3:a:radactive:i-load:1.7.5.2:%:

cpe:2.3:a:radactive:i-load:1.7.6.0:*:

cpe:2.3:a:radactive:i-load:1.7.6.1:*:

cpe:2.3:a:radactive:i-load:1.7.7.0:*

cpe:2.3:a:radactive:i-load:1.7.7. 1

Skk ok k ok akak,

cpe:2.3:a:radactive:i-load:1.7.7. 11

cpe:2.3:a:radactive:i-load:1.7.7.2:

cpe:2.3:a:radactive:i-load:1.7.7 .3

cpe:2.3:a:iradactive:i-load:1.7.7 .4

cpe:2.3:a:radactive:i-load:1.7.7 .5

cpe:2.3:a:radactive:i-load:1.7.7.6:% % %

cpe:2.3:a:iradactive:i-load:1.7.7.8:* % "%

cpe:2.3:arradactive:i-load:1.7.7. 9"

cpe:2.3:a:radactive:i-load:2008.1.0.0:*: "%



cpe:2.3:a:radactive:i-load:2008.1.0.1:*: %

cpe:2.3:a:radactive:i-load:2008.1.0.2:%: %"

cpe:2.3:a:radactive:i-load:2008.1.1.0:*:":%:

cpe:2.3:a:radactive:i-load:2008.1.2.0:*:": "

cpe:2.3:a:radactive:i-load:2008.1.2.1:*:*:" "

cpe:2.3:a:radactive:i-load:2008.1.3.0:*:": "

cpe:2.3:a:radactive:i-load:2008.2.1.0:*: "

cpe:2.3:a:radactive:i-load:2008.2.1.1 % "

cpe:2.3:a:radactive:i-load:2008.2.2.0:*: %"

cpe:2.3:a:radactive:i-load:2008.2.3.0:*: "

cpe:2.3:a:radactive:i-load:2008.2.3.1 % "

cpe:2.3:a:radactive:i-load:2008.2.3.2:%*: "

cpe:2.3:a:radactive:i-load:1.6.3: " *:*:

cpe:2.3:a:radactive:i-load:1.6.3.1:*:

cpe:2.3:a:radactive:i-load:1.6.3.2:%:*:

cpe:2.3:a:radactive:i-load:1.6.3.3:*:*:*

cpe:2.3:a:radactive:i-load:1.7.0.0:*:

cpe:2.3:a:radactive:i-load:1.7.0.1:*:

cpe:2.3:a:radactive:i-load:1.7.0. 12

cpe:2.3:a:radactive:i-load:1.7.0.2:* "

cpe:2.3:a:radactive:i-load:1.7.0.3:* "%

cpe:2.3:a:radactive:i-load:1.7.0.4:* %

cpe:2.3:a:radactive:i-load:1.7.0.5: %

cpe:2.3:a:radactive:i-load:1.7.0.6:% % %

cpe:2.3:arradactive:i-load:1.7.0. 7"

cpe:2.3:arradactive:i-load:1.7.0.8:*:" "

AmAaN DiacvadAaatiiviAa laad.4 7 N Ok ko okokok ok,



Cpe.c.o.da.rauavuve.r-ivau. 1./.v.J. . . . . . ..

cpe:2.3:a:iradactive:i-load:1.7.5.0:%:" "

cpe:2.3:a:iradactive:i-load:1.7.5.1: "

cpe:2.3:airadactive:i-load:1.7.5.2:%:" "

cpe:2.3:a:radactive:i-load:1.7.6.0:%: "

cpe:2.3:a:iradactive:i-load:1.7.6.1:%:" "

cpe:2.3:a:iradactive:i-load:1.7.7.0: "

cpe:2.3:a:iradactive:i-load:1.7.7.1: "

Skukakakakakak.

cpe:2.3:axradactive:i-load:1.7.7. 11" x>

cpe:2.3:a:iradactive:i-load:1.7.7.2:%:

cpe:2.3:a:iradactive:i-load:1.7.7.3:% "

cpe:2.3:a:iradactive:i-load:1.7.7.4:%

cpe:2.3:a:radactive:i-load:1.7.7.5: %

cpe:2.3:a:radactive:i-load:1.7.7.6:*:*:

cpe:2.3:a:radactive:i-load:1.7.7.8:*:*

cpe:2.3:a:radactive:i-load:1.7.7. 9%

cpe:2.3:a:radactive:i-load:2008.1.0.0:*:*:

cpe:2.3:a:radactive:i-load:2008.1.0.1 %%

cpe:2.3:a:radactive:i-load:2008.1.0.2:*:

cpe:2.3:a:radactive:i-load:2008.1.1.0:*

cpe:2.3:a:radactive:i-load:2008.1.2.0:*

cpe:2.3:a:radactive:i-load:2008.1.2.1 %

cpe:2.3:a:radactive:i-load:2008.1.3.0:*:

cpe:2.3:a:radactive:i-load:2008.2.1.0:* "

cpe:2.3:a:radactive:i-load:2008.2.1.1 %"

cpe:2.3:a:radactive:i-load:2008.2.2.0:* " %"

cpe:2.3:a:radactive:i-load:2008.2.3.0:*: """

cpe:2.3:a:radactive:i-load:2008.2.3.1 %"

cpe:2.3:a:radactive:i-load:2008.2.3.2:%: %"



No vendor comments have been submitted for this CVE
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