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Summary

CVE CVE-2009-3471

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-29 21:30:00 UTC

Updated 2010-10-07 05:42:00 UTC

Description IBM DB2 8 before FP18, 9.1 before FP8, 9.5 before FP4, and 9.7 before FP2 does not perform the expected drops of certain table functions upon a loss of privileges by the functions' definers, which has unspecified impact and remote attack vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 8.0 fp1 All All

Application Ibm Db2 8.0 fp10 All All

Application Ibm Db2 8.0 fp11 All All

Application Ibm Db2 8.0 fp12 All All

Application Ibm Db2 8.0 fp13 All All

Application Ibm Db2 8.0 fp14 All All

Application Ibm Db2 8.0 fp15 All All

Application Ibm Db2 8.0 fp16 All All

Application Ibm Db2 8.0 fp17 All All

Application Ibm Db2 8.0 fp2 All All

Application Ibm Db2 8.0 fp3 All All

Application Ibm Db2 8.0 fp4 All All

Application Ibm Db2 8.0 fp5 All All

Application Ibm Db2 8.0 fp6 All All

Application Ibm Db2 8.0 fp7 All All

Application Ibm Db2 8.0 fp8 All All

Application Ibm Db2 8.0 fp9 All All
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Application Ibm Db2 8.0 fp9 All All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 fp7 All All

Application Ibm Db2 9.5 fp1 All All

Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp3 All All

Application Ibm Db2 8.0 fp1 All All

Application Ibm Db2 8.0 fp10 All All

Application Ibm Db2 8.0 fp11 All All

Application Ibm Db2 8.0 fp12 All All

Application Ibm Db2 8.0 fp13 All All

Application Ibm Db2 8.0 fp14 All All

Application Ibm Db2 8.0 fp15 All All

Application Ibm Db2 8.0 fp16 All All

Application Ibm Db2 8.0 fp17 All All

Application Ibm Db2 8.0 fp2 All All

Application Ibm Db2 8.0 fp3 All All

Application Ibm Db2 8.0 fp4 All All

Application Ibm Db2 8.0 fp5 All All

Application Ibm Db2 8.0 fp6 All All

Application Ibm Db2 8.0 fp7 All All

Application Ibm Db2 8.0 fp8 All All

Application Ibm Db2 8.0 fp9 All All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 fp7 All All

Application Ibm Db2 9.5 fp1 All All
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Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp3 All All

References

Reference

IBM IZ46774: SECURITY APAR: MODIFIED SQL DATA table function is not dropped w hen definer loses required privileges to maintain the objects. - United States

IBM IC63548: SECURITY APAR: MODIFIED SQL DATA table function is not dropped w hen definer loses required privileges to maintain the objects. - United States

public.dhe.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v95/APARLIST.TXT

IBM DB2 Multiple Vulnerabilities - Advisories - Community

IBM - Security and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.5 Fix Pack 4

IBM - Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.7 Fix Pack 2

IBM - Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.1 Fix Pack 9

IBM IZ46773: SECURITY APAR: MODIFIED SQL DATA table function is not dropped w hen definer loses required privileges to maintain the objects. - United States

IZ46658: SECURITY APAR: MODIFIED SQL DATA table function is not dropped when definer loses required privileges to maintain the objects.

58477

IBM DB2 Multiple Unspecified Security Vulnerabilities

IBM - Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.1 Fix Pack 8

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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