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Summary

CVE CVE-2009-3472

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-29 21:30:00 UTC

Updated 2009-10-14 05:26:00 UTC

Description IBM DB2 8 before FP18, 9.1 before FP8, and 9.5 before FP4 allows remote authenticated users to bypass intended access restrictions, and update, insert, or delete table rows, via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 8.0 fp1 All All

Application Ibm Db2 8.0 fp10 All All

Application Ibm Db2 8.0 fp11 All All

Application Ibm Db2 8.0 fp12 All All

Application Ibm Db2 8.0 fp13 All All

Application Ibm Db2 8.0 fp14 All All

Application Ibm Db2 8.0 fp15 All All

Application Ibm Db2 8.0 fp16 All All

Application Ibm Db2 8.0 fp17 All All

Application Ibm Db2 8.0 fp2 All All

Application Ibm Db2 8.0 fp3 All All

Application Ibm Db2 8.0 fp4 All All

Application Ibm Db2 8.0 fp5 All All

Application Ibm Db2 8.0 fp6 All All

Application Ibm Db2 8.0 fp7 All All

Application Ibm Db2 8.0 fp8 All All

Application Ibm Db2 8.0 fp9 All All
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Application Ibm Db2 8.0 fp9 All All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 fp7 All All

Application Ibm Db2 9.5 fp1 All All

Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp3 All All

Application Ibm Db2 8.0 fp1 All All

Application Ibm Db2 8.0 fp10 All All

Application Ibm Db2 8.0 fp11 All All

Application Ibm Db2 8.0 fp12 All All

Application Ibm Db2 8.0 fp13 All All

Application Ibm Db2 8.0 fp14 All All

Application Ibm Db2 8.0 fp15 All All

Application Ibm Db2 8.0 fp16 All All

Application Ibm Db2 8.0 fp17 All All

Application Ibm Db2 8.0 fp2 All All

Application Ibm Db2 8.0 fp3 All All

Application Ibm Db2 8.0 fp4 All All

Application Ibm Db2 8.0 fp5 All All

Application Ibm Db2 8.0 fp6 All All

Application Ibm Db2 8.0 fp7 All All

Application Ibm Db2 8.0 fp8 All All

Application Ibm Db2 8.0 fp9 All All

Application Ibm Db2 9.1 fp1 All All

Application Ibm Db2 9.1 fp2 All All

Application Ibm Db2 9.1 fp3 All All

Application Ibm Db2 9.1 fp4 All All

Application Ibm Db2 9.1 fp5 All All

Application Ibm Db2 9.1 fp6 All All

Application Ibm Db2 9.1 fp7 All All

Application Ibm Db2 9.5 fp1 All All
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Application Ibm Db2 9.5 fp2 All All

Application Ibm Db2 9.5 fp3 All All

References

Reference

IBM IZ50079: SECURITY: USER WITHOUT SUFFICIENT PRIVILEGE COULD INSERT, UPDATEOR DELETE ROWS IN A TABLE. - United States

IBM IZ50074: SECURITY: USER WITHOUT SUFFICIENT PRIVILEGE COULD INSERT, UPDATEOR DELETE ROWS IN A TABLE. - United States

IBM DB2 Multiple Vulnerabilities - Advisories - Community

58478

IBM - Security and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.5 Fix Pack 4

IBM IZ50078: SECURITY: USER WITHOUT SUFFICIENT PRIVILEGE COULD INSERT, UPDATE OR DELETE ROWS IN A TABLE. - United States

IBM DB2 Multiple Unspecified Security Vulnerabilities

IBM - Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 9.1 Fix Pack 8

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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