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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Internet2 Opensaml 2.0 All All All
Internet2 Opensaml 2.1.0 All All All
Internet2 Opensaml 2.2.0 All All All
Internet2 Opensaml 2.0 All All All
Internet2 Opensaml 2.1.0 All All All
Internet2 Opensaml 2.2.0 All All All
Internet2 Shibboleth-sp 1.3.1 All All All
Internet2 Shibboleth-sp 1.3.2 All All All
Internet2 Shibboleth-sp 1.3b All All All
Internet2 Shibboleth-sp 1.3f All All All
Internet2 Shibboleth-sp 2.0 All All All
Internet2 Shibboleth-sp 2.1 All All All
Internet2 Shibboleth-sp 22 All All All
Internet2 Shibboleth-sp 1.3.1 All All All
Internet2 Shibboleth-sp 1.3.2 All All All
Internet2 Shibboleth-sp 1.3b All All All

Internet2 Shibboleth-sp 1.3f All All All
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Application Internet2 Shibboleth-sp 2.0 All All All
Application Internet2 Shibboleth-sp 2.1 All All All
Application Internet2 Shibboleth-sp 2.2 All All All
Application Internet2 Xmltooling 1.0.1 All All All
Application Internet2 Xmltooling 1.1.0 All All All
Application Internet2 Xmitooling 1.1.1 All All All
Application Internet2 Xmltooling 1.2.0 All All All
Application Internet2 Xmitooling 1.0.1 All All All
Application Internet2 Xmltooling 1.1.0 All All All
Application Internet2 Xmltooling 1.1.1 All All All
Application Internet2 Xmltooling 1.2.0 All All All
Reference Source Link
OpenSAML 'use' Key Certificate Validation Security Bypass Vulnerability BID www.securityfoc

Debian update for opensaml and shibboleth-sp - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA  secunia.com

IBM X-Force Exchange XF exchange.xforce
Debian -- Security Information -- DSA-1895-1 xmitooling DEBIAN www.debian.org
Debian update for xmltooling - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA  secunia.com
Security Advisory SA36868 - OpenSAML KeyDescriptor &quot;use&quot; Security Bypass - Secunia SECUNIA  secunia.com
Shibboleth - InCommon CONFIRM  shibboleth.interr
[#CPPOST-28] Metadata credential criteria misapplying usage bits - Internet2 CONFIRM  bugs.internet2.e
Debian -- Security Information -- DSA-1896-1 opensaml, shibboleth-sp DEBIAN www.debian.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.


http://cve.report/vendor/internet2
http://cve.report/software/internet2/shibboleth-sp
http://cve.report/vendor/internet2
http://cve.report/software/internet2/shibboleth-sp
http://cve.report/vendor/internet2
http://cve.report/software/internet2/shibboleth-sp
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://cve.report/vendor/internet2
http://cve.report/software/internet2/xmltooling
http://www.securityfocus.com/bid/36516
http://secunia.com/advisories/36876
https://exchange.xforce.ibmcloud.com/vulnerabilities/53474
http://www.debian.org/security/2009/dsa-1895
http://secunia.com/advisories/36855
http://secunia.com/advisories/36868
http://shibboleth.internet2.edu/secadv/secadv_20090817a.txt
https://bugs.internet2.edu/jira/browse/CPPOST-28
http://www.debian.org/security/2009/dsa-1896
https://www.cve.org/CVERecord?id=CVE-2009-3474
https://nvd.nist.gov/vuln/detail/CVE-2009-3474
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/api
https://status.cve.report

	CVE-2009-3474
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


