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CVE CVE-2009-3522
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-01 17:00:00 UTC
Updated 2018-10-10 19:43:00 UTC
Description Stack-based buffer overflow in aswMon2.sys in avast! Home and Professional for Windows 4.8.1351, and possibly other ve

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Avast Avast Antivirus Home 4.8.1351 All windows All
Application Avast Avast Antivirus Home 4.8.1351 All windows All
Application Avast Avast Antivirus Professional 4.8.1351 All windows All
Application Avast Avast Antivirus Professional 4.8.1351 All windows All

References
Reference Sourc
IBM X-Force Exchange XF
avast! 4 Home/Professional Revision History CONF
avast! Home/Professional "aswMon2" Buffer Overflow - Secunia Advisories - Vulnerability Information - Secunia.com SECU
SecurityFocus BUGT
EvilFingers - Avast aswMon2.sys kernel memory corruption and Local Privilege Escalation. MISC
58402 OSVD
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPE
SecurityTracker.com Archives - avast! 'aswMon2.sys' IOCTL Memory Corruption Flaw May Let Local Users Gain Elevated Privileges SECT!
Avast! Antivirus 'aswMon2.sys' Driver Local Privilege Escalation Vulnerability BID
Repository / Oval Repository OVAL
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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