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The DCERPC/NT dissector in Wireshark 0.10.10 through 1.0.9 and 1.2.0 through 1.2.2 allows remote attackers to cause a
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 0.10.10 All All All
Wireshark Wireshark 0.10.11 All All All
Wireshark Wireshark 0.10.12 All All All
Wireshark Wireshark 0.10.13 All All All
Wireshark Wireshark 0.10.14 All All All
Wireshark Wireshark 0.10.2 All All All
Wireshark Wireshark 0.10.3 All All All
Wireshark Wireshark 0.10.4 All All All
Wireshark Wireshark 0.10.5 All All All
Wireshark Wireshark 0.10.6 All All All
Wireshark Wireshark 0.10.7 All All All
Wireshark Wireshark 0.10.8 All All All
Wireshark Wireshark 0.10.9 All All All
Wireshark Wireshark 1.0 All All All
Wireshark Wireshark 1.0.0 All All All
Wireshark Wireshark 1.0.1 All All All
Wireshark Wireshark 1.0.2 All All All
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Application Wireshark Wireshark 1.2 All All All
Application Wireshark Wireshark 1.2.0 All All All
Application Wireshark Wireshark 1.2.1 All All All
Application Wireshark Wireshark 1.2.2 All All All
Reference Source
Wireshark - Wireshark 1.0.10 Release Notes CONFIR
Repository / Oval Repository OVAL
Red Hat Customer Portal MISC
IBM X-Force Exchange XF
Security Alerts - Secunia SECUNI.
Wireshark 1.2.2 and 1.0.9 Multiple Vulnerabilities BID
Debian update for wireshark - Secunia Advisories - Vulnerability Information - Secunia.com SECUNI.
Webmail - OVH VUPEN
Wireshark - wnpa-sec-2009-08 CONFIR
Wireshark - wnpa-sec-2009-07 CONFIR
Debian -- Security Information -- DSA-1942-1 wireshark DEBIAN
Repository / Oval Repository OVAL
Wireshark - Wireshark 1.2.3 Release Notes CONFIR
Wireshark Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNI.
access.redhat.com | CVE-2009-3550 MISC
531260 — (CVE-2009-3550) CVE-2009-3550 Wireshark: NULL pointer dereference in the DCERPC over SMB packet disassembly  MISC
CVE Program record CVE.OR
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2010-04-20 Tomas Hoger The affected version of Wireshark as shipped in Red Hat Enterprise Linux 3, 4, and 5 were fixe

l

4] |

There are currently no legacy QID mappings associated with this CVE.
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