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Summary

CVE CVE-2009-3550

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-30 20:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description The DCERPC/NT dissector in Wireshark 0.10.10 through 1.0.9 and 1.2.0 through 1.2.2 allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via a file that records a malformed packet trace. NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 0.10.10 All All All

Application Wireshark Wireshark 0.10.11 All All All

Application Wireshark Wireshark 0.10.12 All All All

Application Wireshark Wireshark 0.10.13 All All All

Application Wireshark Wireshark 0.10.14 All All All

Application Wireshark Wireshark 0.10.2 All All All

Application Wireshark Wireshark 0.10.3 All All All

Application Wireshark Wireshark 0.10.4 All All All

Application Wireshark Wireshark 0.10.5 All All All

Application Wireshark Wireshark 0.10.6 All All All

Application Wireshark Wireshark 0.10.7 All All All

Application Wireshark Wireshark 0.10.8 All All All

Application Wireshark Wireshark 0.10.9 All All All

Application Wireshark Wireshark 1.0 All All All

Application Wireshark Wireshark 1.0.0 All All All

Application Wireshark Wireshark 1.0.1 All All All

Application Wireshark Wireshark 1.0.2 All All All
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Application Wireshark Wireshark 1.0.2 All All All

Application Wireshark Wireshark 1.0.3 All All All

Application Wireshark Wireshark 1.0.4 All All All

Application Wireshark Wireshark 1.0.5 All All All

Application Wireshark Wireshark 1.0.6 All All All

Application Wireshark Wireshark 1.0.7 All All All

Application Wireshark Wireshark 1.0.8 All All All

Application Wireshark Wireshark 1.0.9 All All All

Application Wireshark Wireshark 1.2 All All All

Application Wireshark Wireshark 1.2.0 All All All

Application Wireshark Wireshark 1.2.1 All All All

Application Wireshark Wireshark 1.2.2 All All All

Application Wireshark Wireshark 0.10.10 All All All

Application Wireshark Wireshark 0.10.11 All All All

Application Wireshark Wireshark 0.10.12 All All All

Application Wireshark Wireshark 0.10.13 All All All

Application Wireshark Wireshark 0.10.14 All All All

Application Wireshark Wireshark 0.10.2 All All All

Application Wireshark Wireshark 0.10.3 All All All

Application Wireshark Wireshark 0.10.4 All All All

Application Wireshark Wireshark 0.10.5 All All All

Application Wireshark Wireshark 0.10.6 All All All

Application Wireshark Wireshark 0.10.7 All All All

Application Wireshark Wireshark 0.10.8 All All All

Application Wireshark Wireshark 0.10.9 All All All

Application Wireshark Wireshark 1.0 All All All

Application Wireshark Wireshark 1.0.0 All All All

Application Wireshark Wireshark 1.0.1 All All All

Application Wireshark Wireshark 1.0.2 All All All

Application Wireshark Wireshark 1.0.3 All All All

Application Wireshark Wireshark 1.0.4 All All All

Application Wireshark Wireshark 1.0.5 All All All

Application Wireshark Wireshark 1.0.6 All All All

Application Wireshark Wireshark 1.0.7 All All All

Application Wireshark Wireshark 1.0.8 All All All

Application Wireshark Wireshark 1.0.9 All All All
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Application Wireshark Wireshark 1.2 All All All

Application Wireshark Wireshark 1.2.0 All All All

Application Wireshark Wireshark 1.2.1 All All All

Application Wireshark Wireshark 1.2.2 All All All

References

Reference Source

Wireshark · Wireshark 1.0.10 Release Notes CONFIRM

Repository / Oval Repository OVAL

Red Hat Customer Portal MISC

IBM X-Force Exchange XF

Security Alerts - Secunia SECUNIA

Wireshark 1.2.2 and 1.0.9 Multiple Vulnerabilities BID

Debian update for wireshark - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Webmail - OVH VUPEN

Wireshark · wnpa-sec-2009-08 CONFIRM

Wireshark · wnpa-sec-2009-07 CONFIRM

Debian -- Security Information -- DSA-1942-1 wireshark DEBIAN

Repository / Oval Repository OVAL

Wireshark · Wireshark 1.2.3 Release Notes CONFIRM

Wireshark Denial of Service Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

access.redhat.com | CVE-2009-3550 MISC

531260 – (CVE-2009-3550) CVE-2009-3550 Wireshark: NULL pointer dereference in the DCERPC over SMB packet disassembly MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-04-20 Tomas Hoger The affected version of Wireshark as shipped in Red Hat Enterprise Linux 3, 4, and 5 were fixed via: https://rhn.redhat.com/errata/RHSA-2010-0360.html

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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