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Summary

CVE CVE-2009-3554

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-15 18:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Twiddle in Red Hat JBoss Enterprise Application Platform (aka JBoss EAP or JBEAP) 4.2 before 4.2.0.CP08 and 4.3 before 4.3.0.CP07 writes the JMX password, and other command-line arguments, to the twiddle.log file, which allows local users to obtain sensitive information by reading this file.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 4.2 All All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp01 All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp02 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp01 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp02 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp03 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp04 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp05 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp06 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp07 All All

Application Redhat Jboss Enterprise Application Platform 4.2.2 ga All All

Application Redhat Jboss Enterprise Application Platform 4.2 All All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp01 All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp02 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp01 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp02 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp03 All All
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Application Redhat Jboss Enterprise Application Platform 4.2.0 cp03 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp04 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp05 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp06 All All

Application Redhat Jboss Enterprise Application Platform 4.2.0 cp07 All All

Application Redhat Jboss Enterprise Application Platform 4.2.2 ga All All

References

Reference Source Link

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityTracker.com Archives - JBoss Enterprise Application Platform Discloses JMX Password to Local Users SECTRACK securitytracker.com

Bug 532111 – Tracker bug for the EAP 4.2.0.cp08 release for RHEL-5. CONFIRM bugzilla.redhat.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Product Documentation - Red Hat Customer Portal CONFIRM www.redhat.com

About Secunia Research | Flexera SECUNIA secunia.com

JBoss Enterprise Application Platform Multiple Vulnerabilities BID www.securityfocus.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

jira.jboss.org/jira/browse/JBPAPP-2872 CONFIRM jira.jboss.org

539495 – (CVE-2009-3554) CVE-2009-3554 JBoss EAP Twiddle logs the JMX password CONFIRM bugzilla.redhat.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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