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Summary

CVE CVE-2009-3560

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-04 21:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description The big2_toUtf8 function in lib/xmltok.c in libexpat in Expat 2.0.1, as used in the XML-Twig module for Perl, allows context-dependent attackers to cause a denial of service (application crash) via an XML document with malformed UTF-8 sequences that trigger a buffer over-read, related to the doProlog function in lib/xmlparse.c, a different vulnerability than CVE-2009-2625 and CVE-2009-3720.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application James Clark Expat 2.0.1 All All All

Application James Clark Expat 2.0.1 All All All

Application Libexpat Project Libexpat 2.0.1 All All All

Application Xmltwig Xml-twig For Perl All All All All

Application Xmltwig Xml-twig For Perl All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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