CVE
State

Assigner

Published
Updated

Description

/

Source Priority

CVE-2009-3604

MITRE NVD CVE.ORG Print: PDF %5

CVE-2009-3604

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-10-21 17:30:00 UTC

2023-02-13 01:17:00 UTC

The Splash::drawlmage function in Splash.cc in Xpdf 2.x and 3.x before 3.02pl4, and Poppler 0.x, as used in GPdf and kde
| i

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Foolabs Xpdf 3.02pl1 All All All
Foolabs Xpdf 3.02pl2 All All All
Foolabs Xpdf 3.02pI3 All All All
Foolabs Xpdf 3.02pl1 All All All
Foolabs Xpdf 3.02pl2 All All All
Foolabs Xpdf 3.02plI3 All All All
Glyphandcog Xpdfreader 2.00 All All All
Glyphandcog Xpdfreader 2.01 All All All
Glyphandcog Xpdfreader 2.02 All All All
Glyphandcog Xpdfreader 2.03 All All All
Glyphandcog Xpdfreader 3.00 All All All
Glyphandcog Xpdfreader 3.01 All All All
Glyphandcog Xpdfreader 3.02 All All All
Glyphandcog Xpdfreader 2.00 All All All
Glyphandcog Xpdfreader 2.01 All All All
Glyphandcog Xpdfreader 2.02 All All All
Glyphandcog Xpdfreader 2.03 All All All
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Application Poppler Poppler 0.8.1 All All All
Application Poppler Poppler 0.8.2 All All All
Application Poppler Poppler 0.8.3 All All All
Application Poppler Poppler 0.8.4 All All All
Application Poppler Poppler 0.8.5 All All All
Application Poppler Poppler 0.8.6 All All All
Application Poppler Poppler 0.8.7 All All All
Application Poppler Poppler 0.9.0 All All All
Application Poppler Poppler 0.9.1 All All All
Application Poppler Poppler 0.9.2 All All All
Application Poppler Poppler 0.9.3 All All All
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Debian -- Security Information -- DSA-2028-1 xpdf D
poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler) C
rhn.redhat.com | Red Hat Support R
Xpdf Multiple Integer Overflow Vulnerabilities B
Webmail | OVH- OVH VI
Red Hat Customer Portal M
Red Hat update for kdegraphics - Secunia.com S|
Support / Security / Advisories / / MDVSA-2009:287 | Mandriva M
ftp.foolabs.com/pub/xpdf/xpdf-3.02pl4.patch C
[SECURITY] Fedora 11 Update: poppler-0.10.7-3.fc11 Fl
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH \
Red Hat update for xpdf - Secunia.com S
CVE Program record C
NVD vulnerability detail N
A | 0|

No vendor comments have been submitted for this CVE.


http://cgit.freedesktop.org/poppler/poppler/commit/?id=9cf2325fb2
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035340.html
https://rhn.redhat.com/errata/RHSA-2009-1503.html
http://secunia.com/advisories/37077
https://www.redhat.com/archives/fedora-package-announce/2009-October/msg00750.html
http://www.debian.org/security/2010/dsa-2050
http://www.vupen.com/english/advisories/2009/2924
http://www.ubuntu.com/usn/USN-850-3
http://lists.opensuse.org/opensuse-security-announce/2009-11/msg00004.html
https://rhn.redhat.com/errata/RHSA-2009-1501.html
http://www.vupen.com/english/advisories/2009/2928
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10969
http://secunia.com/advisories/39327
https://exchange.xforce.ibmcloud.com/vulnerabilities/53795
https://access.redhat.com/errata/RHSA-2009:0480
http://secunia.com/advisories/37028
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1021706.1-1
http://www.vupen.com/english/advisories/2010/0802
http://secunia.com/advisories/37053
http://sunsolve.sun.com/search/document.do?assetkey=1-66-274030-1
http://www.debian.org/security/2010/dsa-2028
http://cgit.freedesktop.org/poppler/poppler/diff/?id=284a928996&id2=75c3466ba2
https://rhn.redhat.com/errata/RHSA-2009-1512.html
http://www.securityfocus.com/bid/36703
http://www.vupen.com/english/advisories/2010/1220
https://access.redhat.com/errata/RHSA-2009:1512
http://secunia.com/advisories/37079
http://www.mandriva.com/security/advisories?name=MDVSA-2009:287
ftp://ftp.foolabs.com/pub/xpdf/xpdf-3.02pl4.patch
https://www.redhat.com/archives/fedora-package-announce/2009-October/msg00784.html
http://www.vupen.com/english/advisories/2010/1040
http://secunia.com/advisories/37023
https://www.cve.org/CVERecord?id=CVE-2009-3604
https://nvd.nist.gov/vuln/detail/CVE-2009-3604

There are currently no legacy QID mappings associated with this CVE.
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