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State
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Published
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/

CVE-2009-3609

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2009-10-21 17:30:00 UTC

2023-02-13 02:20:00 UTC

Integer overflow in the ImageStream::ImageStream function in Stream.cc in Xpdf before 3.02pl4 and Poppler before 0.12.1,

Risk And Classification

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Foolabs
Foolabs
Foolabs
Foolabs
Foolabs
Foolabs
Glyphandcog
Glyphandcog
Glyphandcog
Glyphandcog
Glyphandcog
Glyphandcog
Glyph And Cog
Glyph And Cog
Gnome
Gnome

Kde

Product
Xpdf

Xpdf

Xpdf

Xpdf

Xpdf

Xpdf
Xpdfreader
Xpdfreader
Xpdfreader
Xpdfreader
Xpdfreader
Xpdfreader
Pdftops
Pdftops
Gpdf

Gpdf

Kpdf

Version
3.02pl1
3.02pl2
3.02pI3
3.02pl1
3.02pl2
3.02pI3
3.00
3.01
3.02

3.00

All
All
All
All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2009-3609/mitre
https://cve.report/CVE-2009-3609/nist
https://cve.report/CVE-2009-3609/cve_org
https://cve.report/CVE-2009-3609.pdf
http://cve.report/vendor/foolabs
http://cve.report/software/foolabs/xpdf
http://cve.report/vendor/foolabs
http://cve.report/software/foolabs/xpdf
http://cve.report/vendor/foolabs
http://cve.report/software/foolabs/xpdf
http://cve.report/vendor/foolabs
http://cve.report/software/foolabs/xpdf
http://cve.report/vendor/foolabs
http://cve.report/software/foolabs/xpdf
http://cve.report/vendor/foolabs
http://cve.report/software/foolabs/xpdf
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyphandcog
http://cve.report/software/glyphandcog/xpdfreader
http://cve.report/vendor/glyph_and_cog
http://cve.report/software/glyph_and_cog/pdftops
http://cve.report/vendor/glyph_and_cog
http://cve.report/software/glyph_and_cog/pdftops
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gpdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gpdf
http://cve.report/vendor/kde
http://cve.report/software/kde/kpdf

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Kde

Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler

Poppler

Kpdf

Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler

Poppler

All

0.1

0.1.1

0.10.0

0.10.1

0.10.2

0.10.3

0.10.4

0.10.5

0.10.6

0.10.7

0.11.0

0.11.1

0.11.2

0.11.3

0.2.0

0.3.0

0.3.1

0.3.2

0.3.3

0.4.0

0.4.1

0.4.2

0.4.3

0.4.4

0.5.0

0.5.1

0.5.2

0.5.3

0.5.4

0.5.9

0.6.0

0.6.1

0.6.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/kde
http://cve.report/software/kde/kpdf
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler

Poppler

Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler
Poppler

Poppler

0.6.3

0.6.4

0.7.0

0.7.1

0.7.2

0.7.3

0.8.0

0.8.1

0.8.2

0.8.3

0.8.4

0.8.6

0.8.7

0.9.0

0.9.1

0.9.2

0.9.3

All

0.1

0.1.2

0.10.0

0.10.1

0.10.2

0.10.3

0.10.4

0.10.5

0.10.6

0.10.7

0.11.0

0.11.1

0.11.2

0.11.3

0.2.0

0.3.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler

Application Poppler Poppler 0.3.1 All All All
Application Poppler Poppler 0.3.2 All All All
Application Poppler Poppler 0.3.3 All All All
Application Poppler Poppler 0.4.0 All All All
Application Poppler Poppler 0.4.1 All All All
Application Poppler Poppler 0.4.2 All All All
Application Poppler Poppler 0.4.3 All All All
Application Poppler Poppler 0.4.4 All All All
Application Poppler Poppler 0.5.0 All All All
Application Poppler Poppler 0.5.1 All All All
Application Poppler Poppler 0.5.2 All All All
Application Poppler Poppler 0.5.3 All All All
Application Poppler Poppler 0.5.4 All All All
Application Poppler Poppler 0.5.9 All All All
Application Poppler Poppler 0.6.0 All All All
Application Poppler Poppler 0.6.1 All All All
Application Poppler Poppler 0.6.2 All All All
Application Poppler Poppler 0.6.3 All All All
Application Poppler Poppler 0.6.4 All All All
Application Poppler Poppler 0.7.0 All All All
Application Poppler Poppler 0.7.1 All All All
Application Poppler Poppler 0.7.2 All All All
Application Poppler Poppler 0.7.3 All All All
Application Poppler Poppler 0.8.0 All All All
Application Poppler Poppler 0.8.1 All All All
Application Poppler Poppler 0.8.2 All All All
Application Poppler Poppler 0.8.3 All All All
Application Poppler Poppler 0.8.4 All All All
Application Poppler Poppler 0.8.6 All All All
Application Poppler Poppler 0.8.7 All All All
Application Poppler Poppler 0.9.0 All All All
Application Poppler Poppler 0.9.1 All All All
Application Poppler Poppler 0.9.2 All All All
Application Poppler Poppler 0.9.3 All All All

References


http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler
http://cve.report/vendor/poppler
http://cve.report/software/poppler/poppler

Reference

Red Hat Customer Portal

[SECURITY] Fedora 11 Update: pdfedit-0.4.3-4.fc11

Red Hat Customer Portal

Debian update for kdegraphics - Advisories - Community

SecurityTracker.com Archives - Xpdf Integer Overflows Let Remote Users Execute Arbitrary Code
rhn.redhat.com | Red Hat Support

KDE KPDF Multiple Vulnerabilities - Secunia.com

Red Hat Customer Portal

Red Hat Customer Portal

Red Hat update for xpdf - Secunia.com

Fedora update for poppler - Secunia.com

rhn.redhat.com | Red Hat Support

Ubuntu update for poppler - Secunia Advisories - Vulnerability Information - Secunia.com
Poppler Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
access.redhat.com | CVE-2009-3609

CUPS "pdftops" Two Integer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
[SECURITY] Fedora 12 Update: pdfedit-0.4.3-4.fc12

Red Hat Customer Portal

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

rhn.redhat.com | Red Hat Support

Red Hat Customer Portal

Support / Security / Advisories // MDVSA-2011:175 | Mandriva

USN-850-1: poppler vulnerabilities | Ubuntu

Repository / Oval Repository

[SECURITY] Fedora 13 Update: pdfedit-0.4.3-4.fc13

rhn.redhat.com | Red Hat Support

Red Hat update for kdegraphics - Secunia.com

[SECURITY] Fedora 10 Update: poppler-0.8.7-7.fc10

rhn.redhat.com | Red Hat Support

Debian -- Security Information -- DSA-2050-1 kdegraphics

526893 — (CVE-2009-3609) CVE-2009-3609 xpdf/poppler: ImageStream::ImageStream integer overflow
Webmail | OVH- OVH

IBM X-Force Exchange

USN-850-3: poppler vulnerabilities | Ubuntu

Fammiilles mimimmitamme =T O IO O el O . P 1. O IO OPL.ANAA.A4 N

Source

MISC

FEDORA

MISC

SECUNIA

SECTRACK

REDHAT

SECUNIA

MISC

MISC

SECUNIA

SECUNIA

REDHAT

SECUNIA

SECUNIA

MISC

SECUNIA

FEDORA

MISC

VUPEN

REDHAT

MISC

MANDRIVA

UBUNTU

OVAL

FEDORA

REDHAT

SECUNIA

FEDORA

REDHAT

DEBIAN

CONFIRM

VUPEN

XF

UBUNTU

olinr

Link

access.r
lists.fedc
access.r
secunia.
securityt
rhn.redh
secunia.
access.r
access.r
secunia.
secunia.
rhn.redh
secunia.
secunia.
access.r
secunia.
lists.fedc
access.r
WWW.VU[
rhn.redh
access.r
Www.ma
www.ubt
oval.cise
lists.fedc
rhn.redh
secunia.
WWWw.rec
rhn.redh
www.del
bugzilla.
WWW.VU[
exchang

www.ubi

Bmdm mmm


https://access.redhat.com/errata/RHSA-2009:1500
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035399.html
https://access.redhat.com/errata/RHSA-2009:1504
http://secunia.com/advisories/39938
http://securitytracker.com/id?1023029
https://rhn.redhat.com/errata/RHSA-2009-1513.html
http://secunia.com/advisories/37043
https://access.redhat.com/errata/RHSA-2009:1501
https://access.redhat.com/errata/RHSA-2010:0399
http://secunia.com/advisories/37037
http://secunia.com/advisories/37159
https://rhn.redhat.com/errata/RHSA-2009-1502.html
http://secunia.com/advisories/37114
http://secunia.com/advisories/37054
https://access.redhat.com/security/cve/CVE-2009-3609
http://secunia.com/advisories/37051
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035408.html
https://access.redhat.com/errata/RHSA-2009:1502
http://www.vupen.com/english/advisories/2009/2926
https://rhn.redhat.com/errata/RHSA-2009-1500.html
https://access.redhat.com/errata/RHSA-2009:1503
http://www.mandriva.com/security/advisories?name=MDVSA-2011:175
http://www.ubuntu.com/usn/USN-850-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11043
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035340.html
https://rhn.redhat.com/errata/RHSA-2009-1503.html
http://secunia.com/advisories/37077
https://www.redhat.com/archives/fedora-package-announce/2009-October/msg00750.html
https://rhn.redhat.com/errata/RHSA-2009-1504.html
http://www.debian.org/security/2010/dsa-2050
https://bugzilla.redhat.com/show_bug.cgi?id=526893
http://www.vupen.com/english/advisories/2009/2924
https://exchange.xforce.ibmcloud.com/vulnerabilities/53800
http://www.ubuntu.com/usn/USN-850-3

[SEeCUrity-drnrourice] SQUSE SECUrIly SUITHTdry meport. SUSLE-Or.£UVY.V 10

rhn.redhat.com | Red Hat Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for cups - Secunia.com

Red Hat update for poppler - Secunia.com

Debian update for xpdf - Advisories - Community

Poppler

Support

Repository / Oval Repository

Red Hat update for gpdf - Secunia.com

1021706

Webmail | OVH- OVH

274030

Debian -- Security Information -- DSA-2028-1 xpdf
rhn.redhat.com | Red Hat Support

Xpdf Multiple Integer Overflow Vulnerabilities

Webmail | OVH- OVH

Red Hat Customer Portal

Red Hat update for kdegraphics - Secunia.com

Support / Security / Advisories / / MDVSA-2009:287 | Mandriva
Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal - Access to 24x7 support and knowledge
Support / Security / Advisories / / MDVSA-2009:334 | Mandriva
ftp.foolabs.com/pub/xpdf/xpdf-3.02pl4.patch

[SECURITY] Fedora 11 Update: poppler-0.10.7-3.fc11

Red Hat Customer Portal

Red Hat update for xpdf - Secunia.com

Webmail - OVH
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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