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AVUAGILAUNCPIPIAN Certain versions of Backintime from Le-web contain the following

vulnerability:

common/snapshots.py in Back In Time (aka backintime) 0.9.26
changes certain permissions to 0777 before deleting the files in an old
backup snapshot, which allows local users to obtain sensitive
information by reading these files, or interfere with backup integrity by

modifying files that are shared across snapshots.

CVE-2009-3611 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: (36 LOW
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Description

0.9.26-3.fc11

289047 — app-backup/backintime:
Information disclosure when removing old
backups (CVE-2009-3611)

Bug #434256 “Sync backintime 0.9.26-3

(universe) from Debian uns...” : Bugs :
“backintime” package : Ubuntu

0.9.26-3.fc10

404 Not Found

[SECURITY] Fedora 11 Update: backintime-

[SECURITY] Fedora 10 Update: backintime-

[ NONE |
CVE References

Tags Link

www.redhat.com & FEDORA FEDORA-2009-9282
text/html

E3 CONFIRM bugs.gentoo.org/show_bug.cgi?id=289047
bugs.gentoo.org
text/html

bugs.launchpad.net CONFIRM
bugs.launchpad.net/ubuntu/+source/backintime/+bug/434256

www.redhat.com & FEDORA FEDORA-2009-9298
text/html

(@ CONFIRM


https://cve.report/
https://cve.report/CVE-2009-3611/mitre
https://cve.report/CVE-2009-3611/nist
https://cve.report/CVE-2009-3611/cve_org
https://cve.report/CVE-2009-3611.pdf
http://cve.report/software/le-web/backintime
http://cve.report/vendor/le-web
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.redhat.com/archives/fedora-package-announce/2009-September/msg00821.html
http://bugs.gentoo.org/show_bug.cgi?id=289047
https://bugs.launchpad.net/ubuntu/+source/backintime/+bug/434256
https://www.redhat.com/archives/fedora-package-announce/2009-September/msg00823.html

ftp.debian.org/debian/pool/main/b/backintime/backintime_0.9.26-

3.diff.gz
Bug 520210 — CVE-2009-3611 backintime: 23 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=520210

makes all files world-readable in snapshot text/html
when removing it

#543785 - backintime-common: backintime (© CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?

make world readable file in backup when it bug=543785

remove old backup - Debian Bug report logs

'[oss-security] CVE Request - backintime' - [ marc.info | () MLIST [oss-security] 20091014 CVE Request - backintime
MARC

'Re: [oss-security] CVE Request - [ marc.info | () MLIST [oss-security] 20091014 Re: CVE Request -
backintime' - MARC backintime

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Le-web Backintime 0.9.26 All All All
Application Le-web Backintime 0.9.26 All All All

No vendor comments have been submitted for this CVE
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