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Summary

CVE CVE-2009-3613

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-19 20:00:00 UTC

Updated 2023-02-13 01:17:00 UTC

Description The swiotlb functionality in the r8169 driver in drivers/net/r8169.c in the Linux kernel before 2.6.27.22 allows remote attackers to cause a denial of service (IOMMU space exhaustion and system crash) by using jumbo frames for a large amount of network traffic, as demonstrated by a flood ping.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.2.27 All All All

Operating System Linux Linux Kernel 2.4.36 All All All

Operating System Linux Linux Kernel 2.4.36.1 All All All

Operating System Linux Linux Kernel 2.4.36.2 All All All

Operating System Linux Linux Kernel 2.4.36.3 All All All

Operating System Linux Linux Kernel 2.4.36.4 All All All

Operating System Linux Linux Kernel 2.4.36.5 All All All

Operating System Linux Linux Kernel 2.4.36.6 All All All

Operating System Linux Linux Kernel 2.6 All All All

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.10 All All All

Operating System Linux Linux Kernel 2.6.11 All All All

Operating System Linux Linux Kernel 2.6.11.1 All All All

Operating System Linux Linux Kernel 2.6.11.10 All All All

Operating System Linux Linux Kernel 2.6.11.11 All All All

Operating System Linux Linux Kernel 2.6.11.12 All All All
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Operating System Linux Linux Kernel 2.6.11.12 All All All

Operating System Linux Linux Kernel 2.6.11.2 All All All

Operating System Linux Linux Kernel 2.6.11.3 All All All

Operating System Linux Linux Kernel 2.6.11.4 All All All

Operating System Linux Linux Kernel 2.6.11.5 All All All

Operating System Linux Linux Kernel 2.6.11.6 All All All

Operating System Linux Linux Kernel 2.6.11.7 All All All

Operating System Linux Linux Kernel 2.6.11.8 All All All

Operating System Linux Linux Kernel 2.6.11.9 All All All

Operating System Linux Linux Kernel 2.6.12 All All All

Operating System Linux Linux Kernel 2.6.12.1 All All All

Operating System Linux Linux Kernel 2.6.12.2 All All All

Operating System Linux Linux Kernel 2.6.12.3 All All All

Operating System Linux Linux Kernel 2.6.12.4 All All All

Operating System Linux Linux Kernel 2.6.12.5 All All All

Operating System Linux Linux Kernel 2.6.12.6 All All All

Operating System Linux Linux Kernel 2.6.13 All All All

Operating System Linux Linux Kernel 2.6.13.1 All All All

Operating System Linux Linux Kernel 2.6.13.2 All All All

Operating System Linux Linux Kernel 2.6.13.3 All All All

Operating System Linux Linux Kernel 2.6.13.4 All All All

Operating System Linux Linux Kernel 2.6.13.5 All All All

Operating System Linux Linux Kernel 2.6.14 All All All

Operating System Linux Linux Kernel 2.6.14.1 All All All

Operating System Linux Linux Kernel 2.6.14.2 All All All

Operating System Linux Linux Kernel 2.6.14.3 All All All

Operating System Linux Linux Kernel 2.6.14.4 All All All

Operating System Linux Linux Kernel 2.6.14.5 All All All

Operating System Linux Linux Kernel 2.6.14.6 All All All

Operating System Linux Linux Kernel 2.6.14.7 All All All

Operating System Linux Linux Kernel 2.6.15 All All All

Operating System Linux Linux Kernel 2.6.15.1 All All All

Operating System Linux Linux Kernel 2.6.15.2 All All All

Operating System Linux Linux Kernel 2.6.15.3 All All All

Operating System Linux Linux Kernel 2.6.15.4 All All All

Operating System Linux Linux Kernel 2.6.15.5 All All All
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Operating System Linux Linux Kernel 2.6.15.6 All All All

Operating System Linux Linux Kernel 2.6.15.7 All All All

Operating System Linux Linux Kernel 2.6.16 All All All

Operating System Linux Linux Kernel 2.6.16.1 All All All

Operating System Linux Linux Kernel 2.6.16.10 All All All

Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All

Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.17 All All All

Operating System Linux Linux Kernel 2.6.16.18 All All All

Operating System Linux Linux Kernel 2.6.16.19 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.20 All All All

Operating System Linux Linux Kernel 2.6.16.21 All All All

Operating System Linux Linux Kernel 2.6.16.22 All All All

Operating System Linux Linux Kernel 2.6.16.23 All All All

Operating System Linux Linux Kernel 2.6.16.24 All All All

Operating System Linux Linux Kernel 2.6.16.25 All All All

Operating System Linux Linux Kernel 2.6.16.26 All All All

Operating System Linux Linux Kernel 2.6.16.27 All All All

Operating System Linux Linux Kernel 2.6.16.28 All All All

Operating System Linux Linux Kernel 2.6.16.29 All All All

Operating System Linux Linux Kernel 2.6.16.3 All All All

Operating System Linux Linux Kernel 2.6.16.30 All All All

Operating System Linux Linux Kernel 2.6.16.31 All All All

Operating System Linux Linux Kernel 2.6.16.32 All All All

Operating System Linux Linux Kernel 2.6.16.33 All All All

Operating System Linux Linux Kernel 2.6.16.34 All All All

Operating System Linux Linux Kernel 2.6.16.35 All All All

Operating System Linux Linux Kernel 2.6.16.36 All All All

Operating System Linux Linux Kernel 2.6.16.37 All All All

Operating System Linux Linux Kernel 2.6.16.38 All All All

Operating System Linux Linux Kernel 2.6.16.39 All All All
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Operating System Linux Linux Kernel 2.6.16.39 All All All

Operating System Linux Linux Kernel 2.6.16.4 All All All

Operating System Linux Linux Kernel 2.6.16.40 All All All

Operating System Linux Linux Kernel 2.6.16.41 All All All

Operating System Linux Linux Kernel 2.6.16.42 All All All

Operating System Linux Linux Kernel 2.6.16.43 All All All

Operating System Linux Linux Kernel 2.6.16.44 All All All

Operating System Linux Linux Kernel 2.6.16.45 All All All

Operating System Linux Linux Kernel 2.6.16.46 All All All

Operating System Linux Linux Kernel 2.6.16.47 All All All

Operating System Linux Linux Kernel 2.6.16.48 All All All

Operating System Linux Linux Kernel 2.6.16.49 All All All

Operating System Linux Linux Kernel 2.6.16.5 All All All

Operating System Linux Linux Kernel 2.6.16.50 All All All

Operating System Linux Linux Kernel 2.6.16.51 All All All

Operating System Linux Linux Kernel 2.6.16.52 All All All

Operating System Linux Linux Kernel 2.6.16.53 All All All

Operating System Linux Linux Kernel 2.6.16.54 All All All

Operating System Linux Linux Kernel 2.6.16.55 All All All

Operating System Linux Linux Kernel 2.6.16.56 All All All

Operating System Linux Linux Kernel 2.6.16.57 All All All

Operating System Linux Linux Kernel 2.6.16.58 All All All

Operating System Linux Linux Kernel 2.6.16.59 All All All

Operating System Linux Linux Kernel 2.6.16.6 All All All

Operating System Linux Linux Kernel 2.6.16.60 All All All

Operating System Linux Linux Kernel 2.6.16.61 All All All

Operating System Linux Linux Kernel 2.6.16.62 All All All

Operating System Linux Linux Kernel 2.6.16.7 All All All

Operating System Linux Linux Kernel 2.6.16.8 All All All

Operating System Linux Linux Kernel 2.6.16.9 All All All

Operating System Linux Linux Kernel 2.6.17 All All All

Operating System Linux Linux Kernel 2.6.17.1 All All All

Operating System Linux Linux Kernel 2.6.17.10 All All All

Operating System Linux Linux Kernel 2.6.17.11 All All All

Operating System Linux Linux Kernel 2.6.17.12 All All All

Operating System Linux Linux Kernel 2.6.17.13 All All All
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Operating System Linux Linux Kernel 2.6.17.14 All All All

Operating System Linux Linux Kernel 2.6.17.2 All All All

Operating System Linux Linux Kernel 2.6.17.3 All All All

Operating System Linux Linux Kernel 2.6.17.4 All All All

Operating System Linux Linux Kernel 2.6.17.5 All All All

Operating System Linux Linux Kernel 2.6.17.6 All All All

Operating System Linux Linux Kernel 2.6.17.7 All All All

Operating System Linux Linux Kernel 2.6.17.8 All All All

Operating System Linux Linux Kernel 2.6.17.9 All All All

Operating System Linux Linux Kernel 2.6.18 All All All

Operating System Linux Linux Kernel 2.6.18 rc1 All All

Operating System Linux Linux Kernel 2.6.18 rc2 All All

Operating System Linux Linux Kernel 2.6.18 rc3 All All

Operating System Linux Linux Kernel 2.6.18 rc4 All All

Operating System Linux Linux Kernel 2.6.18 rc5 All All

Operating System Linux Linux Kernel 2.6.18 rc6 All All

Operating System Linux Linux Kernel 2.6.18 rc7 All All

Operating System Linux Linux Kernel 2.6.18.1 All All All

Operating System Linux Linux Kernel 2.6.18.2 All All All

Operating System Linux Linux Kernel 2.6.18.3 All All All

Operating System Linux Linux Kernel 2.6.18.4 All All All

Operating System Linux Linux Kernel 2.6.18.5 All All All

Operating System Linux Linux Kernel 2.6.18.6 All All All

Operating System Linux Linux Kernel 2.6.18.7 All All All

Operating System Linux Linux Kernel 2.6.18.8 All All All

Operating System Linux Linux Kernel 2.6.19 All All All

Operating System Linux Linux Kernel 2.6.19.1 All All All

Operating System Linux Linux Kernel 2.6.19.2 All All All

Operating System Linux Linux Kernel 2.6.19.3 All All All

Operating System Linux Linux Kernel 2.6.19.4 All All All

Operating System Linux Linux Kernel 2.6.19.5 All All All

Operating System Linux Linux Kernel 2.6.19.6 All All All

Operating System Linux Linux Kernel 2.6.19.7 All All All

Operating System Linux Linux Kernel 2.6.2 All All All

Operating System Linux Linux Kernel 2.6.2.27.13 All All All
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Operating System Linux Linux Kernel 2.6.20 All All All

Operating System Linux Linux Kernel 2.6.20.1 All All All

Operating System Linux Linux Kernel 2.6.20.10 All All All

Operating System Linux Linux Kernel 2.6.20.11 All All All

Operating System Linux Linux Kernel 2.6.20.12 All All All

Operating System Linux Linux Kernel 2.6.20.13 All All All

Operating System Linux Linux Kernel 2.6.20.14 All All All

Operating System Linux Linux Kernel 2.6.20.15 All All All

Operating System Linux Linux Kernel 2.6.20.16 All All All

Operating System Linux Linux Kernel 2.6.20.17 All All All

Operating System Linux Linux Kernel 2.6.20.18 All All All

Operating System Linux Linux Kernel 2.6.20.19 All All All

Operating System Linux Linux Kernel 2.6.20.2 All All All

Operating System Linux Linux Kernel 2.6.20.20 All All All

Operating System Linux Linux Kernel 2.6.20.21 All All All

Operating System Linux Linux Kernel 2.6.20.3 All All All

Operating System Linux Linux Kernel 2.6.20.4 All All All

Operating System Linux Linux Kernel 2.6.20.5 All All All

Operating System Linux Linux Kernel 2.6.20.6 All All All

Operating System Linux Linux Kernel 2.6.20.7 All All All

Operating System Linux Linux Kernel 2.6.20.8 All All All

Operating System Linux Linux Kernel 2.6.20.9 All All All

Operating System Linux Linux Kernel 2.6.21 All All All

Operating System Linux Linux Kernel 2.6.21.1 All All All

Operating System Linux Linux Kernel 2.6.21.2 All All All

Operating System Linux Linux Kernel 2.6.21.3 All All All

Operating System Linux Linux Kernel 2.6.21.4 All All All

Operating System Linux Linux Kernel 2.6.21.5 All All All

Operating System Linux Linux Kernel 2.6.21.6 All All All

Operating System Linux Linux Kernel 2.6.21.7 All All All

Operating System Linux Linux Kernel 2.6.22 All All All

Operating System Linux Linux Kernel 2.6.22.1 All All All

Operating System Linux Linux Kernel 2.6.22.10 All All All
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