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CVE-2009-3615
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CVE-2009-3615

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-10-20 17:30:00 UTC

2017-09-19 01:29:00 UTC

The OSCAR protocol plugin in libpurple in Pidgin before 2.6.3 and Adium before 1.3.7 allows remote attackers to cause a d

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Adium Adium 1.0 All All All
Adium Adium 1.0.1 All All All
Adium Adium 1.0.2 All All All
Adium Adium 1.0.3 All All All
Adium Adium 1.0.4 All All All
Adium Adium 1.0.5 All All All
Adium Adium 1.1 All All All
Adium Adium 1.1.1 All All All
Adium Adium 1.1.2 All All All
Adium Adium 1.1.3 All All All
Adium Adium 1.1.4 All All All
Adium Adium 1.2.7 All All All
Adium Adium 1.3 All All All
Adium Adium 1.3.1 All All All
Adium Adium 1.3.2 All All All
Adium Adium 1.3.3 All All All
Adium Adium 1.3.4 All All All
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Application Pidgin Pidgin 2.6.1 All All All
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References

Reference Source
Repository / Oval Repository OVAL

404 Not Found CONFIRM
Support / Security / Advisories / / MDVSA-2010:085 | Mandriva MANDRIVA
#10481 (Segfault on 'contact list send' in sim-im) — Pidgin — Trac CONFIRM
ChangelLog — Pidgin — Trac CONFIRM
Repository / Oval Repository OVAL

Adium ICQ Message Denial of Service Weakness - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA
Webmail - OVH VUPEN
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Webmail - OVH VUPEN
Pidgin Security Advisories CONFIRM
Pidgin OSCAR Plugin Invalid Memory Access Denial Of Service Vulnerability BID

IBM X-Force Exchange XF

CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link

oval.cisecul
developer.g
www.mandi
developer.g
developer.p
oval.cisecul
secunia.cor
www.vupen
www.vupen
secunia.cor
www.vupen
www.pidgin
Www.securi
exchange.x
WWW.CvVe.or
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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