CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-2009-3617

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2009-3617

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2009-10-20 17:30:00 UTC

2023-11-07 02:04:00 UTC

Format string vulnerability in the AbstractCommand::onAbort function in src/AbstractCommand.cc in aria2 before 1.6.2, whe

] 1|

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)
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Application
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Vendor Product Version Update Edition Language
Tatsuhiro Tsujikawa Aria2 0.11.3 All All All
Tatsuhiro Tsujikawa Aria2 0.11.4 All All All
Tatsuhiro Tsujikawa Aria2 0.11.5 All All All
Tatsuhiro Tsujikawa Aria2 0.12.0 All All All
Tatsuhiro Tsujikawa Aria2 0.12.1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.0 All All All
Tatsuhiro Tsujikawa Aria2 0.13.0+1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.0\+1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.1+1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.1\+1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.2 All All All
Tatsuhiro Tsujikawa Aria2 0.13.2+1 All All All
Tatsuhiro Tsujikawa Aria2 0.13.2\+1 All All All
Tatsuhiro Tsujikawa Aria2 0.14.0 All All All
Tatsuhiro Tsujikawa Aria2 0.14.0+1 All All All
Tatsuhiro Tsujikawa Aria2 0.14.0\+1 All All All
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Application Tatsuhiro Tsujikawa Aria2 0.13.2\+1 All All All
Application Tatsuhiro Tsujikawa Aria2 0.14.0 All All All
Application Tatsuhiro Tsujikawa Aria2 0.14.0\+1 All All All
Application Tatsuhiro Tsujikawa Aria2 0.15.0 All All All
Application Tatsuhiro Tsujikawa Aria2 0.15.1 All All All
Application Tatsuhiro Tsujikawa Aria2 0.15.1\+1 All All All
Application Tatsuhiro Tsujikawa Aria2 0.15.1\+2 All All All
Application Tatsuhiro Tsujikawa Aria2 0.15.2 All All All
Application Tatsuhiro Tsujikawa Aria2 0.15.3 All All All
Application Tatsuhiro Tsujikawa Aria2 0.16.0 All All All
Application Tatsuhiro Tsujikawa Aria2 0.16.1 All All All
Application Tatsuhiro Tsujikawa Aria2 0.16.2 All All All
Application Tatsuhiro Tsujikawa Aria2 1.0.0 All All All
Application Tatsuhiro Tsujikawa Aria2 1.1.1 All All All
Application Tatsuhiro Tsujikawa Aria2 1.1.2 All All All
Application Tatsuhiro Tsujikawa Aria2 1.2.0 All All All
Application Tatsuhiro Tsujikawa Aria2 1.3.0 All All All
Application Tatsuhiro Tsujikawa Aria2 1.3.1 All All All
Application Tatsuhiro Tsujikawa Aria2 1.3.2 All All All
Application Tatsuhiro Tsujikawa Aria2 1.3.3 All All All
Application Tatsuhiro Tsujikawa Aria2 1.4.0 All All All
Application Tatsuhiro Tsujikawa Aria2 1.4.1 All All All
Application Tatsuhiro Tsujikawa Aria2 1.5.0 All All All
Application Tatsuhiro Tsujikawa Aria2 1.5.1 All All All
Application Tatsuhiro Tsujikawa Aria2 1.5.2 All All All
Application Tatsuhiro Tsujikawa Aria2 1.6.0 All All All
Application Tatsuhiro Tsujikawa Aria2 All All All All
Reference Source

aria2 "AbstractCommand::onAbort()" Format String Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA

'[oss-security] CVE Request - aria2 - 1.6.2' - MARC MLIST
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Issue #2495: Tag request aria2-1_6_2-1_fc12 - releng - Pagure.io CONFIRM
'Re: [oss-security] CVE Request - aria2 - 1.6.2' - MARC MLIST

Bug 529342 — CVE-2009-3617 aria2: DoS (crash) if URI to download contains printf format string (%d) and logging is enabled = CONFIRM
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404 Not Found CONFIRM

59087 OSvDB
404 Not Found CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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