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net/unix/af_unix.c in the Linux kernel 2.6.31.4 and earlier allows local users to cause a denial of service (system hang) by ¢
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.10 All All All
Canonical Ubuntu Linux 9.04 All All All
Canonical Ubuntu Linux 9.10 All All All
Canonical Ubuntu Linux 6.06 All All All
Canonical Ubuntu Linux 8.04 All All All
Canonical Ubuntu Linux 8.10 All All All
Canonical Ubuntu Linux 9.04 All All All
Canonical Ubuntu Linux 9.10 All All All
Fedoraproject Fedora 10 All All All
Fedoraproject Fedora 10 All All All
Linux Linux Kernel All All All All
Opensuse Opensuse 11.0 All All All
Opensuse Opensuse 11.2 All All All
Opensuse Opensuse 11.0 All All All
Opensuse Opensuse 11.2 All All All
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Operating System Suse Suse Linux Enterprise Desktop 10 sp2 All All
Operating System Suse Suse Linux Enterprise Desktop 10 sp3 All All
Operating System Suse Suse Linux Enterprise Desktop 10 sp2 All All
Operating System Suse Suse Linux Enterprise Desktop 10 sp3 All All
Operating System Suse Suse Linux Enterprise Server 10 sp2 All All
Operating System Suse Suse Linux Enterprise Server 10 sp3 All All
Operating System Suse Suse Linux Enterprise Server 10 sp2 All All
Operating System Suse Suse Linux Enterprise Server 10 sp3 All All
Operating System Vmware Esx 4.0 All All All
Operating System Vmware Esx 4.0 All All All
Application Vmware Vma 4.0 All All All
Application Vmware Vma 4.0 All All All
Reference Source Link Te
oss-security - Re: CVE request: kernel: AF_UNIX: Fix deadlock on connecting to shutdown socket ~ MLIST www.openwall.com Ex
Repository / Oval Repository OVAL oval.cisecurity.org Tk
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org M:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Br
[SECURITY] Fedora 10 Update: kernel-2.6.27.38-170.2.113.fc10 FEDORA www.redhat.com M:
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org M
Repository / Oval Repository OVAL oval.cisecurity.org Tk
USN-864-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com Tk
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org M:
LKML: Tomoki Sekiyama: Re: [PATCH] AF_UNIX: Fix deadlock on connecting to shutdown socket ~MLIST lkml.org M:
Support / Security / Advisories / / MDVSA-2009:329 | Mandriva MANDRIVA www.mandriva.com  Br
AF_UNIX: Fix deadlock on connecting to shutdown socket - Patchwork CONFIRM  patchwork.kernel.org  Ex
Support REDHAT www.redhat.com Br
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org M:
git.kernel.org MISC git.kernel.org
SUSE update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com Br
SUSE update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com Br
git.kernel.org CONFIRM  git.kernel.org Br
oss-security - CVE request: kernel: AF_UNIX: Fix deadlock on connecting to shutdown socket MLIST www.openwall.com Ex
Support REDHAT www.redhat.com Br
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http://lists.opensuse.org/opensuse-security-announce/2010-02/msg00005.html
http://www.vupen.com/english/advisories/2010/0528
https://www.redhat.com/archives/fedora-package-announce/2009-November/msg00190.html
http://lists.opensuse.org/opensuse-security-announce/2009-12/msg00005.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6895
http://www.ubuntu.com/usn/usn-864-1
http://lists.opensuse.org/opensuse-security-announce/2009-12/msg00002.html
http://lkml.org/lkml/2009/10/19/50
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http://www.redhat.com/support/errata/RHSA-2009-1670.html
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Red Hat Customer Fortal REDHAI rhn.redhat.com Ir
VMware vMA Update for Multiple Packages - Advisories - Community SECUNIA secunia.com Br

Bug 529626 — CVE-2009-3621 kernel: AF_UNIX: Fix deadlock on connecting to shutdown socket ~ CONFIRM  bugzilla.redhat.com  Ex

Linux Kernel Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA secunia.com Br
[Security-announce] VMSA-2010-0004 ESX Service Console and vMA third party updates MLIST lists.vmware.com M:
[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org M:
VMware ESX Server 4 Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com Br
CVE Program record CVE.ORG  www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca

/

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-12-17 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https:/bugzilla.redhat.cor

4] |

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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