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Summary

CVE CVE-2009-3624

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-02 15:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The get_instantiation_keyring function in security/keys/keyctl.c in the KEYS subsystem in the Linux kernel before 2.6.32-rc5 does not properly maintain the reference count of a keyring, which allows local users to gain privileges or cause a denial of service (OOPS) via vectors involving calls to this function without specifying a keyring by ID, as demonstrated by a series of keyctl request2 and keyctl list commands.

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-310 | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linux Kernel 2.6.24.7 All All All

Application Linux Kernel 2.6.25.15 All All All

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2009-3624/mitre
https://cve.report/CVE-2009-3624/nist
https://cve.report/CVE-2009-3624/cve_org
https://cve.report/api/cve/CVE-2009-3624.json
https://cve.report/CVE-2009-3624.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/kernel


Application Linux Kernel 2.6.25.15 All All All

Operating System Linux Linux Kernel 2.6 All All All

Operating System Linux Linux Kernel 2.6.0 All All All

Operating System Linux Linux Kernel 2.6.1 All All All

Operating System Linux Linux Kernel 2.6.10 All All All

Operating System Linux Linux Kernel 2.6.11 All All All

Operating System Linux Linux Kernel 2.6.11.1 All All All

Operating System Linux Linux Kernel 2.6.11.10 All All All

Operating System Linux Linux Kernel 2.6.11.11 All All All

Operating System Linux Linux Kernel 2.6.11.12 All All All

Operating System Linux Linux Kernel 2.6.11.2 All All All

Operating System Linux Linux Kernel 2.6.11.3 All All All

Operating System Linux Linux Kernel 2.6.11.4 All All All

Operating System Linux Linux Kernel 2.6.11.5 All All All

Operating System Linux Linux Kernel 2.6.11.6 All All All

Operating System Linux Linux Kernel 2.6.11.7 All All All

Operating System Linux Linux Kernel 2.6.11.8 All All All

Operating System Linux Linux Kernel 2.6.11.9 All All All

Operating System Linux Linux Kernel 2.6.12 All All All

Operating System Linux Linux Kernel 2.6.12.1 All All All

Operating System Linux Linux Kernel 2.6.12.2 All All All

Operating System Linux Linux Kernel 2.6.12.3 All All All

Operating System Linux Linux Kernel 2.6.12.4 All All All

Operating System Linux Linux Kernel 2.6.12.5 All All All

Operating System Linux Linux Kernel 2.6.12.6 All All All

Operating System Linux Linux Kernel 2.6.13 All All All

Operating System Linux Linux Kernel 2.6.13.1 All All All

Operating System Linux Linux Kernel 2.6.13.2 All All All

Operating System Linux Linux Kernel 2.6.13.3 All All All

Operating System Linux Linux Kernel 2.6.13.4 All All All

Operating System Linux Linux Kernel 2.6.13.5 All All All

Operating System Linux Linux Kernel 2.6.14 All All All

Operating System Linux Linux Kernel 2.6.14.1 All All All

Operating System Linux Linux Kernel 2.6.14.2 All All All

Operating System Linux Linux Kernel 2.6.14.3 All All All

Operating System Linux Linux Kernel 2.6.14.4 All All All
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Operating System Linux Linux Kernel 2.6.14.4 All All All

Operating System Linux Linux Kernel 2.6.14.5 All All All

Operating System Linux Linux Kernel 2.6.14.6 All All All

Operating System Linux Linux Kernel 2.6.14.7 All All All

Operating System Linux Linux Kernel 2.6.15 All All All

Operating System Linux Linux Kernel 2.6.15.1 All All All

Operating System Linux Linux Kernel 2.6.15.2 All All All

Operating System Linux Linux Kernel 2.6.15.3 All All All

Operating System Linux Linux Kernel 2.6.15.4 All All All

Operating System Linux Linux Kernel 2.6.15.5 All All All

Operating System Linux Linux Kernel 2.6.15.6 All All All

Operating System Linux Linux Kernel 2.6.15.7 All All All

Operating System Linux Linux Kernel 2.6.16 All All All

Operating System Linux Linux Kernel 2.6.16.1 All All All

Operating System Linux Linux Kernel 2.6.16.10 All All All

Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All

Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.17 All All All

Operating System Linux Linux Kernel 2.6.16.18 All All All

Operating System Linux Linux Kernel 2.6.16.19 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.20 All All All

Operating System Linux Linux Kernel 2.6.16.21 All All All

Operating System Linux Linux Kernel 2.6.16.22 All All All

Operating System Linux Linux Kernel 2.6.16.23 All All All

Operating System Linux Linux Kernel 2.6.16.24 All All All

Operating System Linux Linux Kernel 2.6.16.25 All All All

Operating System Linux Linux Kernel 2.6.16.26 All All All

Operating System Linux Linux Kernel 2.6.16.27 All All All

Operating System Linux Linux Kernel 2.6.16.28 All All All

Operating System Linux Linux Kernel 2.6.16.29 All All All

Operating System Linux Linux Kernel 2.6.16.3 All All All
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Operating System Linux Linux Kernel 2.6.16.30 All All All

Operating System Linux Linux Kernel 2.6.16.31 All All All

Operating System Linux Linux Kernel 2.6.16.31 -rc1 All All

Operating System Linux Linux Kernel 2.6.16.31 -rc2 All All

Operating System Linux Linux Kernel 2.6.16.31 -rc3 All All

Operating System Linux Linux Kernel 2.6.16.31 -rc4 All All

Operating System Linux Linux Kernel 2.6.16.31 -rc5 All All

Operating System Linux Linux Kernel 2.6.16.32 All All All

Operating System Linux Linux Kernel 2.6.16.33 All All All

Operating System Linux Linux Kernel 2.6.16.34 All All All

Operating System Linux Linux Kernel 2.6.16.35 All All All

Operating System Linux Linux Kernel 2.6.16.36 All All All

Operating System Linux Linux Kernel 2.6.16.37 All All All

Operating System Linux Linux Kernel 2.6.16.38 All All All

Operating System Linux Linux Kernel 2.6.16.39 All All All

Operating System Linux Linux Kernel 2.6.16.4 All All All

Operating System Linux Linux Kernel 2.6.16.40 All All All

Operating System Linux Linux Kernel 2.6.16.41 All All All

Operating System Linux Linux Kernel 2.6.16.42 All All All

Operating System Linux Linux Kernel 2.6.16.43 All All All

Operating System Linux Linux Kernel 2.6.16.44 All All All

Operating System Linux Linux Kernel 2.6.16.45 All All All

Operating System Linux Linux Kernel 2.6.16.46 All All All

Operating System Linux Linux Kernel 2.6.16.47 All All All

Operating System Linux Linux Kernel 2.6.16.48 All All All

Operating System Linux Linux Kernel 2.6.16.49 All All All

Operating System Linux Linux Kernel 2.6.16.5 All All All

Operating System Linux Linux Kernel 2.6.16.50 All All All

Operating System Linux Linux Kernel 2.6.16.51 All All All

Operating System Linux Linux Kernel 2.6.16.52 All All All

Operating System Linux Linux Kernel 2.6.16.53 All All All

Operating System Linux Linux Kernel 2.6.16.54 All All All

Operating System Linux Linux Kernel 2.6.16.55 All All All

Operating System Linux Linux Kernel 2.6.16.56 All All All

Operating System Linux Linux Kernel 2.6.16.57 All All All

Operating System Linux Linux Kernel 2.6.16.58 All All All
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Operating System Linux Linux Kernel 2.6.16.58 All All All

Operating System Linux Linux Kernel 2.6.16.59 All All All

Operating System Linux Linux Kernel 2.6.16.6 All All All

Operating System Linux Linux Kernel 2.6.16.60 All All All

Operating System Linux Linux Kernel 2.6.16.61 All All All

Operating System Linux Linux Kernel 2.6.16.62 All All All

Operating System Linux Linux Kernel 2.6.16.7 All All All

Operating System Linux Linux Kernel 2.6.16.8 All All All

Operating System Linux Linux Kernel 2.6.16.9 All All All

Operating System Linux Linux Kernel 2.6.17 All All All

Operating System Linux Linux Kernel 2.6.17.1 All All All

Operating System Linux Linux Kernel 2.6.17.10 All All All

Operating System Linux Linux Kernel 2.6.17.11 All All All

Operating System Linux Linux Kernel 2.6.17.12 All All All

Operating System Linux Linux Kernel 2.6.17.13 All All All

Operating System Linux Linux Kernel 2.6.17.14 All All All

Operating System Linux Linux Kernel 2.6.17.2 All All All

Operating System Linux Linux Kernel 2.6.17.3 All All All

Operating System Linux Linux Kernel 2.6.17.4 All All All

Operating System Linux Linux Kernel 2.6.17.5 All All All

Operating System Linux Linux Kernel 2.6.17.6 All All All

Operating System Linux Linux Kernel 2.6.17.7 All All All

Operating System Linux Linux Kernel 2.6.17.8 All All All

Operating System Linux Linux Kernel 2.6.17.9 All All All

Operating System Linux Linux Kernel 2.6.18 All All All

Operating System Linux Linux Kernel 2.6.18 rc1 All All

Operating System Linux Linux Kernel 2.6.18 rc2 All All

Operating System Linux Linux Kernel 2.6.18 rc3 All All

Operating System Linux Linux Kernel 2.6.18 rc4 All All

Operating System Linux Linux Kernel 2.6.18 rc5 All All

Operating System Linux Linux Kernel 2.6.18 rc6 All All

Operating System Linux Linux Kernel 2.6.18 rc7 All All

Operating System Linux Linux Kernel 2.6.18.1 All All All

Operating System Linux Linux Kernel 2.6.18.2 All All All

Operating System Linux Linux Kernel 2.6.18.3 All All All

Operating System Linux Linux Kernel 2.6.18.4 All All All
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Operating System Linux Linux Kernel 2.6.18.5 All All All

Operating System Linux Linux Kernel 2.6.18.6 All All All

Operating System Linux Linux Kernel 2.6.18.7 All All All

Operating System Linux Linux Kernel 2.6.18.8 All All All

Operating System Linux Linux Kernel 2.6.19 All All All

Operating System Linux Linux Kernel 2.6.19.1 All All All

Operating System Linux Linux Kernel 2.6.19.2 All All All

Operating System Linux Linux Kernel 2.6.19.3 All All All

Operating System Linux Linux Kernel 2.6.19.4 All All All

Operating System Linux Linux Kernel 2.6.19.5 All All All

Operating System Linux Linux Kernel 2.6.19.6 All All All

Operating System Linux Linux Kernel 2.6.19.7 All All All

Operating System Linux Linux Kernel 2.6.2 All All All

Operating System Linux Linux Kernel 2.6.2.27.13 All All All

Operating System Linux Linux Kernel 2.6.20 All All All

Operating System Linux Linux Kernel 2.6.20.1 All All All

Operating System Linux Linux Kernel 2.6.20.10 All All All

Operating System Linux Linux Kernel 2.6.20.11 All All All

Operating System Linux Linux Kernel 2.6.20.12 All All All

Operating System Linux Linux Kernel 2.6.20.13 All All All

Operating System Linux Linux Kernel 2.6.20.14 All All All

Operating System Linux Linux Kernel 2.6.20.15 All All All

Operating System Linux Linux Kernel 2.6.20.16 All All All

Operating System Linux Linux Kernel 2.6.20.17 All All All

Operating System Linux Linux Kernel 2.6.20.18 All All All

Operating System Linux Linux Kernel 2.6.20.19 All All All

Operating System Linux Linux Kernel 2.6.20.2 All All All

Operating System Linux Linux Kernel 2.6.20.20 All All All

Operating System Linux Linux Kernel 2.6.20.21 All All All

Operating System Linux Linux Kernel 2.6.20.3 All All All

Operating System Linux Linux Kernel 2.6.20.4 All All All

Operating System Linux Linux Kernel 2.6.20.5 All All All

Operating System Linux Linux Kernel 2.6.20.6 All All All

Operating System Linux Linux Kernel 2.6.20.7 All All All

Operating System Linux Linux Kernel 2.6.20.8 All All All
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Operating System Linux Linux Kernel 2.6.20.9 All All All

Operating System Linux Linux Kernel 2.6.21 All All All

Operating System Linux Linux Kernel 2.6.21.1 All All All

Operating System Linux Linux Kernel 2.6.21.2 All All All

Operating System Linux Linux Kernel 2.6.21.3 All All All

Operating System Linux Linux Kernel 2.6.21.4 All All All

Operating System Linux Linux Kernel 2.6.21.5 All All All

Operating System Linux Linux Kernel 2.6.21.6 All All All

Operating System Linux Linux Kernel 2.6.21.7 All All All

Operating System Linux Linux Kernel 2.6.22 All All All

Operating System Linux Linux Kernel 2.6.22.1 All All All

Operating System Linux Linux Kernel 2.6.22.10 All All All

Operating System Linux Linux Kernel 2.6.22.11 All All All

Operating System Linux Linux Kernel 2.6.22.12 All All All

Operating System Linux Linux Kernel 2.6.22.13 All All All

Operating System Linux Linux Kernel 2.6.22.14 All All All

Operating System Linux Linux Kernel 2.6.22.15 All All All

Operating System Linux Linux Kernel 2.6.22.16 All All All

Operating System Linux Linux Kernel 2.6.22.17 All All All

Operating System Linux Linux Kernel 2.6.22.18 All All All

Operating System Linux Linux Kernel 2.6.22.19 All All All

Operating System Linux Linux Kernel 2.6.22.2 All All All

Operating System Linux Linux Kernel 2.6.22.20 All All All

Operating System Linux Linux Kernel 2.6.22.21 All All All

Operating System Linux Linux Kernel 2.6.22.22 All All All

Operating System Linux Linux Kernel 2.6.22.3 All All All

Operating System Linux Linux Kernel 2.6.22.4 All All All

Operating System Linux Linux Kernel 2.6.22.5 All All All

Operating System Linux Linux Kernel 2.6.22.6 All All All

Operating System Linux Linux Kernel 2.6.22.7 All All All

Operating System Linux Linux Kernel 2.6.22.8 All All All

Operating System Linux Linux Kernel 2.6.22.9 All All All

Operating System Linux Linux Kernel 2.6.23 All All All

Operating System Linux Linux Kernel 2.6.23 rc1 All All

Operating System Linux Linux Kernel 2.6.23 rc2 All All

Operating System Linux Linux Kernel 2.6.23.1 All All All
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Operating System Linux Linux Kernel 2.6.23.1 All All All

Operating System Linux Linux Kernel 2.6.23.10 All All All

Operating System Linux Linux Kernel 2.6.23.11 All All All

Operating System Linux Linux Kernel 2.6.23.12 All All All

Operating System Linux Linux Kernel 2.6.23.13 All All All

Operating System Linux Linux Kernel 2.6.23.14 All All All

Operating System Linux Linux Kernel 2.6.23.15 All All All

Operating System Linux Linux Kernel 2.6.23.16 All All All

Operating System Linux Linux Kernel 2.6.23.17 All All All

Operating System Linux Linux Kernel 2.6.23.2 All All All

Operating System Linux Linux Kernel 2.6.23.3 All All All

Operating System Linux Linux Kernel 2.6.23.4 All All All

Operating System Linux Linux Kernel 2.6.23.5 All All All

Operating System Linux Linux Kernel 2.6.23.6 All All All

Operating System Linux Linux Kernel 2.6.23.7 All All All

Operating System Linux Linux Kernel 2.6.23.8 All All All

Operating System Linux Linux Kernel 2.6.23.9 All All All

Operating System Linux Linux Kernel 2.6.24 All All All

Operating System Linux Linux Kernel 2.6.24 rc1 All All

Operating System Linux Linux Kernel 2.6.24 rc2 All All

Operating System Linux Linux Kernel 2.6.24 rc3 All All

Operating System Linux Linux Kernel 2.6.24 rc4 All All

Operating System Linux Linux Kernel 2.6.24 rc5 All All

Operating System Linux Linux Kernel 2.6.24.1 All All All

Operating System Linux Linux Kernel 2.6.24.2 All All All

Operating System Linux Linux Kernel 2.6.24.3 All All All

Operating System Linux Linux Kernel 2.6.24.4 All All All

Operating System Linux Linux Kernel 2.6.24.5 All All All

Operating System Linux Linux Kernel 2.6.24.6 All All All

Operating System Linux Linux Kernel 2.6.24.7 All All All

Operating System Linux Linux Kernel 2.6.25 All All All

Operating System Linux Linux Kernel 2.6.25 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.1 All All All

Operating System Linux Linux Kernel 2.6.25.1 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.10 All All All

Operating System Linux Linux Kernel 2.6.25.10 All x86_64 All
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Operating System Linux Linux Kernel 2.6.25.11 All All All

Operating System Linux Linux Kernel 2.6.25.11 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.12 All All All

Operating System Linux Linux Kernel 2.6.25.12 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.13 All All All

Operating System Linux Linux Kernel 2.6.25.14 All All All

Operating System Linux Linux Kernel 2.6.25.15 All All All

Operating System Linux Linux Kernel 2.6.25.16 All All All

Operating System Linux Linux Kernel 2.6.25.17 All All All

Operating System Linux Linux Kernel 2.6.25.18 All All All

Operating System Linux Linux Kernel 2.6.25.19 All All All

Operating System Linux Linux Kernel 2.6.25.2 All All All
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Operating System Linux Linux Kernel 2.6.25.3 All All All

Operating System Linux Linux Kernel 2.6.25.3 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.4 All All All

Operating System Linux Linux Kernel 2.6.25.4 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.5 All All All

Operating System Linux Linux Kernel 2.6.25.5 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.6 All All All

Operating System Linux Linux Kernel 2.6.25.6 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.7 All All All

Operating System Linux Linux Kernel 2.6.25.7 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.8 All All All

Operating System Linux Linux Kernel 2.6.25.8 All x86_64 All

Operating System Linux Linux Kernel 2.6.25.9 All All All

Operating System Linux Linux Kernel 2.6.25.9 All x86_64 All

Operating System Linux Linux Kernel 2.6.26 All All All

Operating System Linux Linux Kernel 2.6.26 rc4 All All

Operating System Linux Linux Kernel 2.6.26.1 All All All

Operating System Linux Linux Kernel 2.6.26.2 All All All

Operating System Linux Linux Kernel 2.6.26.3 All All All

Operating System Linux Linux Kernel 2.6.26.4 All All All

Operating System Linux Linux Kernel 2.6.26.5 All All All
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Operating System Linux Linux Kernel 2.6.26.7 All All All

Operating System Linux Linux Kernel 2.6.26.8 All All All

Operating System Linux Linux Kernel 2.6.27 All All All

Operating System Linux Linux Kernel 2.6.27 rc1 All All

Operating System Linux Linux Kernel 2.6.27 rc2 All All

Operating System Linux Linux Kernel 2.6.27 rc3 All All

Operating System Linux Linux Kernel 2.6.27 rc4 All All

Operating System Linux Linux Kernel 2.6.27 rc5 All All

Operating System Linux Linux Kernel 2.6.27 rc6 All All

Operating System Linux Linux Kernel 2.6.27 rc7 All All

Operating System Linux Linux Kernel 2.6.27 rc8 All All

Operating System Linux Linux Kernel 2.6.27 rc9 All All

Operating System Linux Linux Kernel 2.6.27.1 All All All

Operating System Linux Linux Kernel 2.6.27.10 All All All

Operating System Linux Linux Kernel 2.6.27.11 All All All

Operating System Linux Linux Kernel 2.6.27.12 All All All

Operating System Linux Linux Kernel 2.6.27.13 All All All

Operating System Linux Linux Kernel 2.6.27.14 All All All

Operating System Linux Linux Kernel 2.6.27.15 All All All

Operating System Linux Linux Kernel 2.6.27.16 All All All

Operating System Linux Linux Kernel 2.6.27.17 All All All

Operating System Linux Linux Kernel 2.6.27.18 All All All

Operating System Linux Linux Kernel 2.6.27.19 All All All

Operating System Linux Linux Kernel 2.6.27.2 All All All

Operating System Linux Linux Kernel 2.6.27.20 All All All

Operating System Linux Linux Kernel 2.6.27.21 All All All

Operating System Linux Linux Kernel 2.6.27.22 All All All

Operating System Linux Linux Kernel 2.6.27.23 All All All

Operating System Linux Linux Kernel 2.6.27.24 All All All

Operating System Linux Linux Kernel 2.6.27.25 All All All

Operating System Linux Linux Kernel 2.6.27.26 All All All

Operating System Linux Linux Kernel 2.6.27.27 All All All

Operating System Linux Linux Kernel 2.6.27.28 All All All

Operating System Linux Linux Kernel 2.6.27.29 All All All

Operating System Linux Linux Kernel 2.6.27.3 All All All
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Operating System Linux Linux Kernel 2.6.27.3 All All All

Operating System Linux Linux Kernel 2.6.27.30 All All All

Operating System Linux Linux Kernel 2.6.27.31 All All All

Operating System Linux Linux Kernel 2.6.27.32 All All All

Operating System Linux Linux Kernel 2.6.27.33 All All All

Operating System Linux Linux Kernel 2.6.27.34 All All All

Operating System Linux Linux Kernel 2.6.27.35 All All All

Operating System Linux Linux Kernel 2.6.27.36 All All All

Operating System Linux Linux Kernel 2.6.27.37 All All All

Operating System Linux Linux Kernel 2.6.27.4 All All All

Operating System Linux Linux Kernel 2.6.27.5 All All All

Operating System Linux Linux Kernel 2.6.27.6 All All All

Operating System Linux Linux Kernel 2.6.27.7 All All All

Operating System Linux Linux Kernel 2.6.27.8 All All All

Operating System Linux Linux Kernel 2.6.27.9 All All All

Operating System Linux Linux Kernel 2.6.28 All All All

Operating System Linux Linux Kernel 2.6.28 git7 All All

Operating System Linux Linux Kernel 2.6.28 rc1 All All

Operating System Linux Linux Kernel 2.6.28 rc2 All All

Operating System Linux Linux Kernel 2.6.28 rc3 All All

Operating System Linux Linux Kernel 2.6.28 rc4 All All

Operating System Linux Linux Kernel 2.6.28 rc5 All All

Operating System Linux Linux Kernel 2.6.28 rc6 All All

Operating System Linux Linux Kernel 2.6.28 rc7 All All

Operating System Linux Linux Kernel 2.6.28.1 All All All

Operating System Linux Linux Kernel 2.6.28.10 All All All

Operating System Linux Linux Kernel 2.6.28.2 All All All

Operating System Linux Linux Kernel 2.6.28.3 All All All

Operating System Linux Linux Kernel 2.6.28.4 All All All

Operating System Linux Linux Kernel 2.6.28.5 All All All

Operating System Linux Linux Kernel 2.6.28.6 All All All

Operating System Linux Linux Kernel 2.6.28.7 All All All

Operating System Linux Linux Kernel 2.6.28.8 All All All

Operating System Linux Linux Kernel 2.6.28.9 All All All

Operating System Linux Linux Kernel 2.6.29 All All All

Operating System Linux Linux Kernel 2.6.29 git1 All All
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Operating System Linux Linux Kernel 2.6.29 rc1 All All

Operating System Linux Linux Kernel 2.6.29 rc2 All All

Operating System Linux Linux Kernel 2.6.29 rc2_git7 All All

Operating System Linux Linux Kernel 2.6.29 rc8-kk All All

Operating System Linux Linux Kernel 2.6.29.1 All All All

Operating System Linux Linux Kernel 2.6.29.2 All All All

Operating System Linux Linux Kernel 2.6.29.3 All All All

Operating System Linux Linux Kernel 2.6.29.4 All All All

Operating System Linux Linux Kernel 2.6.29.5 All All All

Operating System Linux Linux Kernel 2.6.29.6 All All All

Operating System Linux Linux Kernel 2.6.29.rc1 All All All

Operating System Linux Linux Kernel 2.6.29.rc2 All All All

Operating System Linux Linux Kernel 2.6.3 All All All

Operating System Linux Linux Kernel 2.6.30 All All All

Operating System Linux Linux Kernel 2.6.30 rc1 All All

Operating System Linux Linux Kernel 2.6.30 rc2 All All

Operating System Linux Linux Kernel 2.6.30 rc3 All All

Operating System Linux Linux Kernel 2.6.30 rc4 x86_32 All

Operating System Linux Linux Kernel 2.6.30 rc5 All All

Operating System Linux Linux Kernel 2.6.30 rc6 All All

Operating System Linux Linux Kernel 2.6.30 rc7-git6 All All

Operating System Linux Linux Kernel 2.6.30.1 All All All

Operating System Linux Linux Kernel 2.6.30.2 All All All

Operating System Linux Linux Kernel 2.6.30.3 All All All

Operating System Linux Linux Kernel 2.6.30.4 All All All

Operating System Linux Linux Kernel 2.6.30.5 All All All

Operating System Linux Linux Kernel 2.6.30.6 All All All

Operating System Linux Linux Kernel 2.6.30.7 All All All

Operating System Linux Linux Kernel 2.6.30.8 All All All

Operating System Linux Linux Kernel 2.6.30.9 All All All

Operating System Linux Linux Kernel 2.6.31 All All All

Operating System Linux Linux Kernel 2.6.31 rc1 All All

Operating System Linux Linux Kernel 2.6.31 rc2 All All

Operating System Linux Linux Kernel 2.6.31 rc3 All All

Operating System Linux Linux Kernel 2.6.31 rc4 All All
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Operating System Linux Linux Kernel 2.6.31 rc5 All All

Operating System Linux Linux Kernel 2.6.31 rc6 All All

Operating System Linux Linux Kernel 2.6.31 rc7 All All

Operating System Linux Linux Kernel 2.6.31 rc8 All All

Operating System Linux Linux Kernel 2.6.31.1 All All All

Operating System Linux Linux Kernel 2.6.31.2 All All All

Operating System Linux Linux Kernel 2.6.31.3 All All All

Operating System Linux Linux Kernel 2.6.31.4 All All All

Operating System Linux Linux Kernel 2.6.31.5 All All All

Operating System Linux Linux Kernel 2.6.31.6 All All All

Operating System Linux Linux Kernel 2.6.32 rc1 All All

Operating System Linux Linux Kernel 2.6.32 rc3 All All

Operating System Linux Linux Kernel 2.6.4 All All All

Operating System Linux Linux Kernel 2.6.5 All All All

Operating System Linux Linux Kernel 2.6.6 All All All

Operating System Linux Linux Kernel 2.6.7 All All All

Operating System Linux Linux Kernel 2.6.8 All All All

Operating System Linux Linux Kernel 2.6.8.1 All All All

Operating System Linux Linux Kernel 2.6.9 All All All

Operating System Linux Linux Kernel All rc4 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

SUSE update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661108

git.kernel.org af854a3a-2127-422b-91ae-364da2661108

'[oss-security] CVE request: kernel: get_instantiation_keyring() should inc the keyring' - MARC af854a3a-2127-422b-91ae-364da2661108

404: File not found af854a3a-2127-422b-91ae-364da2661108

USN-864-1: Linux kernel vulnerabilities | Ubuntu af854a3a-2127-422b-91ae-364da2661108

'Re: [oss-security] CVE request: kernel: get_instantiation_keyring()' - MARC af854a3a-2127-422b-91ae-364da2661108

JavaScript is not available. af854a3a-2127-422b-91ae-364da2661108

Linux Kernel Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 af854a3a-2127-422b-91ae-364da2661108
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http://cve.report/software/na/n/a
http://secunia.com/advisories/38017
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=21279cfa107af07ef985539ac0de2152b9cba5f5
http://marc.info/?l=oss-security&m=125619420905341&w=2
http://www.kernel.org/pub/linux/kernel/v2.6/testing/ChangeLog-2.6.32-rc5
http://www.ubuntu.com/usn/usn-864-1
http://marc.info/?l=oss-security&m=125624091417161&w=2
http://twitter.com/spendergrsec/statuses/4916661870
http://secunia.com/advisories/37086
http://lists.opensuse.org/opensuse-security-announce/2010-01/msg00000.html


kernel/git/torvalds/linux.git - Linux kernel source tree MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-11-02 Tomas Hoger Not vulnerable. This issue did not affect the versions of the Linux kernel as shipped with Red Hat Enterprise Linux 3, 4, 5, or Red Hat Enterprise MRG. Those versions do not include the upstream patch that introduced this vulnerability.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=21279cfa107af07ef985539ac0de2152b9cba5f5
https://www.cve.org/CVERecord?id=CVE-2009-3624
https://nvd.nist.gov/vuln/detail/CVE-2009-3624
https://cve.report/
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