CVE-2009-3638

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2009-3638
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-29 14:30:00 UTC
Updated 2023-02-13 02:20:00 UTC
Description Integer overflow in the kvm_dev_ioctl_get_supported_cpuid function in arch/x86/kvm/x86.c in the KVM subsystem in the Lir

/ |

1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
Operating System Linux Linux Kernel 2.6.11.11 All All All
Operating System Linux Linux Kernel 2.6.11.12 All All All
Operating System Linux Linux Kernel 2.6.11.2 All All All
Operating System Linux Linux Kernel 2.6.11.3 All All All
Operating System Linux Linux Kernel 2.6.11.4 All All All
Operating System Linux Linux Kernel 2.6.11.5 All All All
Operating System Linux Linux Kernel 2.6.11.6 All All All
Operating System Linux Linux Kernel 2.6.11.7 All All All
Operating System Linux Linux Kernel 2.6.11.8 All All All
Operating System Linux Linux Kernel 2.6.11.9 All All All
Operating System Linux Linux Kernel 2.6.12 All All All
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Reference Source Link

[SECURITY] Fedora 10 Update: kernel-2.6.27.38-170.2.113.fc10 FEDORA www.redhat.com
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM  git.kernel.org

404: File not found CONFIRM  www.kernel.org
Linux Kernel KVM 'kvm_dev_ioctl_get_supported_cpuid()' Integer Overflow Vulnerability BID www.securityfocus.con
USN-864-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
Support / Security / Advisories / / MDVSA-2009:329 | Mandriva MANDRIVA  www.mandriva.com
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

404: File not found CONFIRM  www.kernel.org
CVE-2009-3638 - Red Hat Customer Portal MISC access.redhat.com
IBM X-Force Exchange XF exchange.xforce.ibmcl
'Re: [oss-security] CVE request: kvm: integer overflow in' - MARC MLIST marc.info

Bug 530515 — CVE-2009-3638 kernel: kvm: integer overflow in kvm_dev_ioctl_get_supported_cpuid() CONFIRM  bugzilla.redhat.com
'[oss-security] CVE request: kvm: integer overflow in kvm_dev_ioctl_get_supported_cpuid()' - MARC MLIST marc.info
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http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=6a54435560efdab1a08f429a954df4d6c740bddf
http://www.kernel.org/pub/linux/kernel/v2.6/testing/ChangeLog-2.6.32-rc4
http://www.securityfocus.com/bid/36803
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CVE Program record CVE.ORG Wwww.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-10-30 Tomas Hoger Not vulnerable. This issue did not affect the versions of KVM as shipped with Red Hat Enterpris
J I

There are currently no legacy QID mappings associated with this CVE.
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