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The mod_tls module in ProFTPD before 1.3.2b, and 1.3.3 before 1.3.3rc2, when the dNSNameRequired TLS option is enat
| |

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Proftpd Proftpd 1.3.1 All All All
Proftpd Proftpd 1.3.2 All All All
Proftpd Proftpd 1.3.2 rci All All
Proftpd Proftpd 1.3.2 rc2 All All
Proftpd Proftpd 1.3.2 rcd All All
Proftpd Proftpd 1.3.3 rci All All
Proftpd Proftpd 1.3.1 All All All
Proftpd Proftpd 1.3.2 All All All
Proftpd Proftpd 1.3.2 rci All All
Proftpd Proftpd 1.3.2 rc2 All All
Proftpd Proftpd 1.3.2 rcd All All
Proftpd Proftpd 1.3.3 rci All All
Proftpd Proftpd All a All All
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IBM X-Force Exchange

ProFTPD SSL Certificate NULL Character Processing Security Issue - Secunia Advisories - Vulnerability Information - Secunia.com

Support / Security / Advisories / / MDVSA-2009:288 | Mandriva

Bug 3275 — Improper SSL/TLS certificate subjectAltName verification

'Re: [oss-security] proftpd - mod_tls - Improper SSL/TLS certificate' - MARC

Debian update for proftpd-dfsg - Secunia Advisories - Vulnerability Information - Secunia.com

530719 — (CVE-2009-3639) CVE-2009-3639 ProFTPD: Doesn't properly handle NULL character in subjectAltName
[SECURITY] Fedora 10 Update: proftpd-1.3.2b-1.fc10

ProFTPD mod_tls Module NULL Character CA SSL Certificate Validation Security Bypass Vulnerability
[SECURITY] Fedora 11 Update: proftpd-1.3.2b-1.fc11

'[oss-security] proftpd - mod_tls - Improper SSL/TLS certificate subjectAltName verification' - MARC
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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