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Summary

CVE CVE-2009-3658

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-09 14:30:00 UTC

Updated 2024-02-03 02:27:00 UTC

Description Use-after-free vulnerability in the Sb.SuperBuddy.1 ActiveX control (sb.dll) in America Online (AOL) 9.5.0.1 allows remote attackers to trigger memory corruption or possibly execute arbitrary code via a malformed argument to the SetSuperBuddy method.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aol Internet Software 9.1 All All All

Application Aol Internet Software 9.1 All All All

Application Aol Sb.superbuddy.1 Active X Control 9.5.0.1 All All All

Application Aol Sb.superbuddy.1 Active X Control 9.5.0.1 All All All

Application Aol Superbuddy Activex Control 9.5.0.1 All All All

References

Reference Source

Webmail - OVH VUPEN

AOL SuperBuddy ActiveX Control Remote Code Execution Vulnerability BID

Repository / Oval Repository OVAL

AOL SuperBuddy ActiveX Control "SetSuperBuddy()" Memory Corruption - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

IBM X-Force Exchange XF

Error 404 :( MISC

SecurityFocus BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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