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Summary

CVE CVE-2009-3678

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-05-14 19:30:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Integer overflow in cdd.dll in the Canonical Display Driver (CDD) in Microsoft Windows Server 2008 R2 and Windows 7 on 64-bit platforms, when the Windows Aero theme is installed, allows context-dependent attackers to cause a denial of service (reboot) or possibly execute arbitrary code via a crafted image file that triggers incorrect data parsing after user-mode data is copied to kernel mode, as demonstrated using "Browse with Irfanview" and certain actions on a folder containing a large number of thumbnail images in Resample mode, possibly related to the ATI graphics driver or win32k.sys, aka "Canonical Display Driver Integer Overflow Vulnerability."

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 7 - All All All

Operating System Microsoft Windows 7 - All All All

Operating System Microsoft Windows Server 2008 r2 All x64 All

Operating System Microsoft Windows Server 2008 r2 All x64 All

References

Reference Source Link

The Microsoft Security Response Center (MSRC) : Security Advisory 2028859 Released CONFIRM blogs.technet.com

64731 OSVDB osvdb.org

Microsoft Windows Canonical Display Driver Memory Corruption - Advisories - Community SECUNIA secunia.com

pcandmactech: Irfanview and BSOD MISC pcandmactech.blogspot.com

ISC Diary | Canonical Display Driver Vulnerability MISC isc.sans.org

Microsoft Windows Canonical Display Driver Remote Code Execution Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

404 Not Found MISC en.irfanview-forum.de

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Your request has been blocked. This could be due to several reasons. CONFIRM www.microsoft.com
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US-CERT Technical Cyber Security Alert TA10-194A -- Microsoft Updates for Multiple Vulnerabilities CERT www.us-cert.gov

Repository / Oval Repository OVAL oval.cisecurity.org

Microsoft Security Bulletin MS10-043 - Critical | Microsoft Docs MS docs.microsoft.com

Security Research & Defense : CDD.dll vulnerability: Difficult to exploit CONFIRM blogs.technet.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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