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Summary

CVE CVE-2009-3695

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-13 10:30:00 UTC

Updated 2017-08-17 01:31:00 UTC

Description Algorithmic complexity vulnerability in the forms library in Django 1.0 before 1.0.4 and 1.1 before 1.1.1 allows remote attackers to cause a denial of service (CPU consumption) via a crafted (1) EmailField (email address) or (2) URLField (URL) that triggers a large amount of backtracking in a regular expression.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.1 All All All

References

Reference Source

Debian update for python-django - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

oss-security - Re: Duplicate CVE assignment notification [was: CVE id request: django] MLIST

IBM X-Force Exchange XF

Django forms Library Regular Expressions Denial of Service Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Django 'EmailField' and 'URLField' Remote Denial of Service Vulnerability BID

Django | Weblog | Security updates released CONFIRM

Google Groups MISC

Debian -- Security Information -- DSA-1905-1 python-django DEBIAN

#550457 - Remote denial of service via pathological performance of regular expressions - Debian Bug report logs CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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