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CVE CVE-2009-3701
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-12-21 16:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in the administration interface in Horde Application Framework before 3.3.

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Horde Application Framework 2.0 All All All


https://cve.report/
https://cve.report/CVE-2009-3701/mitre
https://cve.report/CVE-2009-3701/nist
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https://cve.report/api/cve/CVE-2009-3701.json
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Application Horde Groupware 1.0.5 All All All
Application Horde Groupware 1.1 All All All
Application Horde Groupware 1.1.1 All All All
Application Horde Groupware 1.1.2 All All All
Application Horde Groupware 1.1.3 All All All
Application Horde Groupware 1.1.4 All All All
Application Horde Groupware 1.1.5 All All All
Application Horde Groupware 1.2 All All All
Application Horde Groupware 1.2 rcl All All
Application Horde Groupware 1.2.1 All All All
Application Horde Groupware 1.2.2 All All All
Application Horde Groupware 1.2.3 All All All
Application Horde Groupware All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

IBM X-Force Exchange

'[announce] Horde Groupware 1.2.5 (final)' - MARC

SecurityTracker.com Archives - Horde Application Framework Input Validation Flaw in Administrator Scripts Permits Cross-Site Scripting Attac
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

archives.neohapsis.com/archives/fulldisclosure/2009-12/0388.html

Webmail- OVH

[announce] Horde 3.3.6 (final)

'lannounce] Horde Groupware Webmail Edition 1.2.5 (final)' - MARC

Horde Application Framework Cross-Site Scripting Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
SecurityFocus

Horde Groupware / Groupware Webmail Edition "PHP_SELF" Cross-Site Scripting - Secunia Advisories - Vulnerability Information - Secunia.c
Horde Application Framework Administration Interface 'PHP_SELF' Cross-Site Scripting Vulnerability

Version Control :: Diff for horde/docs/CHANGES between version 1.515.2.559 and 1.515.2.589

CVE Program record

NVD vulnerability detail
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http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/54817
http://marc.info/?l=horde-announce&m=126100750018478&w=2
http://securitytracker.com/id?1023365
http://www.vupen.com/english/advisories/2009/3549
http://archives.neohapsis.com/archives/fulldisclosure/2009-12/0388.html
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http://lists.horde.org/archives/announce/2009/000529.html
http://marc.info/?l=horde-announce&m=126101076422179&w=2
http://secunia.com/advisories/37709
http://www.securityfocus.com/archive/1/508531/100/0/threaded
http://secunia.com/advisories/37823
http://www.securityfocus.com/bid/37351
http://cvs.horde.org/diff.php/horde/docs/CHANGES?r1=1.515.2.559&r2=1.515.2.589&ty=h
https://www.cve.org/CVERecord?id=CVE-2009-3701
https://nvd.nist.gov/vuln/detail/CVE-2009-3701

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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