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Summary

CVE CVE-2009-3706

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-16 16:30:00 UTC

Updated 2009-10-16 16:30:00 UTC

Description Unspecified vulnerability in the ZFS filesystem in Sun Solaris 10, and OpenSolaris snv_100 through snv_117, allows local users to bypass intended limitations of the file_chown_self privilege via certain uses of the chown system call.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris snv_100 All sparc All

Operating System Sun Opensolaris snv_100 All x86 All

Operating System Sun Opensolaris snv_101 All sparc All

Operating System Sun Opensolaris snv_101 All x86 All

Operating System Sun Opensolaris snv_102 All sparc All

Operating System Sun Opensolaris snv_102 All x86 All

Operating System Sun Opensolaris snv_103 All sparc All

Operating System Sun Opensolaris snv_103 All x86 All

Operating System Sun Opensolaris snv_104 All sparc All

Operating System Sun Opensolaris snv_104 All x86 All

Operating System Sun Opensolaris snv_105 All sparc All

Operating System Sun Opensolaris snv_105 All x86 All

Operating System Sun Opensolaris snv_106 All sparc All

Operating System Sun Opensolaris snv_106 All x86 All

Operating System Sun Opensolaris snv_107 All sparc All

Operating System Sun Opensolaris snv_107 All x86 All

Operating System Sun Opensolaris snv_108 All sparc All
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Operating System Sun Opensolaris snv_108 All sparc All

Operating System Sun Opensolaris snv_108 All x86 All

Operating System Sun Opensolaris snv_109 All sparc All

Operating System Sun Opensolaris snv_109 All x86 All

Operating System Sun Opensolaris snv_110 All sparc All

Operating System Sun Opensolaris snv_110 All x86 All

Operating System Sun Opensolaris snv_111 All sparc All

Operating System Sun Opensolaris snv_111 All x86 All

Operating System Sun Opensolaris snv_112 All sparc All

Operating System Sun Opensolaris snv_112 All x86 All

Operating System Sun Opensolaris snv_113 All sparc All

Operating System Sun Opensolaris snv_113 All x86 All

Operating System Sun Opensolaris snv_114 All sparc All

Operating System Sun Opensolaris snv_114 All x86 All

Operating System Sun Opensolaris snv_115 All sparc All

Operating System Sun Opensolaris snv_115 All x86 All

Operating System Sun Opensolaris snv_116 All sparc All

Operating System Sun Opensolaris snv_116 All x86 All

Operating System Sun Opensolaris snv_117 All sparc All

Operating System Sun Opensolaris snv_117 All x86 All

Operating System Sun Opensolaris snv_100 All sparc All

Operating System Sun Opensolaris snv_100 All x86 All

Operating System Sun Opensolaris snv_101 All sparc All

Operating System Sun Opensolaris snv_101 All x86 All

Operating System Sun Opensolaris snv_102 All sparc All

Operating System Sun Opensolaris snv_102 All x86 All

Operating System Sun Opensolaris snv_103 All sparc All

Operating System Sun Opensolaris snv_103 All x86 All

Operating System Sun Opensolaris snv_104 All sparc All

Operating System Sun Opensolaris snv_104 All x86 All

Operating System Sun Opensolaris snv_105 All sparc All

Operating System Sun Opensolaris snv_105 All x86 All

Operating System Sun Opensolaris snv_106 All sparc All

Operating System Sun Opensolaris snv_106 All x86 All

Operating System Sun Opensolaris snv_107 All sparc All

Operating System Sun Opensolaris snv_107 All x86 All
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Operating System Sun Opensolaris snv_108 All sparc All

Operating System Sun Opensolaris snv_108 All x86 All

Operating System Sun Opensolaris snv_109 All sparc All

Operating System Sun Opensolaris snv_109 All x86 All

Operating System Sun Opensolaris snv_110 All sparc All

Operating System Sun Opensolaris snv_110 All x86 All

Operating System Sun Opensolaris snv_111 All sparc All

Operating System Sun Opensolaris snv_111 All x86 All

Operating System Sun Opensolaris snv_112 All sparc All

Operating System Sun Opensolaris snv_112 All x86 All

Operating System Sun Opensolaris snv_113 All sparc All

Operating System Sun Opensolaris snv_113 All x86 All

Operating System Sun Opensolaris snv_114 All sparc All

Operating System Sun Opensolaris snv_114 All x86 All

Operating System Sun Opensolaris snv_115 All sparc All

Operating System Sun Opensolaris snv_115 All x86 All

Operating System Sun Opensolaris snv_116 All sparc All

Operating System Sun Opensolaris snv_116 All x86 All

Operating System Sun Opensolaris snv_117 All sparc All

Operating System Sun Opensolaris snv_117 All x86 All

Operating System Sun Solaris 10 All sparc All

Operating System Sun Solaris 10 All x86 All

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10 All sparc All

Operating System Sun Solaris 10 All x86 All

Operating System Sun Solaris 10.0 All sparc All

References

Reference

Sun Solaris ZFS Filesystem Security Bypass Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Solaris ZFS File Ownership Modification Security Issue - Secunia.com

#265908: A Security Vulnerability in the ZFS Filesystem May Allow An Unprivileged User to Take Ownership of Files Belonging to Another User

#141444-09: SunOS 5.10: kernel patch
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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