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CVE CVE-2009-3707
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-10-16 16:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description VMware Authentication Daemon 1.0 in vmware-authd.exe in the VMware Authorization Service in VMware Workstation 7.0

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-134 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Ace 2.5.0 All All All


https://cve.report/
https://cve.report/CVE-2009-3707/mitre
https://cve.report/CVE-2009-3707/nist
https://cve.report/CVE-2009-3707/cve_org
https://cve.report/api/cve/CVE-2009-3707.json
https://cve.report/CVE-2009-3707.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace

Application Vmware Ace 2.5.1 All All All
Application Vmware Ace 25.2 All All All
Application Vmware Ace 253 All All All
Application Vmware Ace 254 All All All
Application Vmware Ace 2.6 All All All
Application Vmware Ace 2.6.1 All All All
Application Vmware Player 2.5 All All All
Application Vmware Player 2.5.1 All All All
Application Vmware Player 25.2 All All All
Application Vmware Player 253 All All All
Application Vmware Player 254 All All All
Application Vmware Player 3.0 All All All
Application Vmware Player 3.0.1 All All All
Application Vmware Server 2.0.0 All All All
Application Vmware Server 2.0.1 All All All
Application Vmware Server 2.0.2 All All All
Application Vmware Workstation 6.5.0 All All All
Application Vmware Workstation 6.5.1 All All All
Application Vmware Workstation 6.5.2 All All All
Application Vmware Workstation 6.5.3 All All All
Application Vmware Workstation 6.5.4 All All All
Application Vmware Workstation 7.0 All All All
Application Vmware Workstation 7.0.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
www.shinnai.net/xplits/TXT_JtYUv6C6j5b6Bw6ilkF4.html af854a3
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3
VMware Player and Workstation 'vmware-authd' Remote Denial of Service Vulnerability af854a3
About Secunia Research | Flexera af854a3
VMware Server Multiple Vulnerabilities - Advisories - Community af854a3
SecurityTracker.com Archives - VMware Authorization Service Lets Remote Users Deny Service af854a3
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http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/server
http://cve.report/vendor/vmware
http://cve.report/software/vmware/server
http://cve.report/vendor/vmware
http://cve.report/software/vmware/server
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.shinnai.net/xplits/TXT_JtYUv6C6j5b6Bw6iIkF4.html
http://archives.neohapsis.com/archives/fulldisclosure/2010-04/0121.html
http://www.securityfocus.com/bid/36630
http://secunia.com/advisories/36988
http://secunia.com/advisories/39215
http://securitytracker.com/id?1022997

WWW.SHITndl.nevirnaex.prp dliod4do
www.shinnai.net/exploits/abFwcLOuFgmD20yghYpQ.txt af854a3
VMSA-2010-0007.1 af854a3

[Security-announce] VMSA-2010-0007 VMware hosted products, vCenter Server and ESX patches resolve multiple security issues af854a3

Gentoo Linux Documentation -- VMware Player, Server, Workstation: Multiple vulnerabilities af854a3
VMware Products Multiple Vulnerabilities - Advisories - Community af854a3
NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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http://lists.vmware.com/pipermail/security-announce/2010/000090.html
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http://secunia.com/advisories/39206
http://archives.neohapsis.com/archives/bugtraq/2010-04/0077.html
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