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Summary

CVE CVE-2009-3720

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-03 16:30:00 UTC

Updated 2023-11-07 02:04:00 UTC

Description The updatePosition function in lib/xmltok_impl.c in libexpat in Expat 2.0.1, as used in Python, PyXML, w3c-libwww, and other software, allows context-dependent attackers to cause a denial of service (application crash) via an XML document with crafted UTF-8 sequences that trigger a buffer over-read, a different vulnerability than CVE-2009-2625.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application A M Kuchling Pyxml All All All All

Application A M Kuchling Pyxml All All All All

Application James Clark Expat 2.0.1 All All All

Application James Clark Expat 2.0.1 All All All

Application Python Python All All All All

Application Python Python All All All All
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2010-03-05 Tomas Hoger Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2009-3720 The Red Hat Security Response Team has rated this issue as having moderate security impact in Python, a future update may address this flaw. If a system has PyXML installed, Python will use PyXML for expat-related functions and is then not vulnerable to the issue.

There are currently no legacy QID mappings associated with this CVE.
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