VE-2009-3727

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2009-3727
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2009-11-10 18:30:00 UTC
Updated 2009-12-23 06:58:00 UTC

Description Asterisk Open Source 1.2.x before 1.2.35, 1.4.x before 1.4.26.3, 1.6.0.x before 1.6.0.17, and 1.6.1.x before 1.6.1.9; Busine:
i)

/ ]

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Digium Asterisk 1.2.0 All All All
Application Digium Asterisk 1.2.0 betal All All
Application Digium Asterisk 1.2.0 beta2 All All
Application Digium Asterisk 1.2.0 rcl All All
Application Digium Asterisk 1.2.0 rc2 All All
Application Digium Asterisk 1.2.1 All All All
Application Digium Asterisk 1.2.10 All All All
Application Digium Asterisk 1.2.10 netsec All All
Application Digium Asterisk 1.2.11 All All All
Application Digium Asterisk 1.2.11 netsec All All
Application Digium Asterisk 1.2.12 All All All
Application Digium Asterisk 1.2.12 netsec All All
Application Digium Asterisk 1.2.12.1 All All All
Application Digium Asterisk 1.2.12.1 netsec All All
Application Digium Asterisk 1.2.13 All All All
Application Digium Asterisk 1.2.13 netsec All All
Application Digium Asterisk 1.2.14 All All All
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Appivaanun g nowrion My uon ves e
Application Digium Asterisk b.2.2.1 - business All
Application Digium Asterisk b.2.3.1 - business All
Application Digium Asterisk b.2.3.2 - business All
Application Digium Asterisk b.2.3.3 - business All
Application Digium Asterisk b.2.3.4 - business All
Application Digium Asterisk b.2.3.5 - business All
Application Digium Asterisk b.2.3.6 - business All
Application Digium Asterisk b.2.5.0 - business All
Application Digium Asterisk b.2.5.1 - business All
Application Digium Asterisk b.2.5.2 - business All
Application Digium Asterisk b.2.5.3 - business All
Application Digium Asterisk c - business All
Application Digium Asterisk c.2.3 - business All
Application Digium Asterisk c.3.0 - business All
Application Digium Asterisknow 1.5 All All All
Application Digium Asterisknow 1.5 All All All
Hardware Digium S800i 1.3.0 All All All
Hardware Digium S800i 1.3.0.2 All All All
Hardware Digium S800i 1.3.0.3 All All All
Hardware Digium S800i 1.3.0.4 All All All
Hardware Digium S800i 1.3.0 All All All
Hardware Digium S800i 1.3.0.2 All All All
Hardware Digium S800i 1.3.0.3 All All All
Hardware Digium S800i 1.3.0.4 All All All
Reference

AST-2009-008

Debian update for asterisk - Advisories - Community

[SECURITY] Fedora 10 Update: asterisk-1.6.0.17-2.fc10

59697

533137 — (CVE-2009-3727) CVE-2009-3727 Asterisk: SIP responses expose valid usernames (AST-2009-008)
Fedora update for asterisk - Advisories - Community

[SECURITY] Fedora 11 Update: asterisk-1.6.1.9-1.fc11

Asterisk SIP Response Username Enumeration Remote Information Disclosure Vulnerability
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http://downloads.asterisk.org/pub/security/AST-2009-008.html
http://secunia.com/advisories/37677
https://www.redhat.com/archives/fedora-package-announce/2009-November/msg00838.html
http://osvdb.org/59697
https://bugzilla.redhat.com/show_bug.cgi?id=533137
http://secunia.com/advisories/37479
https://www.redhat.com/archives/fedora-package-announce/2009-November/msg00789.html
http://www.securityfocus.com/bid/36924

Debian -- Security Information -- DSA-1952-1 asterisk

Security Tracker.com Archives - Asterisk Discloses Valid Usersnames to Remote Users in Response to Specially Crafted REGISTER Message
About Secunia Research | Flexera

523277 — (CVE-2008-7220) CVE-2008-7220 WordPress, MediaTomb, python-webhelpers, Asterisk, Plone -- embedded Prototype JavaScript
CVE Program record

NVD vulnerability detail

L« | s

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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https://www.cve.org/CVERecord?id=CVE-2009-3727
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