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Summary

CVE CVE-2009-3727

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-10 18:30:00 UTC

Updated 2009-12-23 06:58:00 UTC

Description Asterisk Open Source 1.2.x before 1.2.35, 1.4.x before 1.4.26.3, 1.6.0.x before 1.6.0.17, and 1.6.1.x before 1.6.1.9; Business Edition A.x.x, B.x.x before B.2.5.12, C.2.x.x before C.2.4.5, and C.3.x.x before C.3.2.2; AsteriskNOW 1.5; and s800i 1.3.x before 1.3.0.5 generate different error messages depending on whether a SIP username is valid, which allows remote attackers to enumerate valid usernames via multiple crafted REGISTER messages with inconsistent usernames in the URI in the To header and the Digest in the Authorization header.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digium Asterisk 1.2.0 All All All

Application Digium Asterisk 1.2.0 beta1 All All

Application Digium Asterisk 1.2.0 beta2 All All

Application Digium Asterisk 1.2.0 rc1 All All

Application Digium Asterisk 1.2.0 rc2 All All

Application Digium Asterisk 1.2.1 All All All

Application Digium Asterisk 1.2.10 All All All

Application Digium Asterisk 1.2.10 netsec All All

Application Digium Asterisk 1.2.11 All All All

Application Digium Asterisk 1.2.11 netsec All All

Application Digium Asterisk 1.2.12 All All All

Application Digium Asterisk 1.2.12 netsec All All

Application Digium Asterisk 1.2.12.1 All All All

Application Digium Asterisk 1.2.12.1 netsec All All

Application Digium Asterisk 1.2.13 All All All

Application Digium Asterisk 1.2.13 netsec All All

Application Digium Asterisk 1.2.14 All All All
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Application Digium Asterisk 1.2.14 All All All

Application Digium Asterisk 1.2.15 All All All

Application Digium Asterisk 1.2.15 netsec All All

Application Digium Asterisk 1.2.16 All All All

Application Digium Asterisk 1.2.16 netsec All All

Application Digium Asterisk 1.2.17 All All All

Application Digium Asterisk 1.2.17 netsec All All

Application Digium Asterisk 1.2.18 All All All

Application Digium Asterisk 1.2.18 netsec All All

Application Digium Asterisk 1.2.19 All All All

Application Digium Asterisk 1.2.19 netsec All All

Application Digium Asterisk 1.2.2 All All All

Application Digium Asterisk 1.2.2 netsec All All

Application Digium Asterisk 1.2.20 All All All

Application Digium Asterisk 1.2.20 netsec All All

Application Digium Asterisk 1.2.21 All All All

Application Digium Asterisk 1.2.21 netsec All All

Application Digium Asterisk 1.2.21.1 All All All

Application Digium Asterisk 1.2.21.1 netsec All All

Application Digium Asterisk 1.2.22 All All All

Application Digium Asterisk 1.2.22 netsec All All

Application Digium Asterisk 1.2.23 All All All

Application Digium Asterisk 1.2.23 netsec All All

Application Digium Asterisk 1.2.24 All All All

Application Digium Asterisk 1.2.24 netsec All All

Application Digium Asterisk 1.2.25 All All All

Application Digium Asterisk 1.2.25 netsec All All

Application Digium Asterisk 1.2.26 All All All

Application Digium Asterisk 1.2.26 netsec All All

Application Digium Asterisk 1.2.26.1 All All All

Application Digium Asterisk 1.2.26.1 netsec All All

Application Digium Asterisk 1.2.26.2 All All All

Application Digium Asterisk 1.2.26.2 netsec All All

Application Digium Asterisk 1.2.27 All All All

Application Digium Asterisk 1.2.28 All All All

Application Digium Asterisk 1.2.28.1 All All All
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Application Digium Asterisk 1.2.29 All All All

Application Digium Asterisk 1.2.3 All All All

Application Digium Asterisk 1.2.3 netsec All All

Application Digium Asterisk 1.2.30 All All All

Application Digium Asterisk 1.2.30.1 All All All

Application Digium Asterisk 1.2.30.2 All All All

Application Digium Asterisk 1.2.30.3 All All All

Application Digium Asterisk 1.2.30.4 All All All

Application Digium Asterisk 1.2.31 All All All

Application Digium Asterisk 1.2.31.1 All All All

Application Digium Asterisk 1.2.32 All All All

Application Digium Asterisk 1.2.33 All All All

Application Digium Asterisk 1.2.34 All All All

Application Digium Asterisk 1.4.0 All All All

Application Digium Asterisk 1.4.0 beta1 All All

Application Digium Asterisk 1.4.0 beta2 All All

Application Digium Asterisk 1.4.0 beta3 All All

Application Digium Asterisk 1.4.0 beta4 All All

Application Digium Asterisk 1.4.1 All All All

Application Digium Asterisk 1.4.10 All All All

Application Digium Asterisk 1.4.10.1 All All All

Application Digium Asterisk 1.4.11 All All All

Application Digium Asterisk 1.4.12 All All All

Application Digium Asterisk 1.4.12.1 All All All

Application Digium Asterisk 1.4.13 All All All

Application Digium Asterisk 1.4.14 All All All

Application Digium Asterisk 1.4.15 All All All

Application Digium Asterisk 1.4.16 All All All

Application Digium Asterisk 1.4.16.1 All All All

Application Digium Asterisk 1.4.16.2 All All All

Application Digium Asterisk 1.4.17 All All All

Application Digium Asterisk 1.4.18 All All All

Application Digium Asterisk 1.4.19 All All All

Application Digium Asterisk 1.4.19 rc1 All All

Application Digium Asterisk 1.4.19 rc2 All All

Application Digium Asterisk 1.4.19 rc3 All All
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Application Digium Asterisk 1.4.19 rc3 All All

Application Digium Asterisk 1.4.19 rc4 All All

Application Digium Asterisk 1.4.19.1 All All All

Application Digium Asterisk 1.4.19.2 All All All

Application Digium Asterisk 1.4.2 All All All

Application Digium Asterisk 1.4.20 All All All

Application Digium Asterisk 1.4.20 rc1 All All

Application Digium Asterisk 1.4.20 rc2 All All

Application Digium Asterisk 1.4.20 rc3 All All

Application Digium Asterisk 1.4.20.1 All All All

Application Digium Asterisk 1.4.21 All All All

Application Digium Asterisk 1.4.21 rc1 All All

Application Digium Asterisk 1.4.21 rc2 All All

Application Digium Asterisk 1.4.21.1 All All All

Application Digium Asterisk 1.4.21.2 All All All

Application Digium Asterisk 1.4.22 All All All

Application Digium Asterisk 1.4.22 rc1 All All

Application Digium Asterisk 1.4.22 rc2 All All

Application Digium Asterisk 1.4.22 rc3 All All

Application Digium Asterisk 1.4.22 rc4 All All

Application Digium Asterisk 1.4.22 rc5 All All

Application Digium Asterisk 1.4.22.1 All All All

Application Digium Asterisk 1.4.22.2 All All All

Application Digium Asterisk 1.4.23 All All All

Application Digium Asterisk 1.4.23 rc1 All All

Application Digium Asterisk 1.4.23 rc2 All All

Application Digium Asterisk 1.4.23 rc3 All All

Application Digium Asterisk 1.4.23 rc4 All All

Application Digium Asterisk 1.4.23.1 All All All

Application Digium Asterisk 1.4.23.2 All All All

Application Digium Asterisk 1.4.24 All All All

Application Digium Asterisk 1.4.24 rc1 All All

Application Digium Asterisk 1.4.24.1 All All All

Application Digium Asterisk 1.4.25 All All All

Application Digium Asterisk 1.4.25 rc1 All All

Application Digium Asterisk 1.4.25.1 All All All
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Application Digium Asterisk 1.4.26 All All All

Application Digium Asterisk 1.4.26 rc1 All All

Application Digium Asterisk 1.4.26 rc2 All All

Application Digium Asterisk 1.4.26 rc3 All All

Application Digium Asterisk 1.4.26 rc4 All All

Application Digium Asterisk 1.4.26 rc5 All All

Application Digium Asterisk 1.4.26 rc6 All All

Application Digium Asterisk 1.4.26.1 All All All

Application Digium Asterisk 1.4.26.2 All All All

Application Digium Asterisk 1.4.3 All All All

Application Digium Asterisk 1.4.4 All All All

Application Digium Asterisk 1.4.5 All All All

Application Digium Asterisk 1.4.6 All All All

Application Digium Asterisk 1.4.7 All All All

Application Digium Asterisk 1.4.7.1 All All All

Application Digium Asterisk 1.4.8 All All All

Application Digium Asterisk 1.4.9 All All All

Application Digium Asterisk 1.6.0 All All All

Application Digium Asterisk 1.6.0 beta1 All All

Application Digium Asterisk 1.6.0 beta2 All All

Application Digium Asterisk 1.6.0 beta3 All All

Application Digium Asterisk 1.6.0 beta4 All All

Application Digium Asterisk 1.6.0 beta5 All All

Application Digium Asterisk 1.6.0 beta6 All All

Application Digium Asterisk 1.6.0 beta7 All All

Application Digium Asterisk 1.6.0 beta7.1 All All

Application Digium Asterisk 1.6.0 beta8 All All

Application Digium Asterisk 1.6.0 beta9 All All

Application Digium Asterisk 1.6.0 rc4 All All

Application Digium Asterisk 1.6.0 rc5 All All

Application Digium Asterisk 1.6.0 rc6 All All

Application Digium Asterisk 1.6.0.1 All All All

Application Digium Asterisk 1.6.0.10 All All All

Application Digium Asterisk 1.6.0.11 All All All

Application Digium Asterisk 1.6.0.11 rc1 All All
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Application Digium Asterisk 1.6.0.11 rc2 All All

Application Digium Asterisk 1.6.0.14 All All All

Application Digium Asterisk 1.6.0.14 rc1 All All

Application Digium Asterisk 1.6.0.15 All All All

Application Digium Asterisk 1.6.0.16 All All All

Application Digium Asterisk 1.6.0.16 rc1 All All

Application Digium Asterisk 1.6.0.16 rc2 All All

Application Digium Asterisk 1.6.0.2 All All All

Application Digium Asterisk 1.6.0.3 All All All

Application Digium Asterisk 1.6.0.3 rc1 All All

Application Digium Asterisk 1.6.0.4 rc1 All All

Application Digium Asterisk 1.6.0.5 All All All

Application Digium Asterisk 1.6.0.6 All All All

Application Digium Asterisk 1.6.0.7 All All All

Application Digium Asterisk 1.6.0.8 All All All

Application Digium Asterisk 1.6.0.9 All All All

Application Digium Asterisk 1.6.1.0 All All All

Application Digium Asterisk 1.6.1.0 rc2 All All

Application Digium Asterisk 1.6.1.0 rc3 All All

Application Digium Asterisk 1.6.1.0 rc4 All All

Application Digium Asterisk 1.6.1.0 rc5 All All

Application Digium Asterisk 1.6.1.1 All All All

Application Digium Asterisk 1.6.1.10 rc1 All All

Application Digium Asterisk 1.6.1.10 rc2 All All

Application Digium Asterisk 1.6.1.2 All All All

Application Digium Asterisk 1.6.1.3 rc1 All All

Application Digium Asterisk 1.6.1.4 All All All

Application Digium Asterisk 1.6.1.5 All All All

Application Digium Asterisk 1.6.1.5 rc1 All All

Application Digium Asterisk 1.6.1.6 All All All

Application Digium Asterisk 1.6.1.7 rc1 All All

Application Digium Asterisk 1.6.1.7 rc2 All All

Application Digium Asterisk 1.6.1.8 All All All

Application Digium Asterisk a - business All

Application Digium Asterisk b - business All

Application Digium Asterisk b.1.3.2 - business All
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Application Digium Asterisk b.1.3.2 - business All

Application Digium Asterisk b.1.3.3 - business All

Application Digium Asterisk b.2.2.0 - business All

Application Digium Asterisk b.2.2.1 - business All

Application Digium Asterisk b.2.3.1 - business All

Application Digium Asterisk b.2.3.2 - business All

Application Digium Asterisk b.2.3.3 - business All

Application Digium Asterisk b.2.3.4 - business All

Application Digium Asterisk b.2.3.5 - business All

Application Digium Asterisk b.2.3.6 - business All

Application Digium Asterisk b.2.5.0 - business All

Application Digium Asterisk b.2.5.1 - business All

Application Digium Asterisk b.2.5.2 - business All

Application Digium Asterisk b.2.5.3 - business All

Application Digium Asterisk c - business All

Application Digium Asterisk c.2.3 - business All

Application Digium Asterisk c.3.0 - business All

Application Digium Asterisk 1.2.0 All All All

Application Digium Asterisk 1.2.0 beta1 All All

Application Digium Asterisk 1.2.0 beta2 All All

Application Digium Asterisk 1.2.0 rc1 All All

Application Digium Asterisk 1.2.0 rc2 All All

Application Digium Asterisk 1.2.1 All All All

Application Digium Asterisk 1.2.10 All All All

Application Digium Asterisk 1.2.10 netsec All All

Application Digium Asterisk 1.2.11 All All All

Application Digium Asterisk 1.2.11 netsec All All

Application Digium Asterisk 1.2.12 All All All

Application Digium Asterisk 1.2.12 netsec All All

Application Digium Asterisk 1.2.12.1 All All All

Application Digium Asterisk 1.2.12.1 netsec All All

Application Digium Asterisk 1.2.13 All All All

Application Digium Asterisk 1.2.13 netsec All All

Application Digium Asterisk 1.2.14 All All All

Application Digium Asterisk 1.2.15 All All All

Application Digium Asterisk 1.2.15 netsec All All
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Application Digium Asterisk 1.2.16 All All All

Application Digium Asterisk 1.2.16 netsec All All

Application Digium Asterisk 1.2.17 All All All

Application Digium Asterisk 1.2.17 netsec All All

Application Digium Asterisk 1.2.18 All All All

Application Digium Asterisk 1.2.18 netsec All All

Application Digium Asterisk 1.2.19 All All All

Application Digium Asterisk 1.2.19 netsec All All

Application Digium Asterisk 1.2.2 All All All

Application Digium Asterisk 1.2.2 netsec All All

Application Digium Asterisk 1.2.20 All All All

Application Digium Asterisk 1.2.20 netsec All All

Application Digium Asterisk 1.2.21 All All All

Application Digium Asterisk 1.2.21 netsec All All

Application Digium Asterisk 1.2.21.1 All All All

Application Digium Asterisk 1.2.21.1 netsec All All

Application Digium Asterisk 1.2.22 All All All

Application Digium Asterisk 1.2.22 netsec All All

Application Digium Asterisk 1.2.23 All All All

Application Digium Asterisk 1.2.23 netsec All All

Application Digium Asterisk 1.2.24 All All All

Application Digium Asterisk 1.2.24 netsec All All

Application Digium Asterisk 1.2.25 All All All

Application Digium Asterisk 1.2.25 netsec All All

Application Digium Asterisk 1.2.26 All All All

Application Digium Asterisk 1.2.26 netsec All All

Application Digium Asterisk 1.2.26.1 All All All

Application Digium Asterisk 1.2.26.1 netsec All All

Application Digium Asterisk 1.2.26.2 All All All

Application Digium Asterisk 1.2.26.2 netsec All All

Application Digium Asterisk 1.2.27 All All All

Application Digium Asterisk 1.2.28 All All All

Application Digium Asterisk 1.2.28.1 All All All

Application Digium Asterisk 1.2.29 All All All

Application Digium Asterisk 1.2.3 All All All
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Application Digium Asterisk 1.2.3 netsec All All

Application Digium Asterisk 1.2.30 All All All

Application Digium Asterisk 1.2.30.1 All All All

Application Digium Asterisk 1.2.30.2 All All All

Application Digium Asterisk 1.2.30.3 All All All

Application Digium Asterisk 1.2.30.4 All All All

Application Digium Asterisk 1.2.31 All All All

Application Digium Asterisk 1.2.31.1 All All All

Application Digium Asterisk 1.2.32 All All All

Application Digium Asterisk 1.2.33 All All All

Application Digium Asterisk 1.2.34 All All All

Application Digium Asterisk 1.4.0 All All All

Application Digium Asterisk 1.4.0 beta1 All All

Application Digium Asterisk 1.4.0 beta2 All All

Application Digium Asterisk 1.4.0 beta3 All All

Application Digium Asterisk 1.4.0 beta4 All All

Application Digium Asterisk 1.4.1 All All All

Application Digium Asterisk 1.4.10 All All All

Application Digium Asterisk 1.4.10.1 All All All

Application Digium Asterisk 1.4.11 All All All

Application Digium Asterisk 1.4.12 All All All

Application Digium Asterisk 1.4.12.1 All All All

Application Digium Asterisk 1.4.13 All All All

Application Digium Asterisk 1.4.14 All All All

Application Digium Asterisk 1.4.15 All All All

Application Digium Asterisk 1.4.16 All All All

Application Digium Asterisk 1.4.16.1 All All All

Application Digium Asterisk 1.4.16.2 All All All

Application Digium Asterisk 1.4.17 All All All

Application Digium Asterisk 1.4.18 All All All

Application Digium Asterisk 1.4.19 All All All

Application Digium Asterisk 1.4.19 rc1 All All

Application Digium Asterisk 1.4.19 rc2 All All

Application Digium Asterisk 1.4.19 rc3 All All

Application Digium Asterisk 1.4.19 rc4 All All

Application Digium Asterisk 1.4.19.1 All All All
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Application Digium Asterisk 1.4.19.1 All All All

Application Digium Asterisk 1.4.19.2 All All All

Application Digium Asterisk 1.4.2 All All All

Application Digium Asterisk 1.4.20 All All All

Application Digium Asterisk 1.4.20 rc1 All All

Application Digium Asterisk 1.4.20 rc2 All All

Application Digium Asterisk 1.4.20 rc3 All All

Application Digium Asterisk 1.4.20.1 All All All

Application Digium Asterisk 1.4.21 All All All

Application Digium Asterisk 1.4.21 rc1 All All

Application Digium Asterisk 1.4.21 rc2 All All

Application Digium Asterisk 1.4.21.1 All All All

Application Digium Asterisk 1.4.21.2 All All All

Application Digium Asterisk 1.4.22 All All All

Application Digium Asterisk 1.4.22 rc1 All All

Application Digium Asterisk 1.4.22 rc2 All All

Application Digium Asterisk 1.4.22 rc3 All All

Application Digium Asterisk 1.4.22 rc4 All All

Application Digium Asterisk 1.4.22 rc5 All All

Application Digium Asterisk 1.4.22.1 All All All

Application Digium Asterisk 1.4.22.2 All All All

Application Digium Asterisk 1.4.23 All All All

Application Digium Asterisk 1.4.23 rc1 All All

Application Digium Asterisk 1.4.23 rc2 All All

Application Digium Asterisk 1.4.23 rc3 All All

Application Digium Asterisk 1.4.23 rc4 All All

Application Digium Asterisk 1.4.23.1 All All All

Application Digium Asterisk 1.4.23.2 All All All

Application Digium Asterisk 1.4.24 All All All

Application Digium Asterisk 1.4.24 rc1 All All

Application Digium Asterisk 1.4.24.1 All All All

Application Digium Asterisk 1.4.25 All All All

Application Digium Asterisk 1.4.25 rc1 All All

Application Digium Asterisk 1.4.25.1 All All All

Application Digium Asterisk 1.4.26 All All All

Application Digium Asterisk 1.4.26 rc1 All All
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Application Digium Asterisk 1.4.26 rc2 All All

Application Digium Asterisk 1.4.26 rc3 All All

Application Digium Asterisk 1.4.26 rc4 All All

Application Digium Asterisk 1.4.26 rc5 All All

Application Digium Asterisk 1.4.26 rc6 All All

Application Digium Asterisk 1.4.26.1 All All All

Application Digium Asterisk 1.4.26.2 All All All

Application Digium Asterisk 1.4.3 All All All

Application Digium Asterisk 1.4.4 All All All

Application Digium Asterisk 1.4.5 All All All

Application Digium Asterisk 1.4.6 All All All

Application Digium Asterisk 1.4.7 All All All

Application Digium Asterisk 1.4.7.1 All All All

Application Digium Asterisk 1.4.8 All All All

Application Digium Asterisk 1.4.9 All All All

Application Digium Asterisk 1.6.0 All All All

Application Digium Asterisk 1.6.0 beta1 All All

Application Digium Asterisk 1.6.0 beta2 All All

Application Digium Asterisk 1.6.0 beta3 All All

Application Digium Asterisk 1.6.0 beta4 All All

Application Digium Asterisk 1.6.0 beta5 All All

Application Digium Asterisk 1.6.0 beta6 All All

Application Digium Asterisk 1.6.0 beta7 All All

Application Digium Asterisk 1.6.0 beta7.1 All All

Application Digium Asterisk 1.6.0 beta8 All All

Application Digium Asterisk 1.6.0 beta9 All All

Application Digium Asterisk 1.6.0 rc4 All All

Application Digium Asterisk 1.6.0 rc5 All All

Application Digium Asterisk 1.6.0 rc6 All All

Application Digium Asterisk 1.6.0.1 All All All

Application Digium Asterisk 1.6.0.10 All All All

Application Digium Asterisk 1.6.0.11 All All All

Application Digium Asterisk 1.6.0.11 rc1 All All

Application Digium Asterisk 1.6.0.11 rc2 All All

Application Digium Asterisk 1.6.0.14 All All All
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Application Digium Asterisk 1.6.0.14 rc1 All All

Application Digium Asterisk 1.6.0.15 All All All

Application Digium Asterisk 1.6.0.16 All All All

Application Digium Asterisk 1.6.0.16 rc1 All All

Application Digium Asterisk 1.6.0.16 rc2 All All

Application Digium Asterisk 1.6.0.2 All All All

Application Digium Asterisk 1.6.0.3 All All All

Application Digium Asterisk 1.6.0.3 rc1 All All

Application Digium Asterisk 1.6.0.4 rc1 All All

Application Digium Asterisk 1.6.0.5 All All All

Application Digium Asterisk 1.6.0.6 All All All

Application Digium Asterisk 1.6.0.7 All All All

Application Digium Asterisk 1.6.0.8 All All All

Application Digium Asterisk 1.6.0.9 All All All

Application Digium Asterisk 1.6.1.0 All All All

Application Digium Asterisk 1.6.1.0 rc2 All All

Application Digium Asterisk 1.6.1.0 rc3 All All

Application Digium Asterisk 1.6.1.0 rc4 All All

Application Digium Asterisk 1.6.1.0 rc5 All All

Application Digium Asterisk 1.6.1.1 All All All

Application Digium Asterisk 1.6.1.10 rc1 All All

Application Digium Asterisk 1.6.1.10 rc2 All All

Application Digium Asterisk 1.6.1.2 All All All

Application Digium Asterisk 1.6.1.3 rc1 All All

Application Digium Asterisk 1.6.1.4 All All All

Application Digium Asterisk 1.6.1.5 All All All

Application Digium Asterisk 1.6.1.5 rc1 All All

Application Digium Asterisk 1.6.1.6 All All All

Application Digium Asterisk 1.6.1.7 rc1 All All

Application Digium Asterisk 1.6.1.7 rc2 All All

Application Digium Asterisk 1.6.1.8 All All All

Application Digium Asterisk a - business All

Application Digium Asterisk b - business All

Application Digium Asterisk b.1.3.2 - business All

Application Digium Asterisk b.1.3.3 - business All

Application Digium Asterisk b.2.2.0 - business All
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Application Digium Asterisk b.2.2.0 - business All

Application Digium Asterisk b.2.2.1 - business All

Application Digium Asterisk b.2.3.1 - business All

Application Digium Asterisk b.2.3.2 - business All

Application Digium Asterisk b.2.3.3 - business All

Application Digium Asterisk b.2.3.4 - business All

Application Digium Asterisk b.2.3.5 - business All

Application Digium Asterisk b.2.3.6 - business All

Application Digium Asterisk b.2.5.0 - business All

Application Digium Asterisk b.2.5.1 - business All

Application Digium Asterisk b.2.5.2 - business All

Application Digium Asterisk b.2.5.3 - business All

Application Digium Asterisk c - business All

Application Digium Asterisk c.2.3 - business All

Application Digium Asterisk c.3.0 - business All

Application Digium Asterisknow 1.5 All All All

Application Digium Asterisknow 1.5 All All All

Hardware Digium S800i 1.3.0 All All All

Hardware Digium S800i 1.3.0.2 All All All

Hardware Digium S800i 1.3.0.3 All All All

Hardware Digium S800i 1.3.0.4 All All All

Hardware Digium S800i 1.3.0 All All All

Hardware Digium S800i 1.3.0.2 All All All

Hardware Digium S800i 1.3.0.3 All All All

Hardware Digium S800i 1.3.0.4 All All All
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533137 – (CVE-2009-3727) CVE-2009-3727 Asterisk: SIP responses expose valid usernames (AST-2009-008)

Fedora update for asterisk - Advisories - Community

[SECURITY] Fedora 11 Update: asterisk-1.6.1.9-1.fc11

Asterisk SIP Response Username Enumeration Remote Information Disclosure Vulnerability
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Debian -- Security Information -- DSA-1952-1 asterisk

SecurityTracker.com Archives - Asterisk Discloses Valid Usersnames to Remote Users in Response to Specially Crafted REGISTER Messages

About Secunia Research | Flexera

523277 – (CVE-2008-7220) CVE-2008-7220 WordPress, MediaTomb, python-webhelpers, Asterisk, Plone -- embedded Prototype JavaScript FrameWork: XSS Ajax requests (AST-2009-009)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://www.debian.org/security/2009/dsa-1952
http://www.securitytracker.com/id?1023133
http://secunia.com/advisories/37265
https://bugzilla.redhat.com/show_bug.cgi?id=523277
https://www.cve.org/CVERecord?id=CVE-2009-3727
https://nvd.nist.gov/vuln/detail/CVE-2009-3727
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2009-3727
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


