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Summary

CVE CVE-2009-3732

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-04-12 18:30:00 UTC

Updated 2023-01-24 16:09:00 UTC

Description Format string vulnerability in vmware-vmrc.exe build 158248 in VMware Remote Console (aka VMrc) allows remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Vmware Ace All All All All

Application Vmware Ace 2.6 All All All

Application Vmware Esxi All All All All

Application Vmware Esxi All All All All

Application Vmware Player All All All All

Application Vmware Player 3.0 All All All

Application Vmware Server All All All All

Application Vmware Server All All All All

Application Vmware Server All All All All

Application Vmware Vmrc All All All All

Application Vmware Vmrc All All All All

Application Vmware Workstation All All All All

Application Vmware Workstation 7.0 All All All
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Gentoo Linux Documentation -- VMware Player, Server, Workstation: Multiple vulnerabilities GENTOO

[Security-announce] VMSA-2010-0007 VMware hosted products, vCenter Server and ESX patches resolve multiple security issues MLIST

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ

VMware Remote Console Plugin Format String Vulnerability - Advisories - Community SECUNIA

VMSA-2010-0007.1 CONFIRM

NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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