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Summary

CVE CVE-2009-3735

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-02-11 17:30:00 UTC

Updated 2018-10-12 21:56:00 UTC

Description The ActiveScan Installer ActiveX control in as2stubie.dll before 1.3.3.0 in PandaActiveScan Installer 2.0 in Panda ActiveScan downloads software in an as2guiie.cab archive located at an arbitrary URL, and does not verify the archive's digital signature before installation, which allows remote attackers to execute arbitrary code via a URL argument to an unspecified method.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Panda Panda Activescan 2.0 All All All

Application Panda Panda Activescan 2.0 All All All

References

Reference Source Link Tags

VU#869993 - Panda Security ActiveScan fails to properly validate downloaded software CERT-VN www.kb.cert.org US Government Resource

Panda ActiveScan 'as2stubie.dll' ActiveX Control Remote Code Execution Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Panda ActiveScan "as2stubie.dll" Unverified CAB Installation - Advisories - Community SECUNIA secunia.com Vendor Advisory

Panda Software Ltd. Information for VU#869993 MISC www.kb.cert.org

Microsoft Security Bulletin MS10-008 - Critical | Microsoft Docs MS docs.microsoft.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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