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Summary

CVE CVE-2009-3736

State PUBLISHED

Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-29 13:07:52 UTC

Updated 2026-04-23 00:35:47 UTC

Description ltdl.c in libltdl in GNU Libtool 1.5.x, and 2.2.6 before 2.2.6b, as used in Ham Radio Control Libraries, Q, and possibly other products, attempts to open a .la file in the current working directory, which allows local users to gain privileges via a Trojan horse file.

Risk And Classification

Primary CVSS: v2.0 6.9 from nvd@nist.gov

AV:L/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:L/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Libtool 1.5 All All All

Application Gnu Libtool 1.5.10 All All All

Access Vector

Local

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Gnu Libtool 1.5.10 All All All

Application Gnu Libtool 1.5.12 All All All

Application Gnu Libtool 1.5.14 All All All

Application Gnu Libtool 1.5.16 All All All

Application Gnu Libtool 1.5.18 All All All

Application Gnu Libtool 1.5.2 All All All

Application Gnu Libtool 1.5.20 All All All

Application Gnu Libtool 1.5.22 All All All

Application Gnu Libtool 1.5.24 All All All

Application Gnu Libtool 1.5.26 All All All

Application Gnu Libtool 1.5.4 All All All

Application Gnu Libtool 1.5.6 All All All

Application Gnu Libtool 1.5.8 All All All

Application Gnu Libtool 2.2.6a All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source
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Red Hat Customer Portal af854a3a-2127-422b-91ae-364da2661108

SUSE Update for Multiple Packages - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

Repository / Oval Repository af854a3a-2127-422b-91ae-364da2661108

Advisories | Mandriva af854a3a-2127-422b-91ae-364da2661108

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView af854a3a-2127-422b-91ae-364da2661108

Backport of libltdl changes to branch-1-5 af854a3a-2127-422b-91ae-364da2661108
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Fedora update for hamlib - Advisories - Community af854a3a-2127-422b-91ae-364da2661108
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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