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CVE CVE-2009-3736
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-11-29 13:07:52 UTC
Updated 2026-04-23 00:35:47 UTC

Description Itdl.c in libltdl in GNU Libtool 1.5.x, and 2.2.6 before 2.2.6b, as used in Ham Radio Control Libraries, Q, and possibly other ¢

/ |

Risk And Classification

Primary CVSS: v2.0 6.9 from nvd@nist.gov
AV:L/AC:M/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Libtool 1.5 All All All


https://cve.report/
https://cve.report/CVE-2009-3736/mitre
https://cve.report/CVE-2009-3736/nist
https://cve.report/CVE-2009-3736/cve_org
https://cve.report/api/cve/CVE-2009-3736.json
https://cve.report/CVE-2009-3736.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/libtool

Application Gnu Libtool 1.5.10 All All All
Application Gnu Libtool 1.5.12 All All All
Application Gnu Libtool 1.5.14 All All All
Application Gnu Libtool 1.5.16 All All All
Application Gnu Libtool 1.5.18 All All All
Application Gnu Libtool 15.2 All All All
Application Gnu Libtool 1.5.20 All All All
Application Gnu Libtool 1.5.22 All All All
Application Gnu Libtool 1.5.24 All All All
Application Gnu Libtool 1.5.26 All All All
Application Gnu Libtool 1.5.4 All All All
Application Gnu Libtool 1.5.6 All All All
Application Gnu Libtool 1.5.8 All All All
Application Gnu Libtool 2.2.6a All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
[SECURITY] Fedora 12 Update: gambas-1.0.19-12.fc12 af854a3
libtool.git - GNU Libtool af854a3
[security-announce] SUSE Security Summary Report: SUSE-SR:2010:006 af854a3
Support / Security / Advisories / / MDVSA-2010:105 | Mandriva af854a3
Fedora update for q - Secunia.com af854a3
Avaya Products Multiple Vulnerabilities - Advisories - Community af854a3
[SECURITY] Fedora 14 Update: g-7.11-8.fc14 af854a3
Support / Security / Advisories / / MDVSA-2010:035 | Mandriva af854a3
Ham Radio Control Libraries libtool Search Path Security Issue - Secunia.com af854a3
404 Not Found af854a3
[SECURITY] Fedora 15 Update: g-7.11-10.fc15 af854a3
Support / Security / Advisories / / MDVSA-2010:091 | Mandriva af854a3
Bug 537941 — CVE-2009-3736 libtool: libltdl may load and execute code from a library in the current directory af854a3
[SECURITY] Fedora 12 Update: gcc-4.4.2-20.fc12 af854a3
Fedora update for gnash - Secunia.com af854a3
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http://cve.report/vendor/gnu
http://cve.report/software/gnu/libtool
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.fedoraproject.org/pipermail/package-announce/2010-February/035133.html
http://git.savannah.gnu.org/cgit/libtool.git/commit/?h=branch-1-5&id=29b48580df75f0c5baa2962548a4c101ec7ed7ec
http://lists.opensuse.org/opensuse-security-announce/2010-03/msg00004.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:105
http://secunia.com/advisories/43617
http://secunia.com/advisories/38696
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/054921.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:035
http://secunia.com/advisories/39299
http://hamlib.svn.sourceforge.net/viewvc/hamlib/trunk/libltdl/Makefile.am?revision=2841&view=markup
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/054656.html
http://www.mandriva.com/security/advisories?name=MDVSA-2010:091
https://bugzilla.redhat.com/show_bug.cgi?id=537941
https://www.redhat.com/archives/fedora-package-announce/2009-December/msg01512.html
http://secunia.com/advisories/38617

|SEVURLT Y] Fedord 11 upddle. gdimnpds-1.U. 19-1£.1C1 | dloo4do

ftp.gnu.org/gnu/libtool/libtool-2.2.6a-2.2.6b.diff.gz af854a3
Security Advisory SA38190 - Red Hat update for gcc and gcc4 - Secunia af854a3
[SECURITY] Fedora 13 Update: g-7.11-8.fc13 af854a3
GNU Libtool 2.2.6b released af854a3

libtool libltdl Library Search Path Privilege Escalation Security Issue - Secunia Advisories - Vulnerability Information - Secunia.com  af854a3

Support af854a3
Fedora update for gcc - Secunia Advisories - Vulnerability Information - Secunia.com af854a3
Red Hat Customer Portal af854a3
SUSE Update for Multiple Packages - Advisories - Community af854a3
Repository / Oval Repository af854a3
Advisories | Mandriva af854a3
Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView af854a3
Backport of libltdl changes to branch-1-5 af854a3
Repository / Oval Repository af854a3

libtool libltdl Library Search Path Privilege Escalation Security Issue - Secunia Advisories - Vulnerability Information - Secunia.com  af854a3

Fedora update for hamlib - Advisories - Community af854a3
ASA-2010-053 (RHSA-2010-0039) af854a3
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3
GNU Libtool 'libltdl' Library Search Path Local Privilege Escalation Vulnerability af854a3
Security Advisory SA55721 - Gentoo update for graphicsmagick - Secunia af854a3
Fedora update for gambas - Secunia.com af854a3
Gentoo Linux Documentation -- GraphicsMagick: Multiple vulnerabilities af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690561 Free Berkeley Software Distribution (FreeBSD) Security Update for libtool (77¢c14729-dc5e-11de-92ae-02e0184b8d35)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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http://secunia.com/advisories/38190
http://lists.fedoraproject.org/pipermail/package-announce/2011-March/054915.html
http://lists.gnu.org/archive/html/libtool/2009-11/msg00059.html
http://secunia.com/advisories/37489
http://www.redhat.com/support/errata/RHSA-2010-0039.html
http://secunia.com/advisories/37997
https://rhn.redhat.com/errata/RHSA-2010-0095.html
http://secunia.com/advisories/38915
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11687
http://www.mandriva.com/security/advisories?name=MDVSA-2009:307
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
http://lists.gnu.org/archive/html/libtool/2009-11/msg00065.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6951
http://secunia.com/advisories/37414
http://secunia.com/advisories/39347
http://support.avaya.com/css/P8/documents/100074869
http://www.vupen.com/english/advisories/2011/0574
http://www.securityfocus.com/bid/37128
http://secunia.com/advisories/55721
http://secunia.com/advisories/38577
http://security.gentoo.org/glsa/glsa-201311-10.xml
https://www.cve.org/CVERecord?id=CVE-2009-3736
https://nvd.nist.gov/vuln/detail/CVE-2009-3736
http://cve.report/qid/690561
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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